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Function name -

[ sub_401000

[7] _security_check_cookie(x)
[ sub_4010D1

[7] sub_4010EC

[ sub_401171

[7] sub_401266

[ sub_401278

[A] ___tmainCRTStartup

[ fast_error_exit

£| start
__raise_securityfailure &
__report_gsfailure

_ call_reportfault

sub_40170C
_invalid_parameter
“invalid_parameter_noinfo
_invoke_watson

~initstdio

__endstdio ISt"rt

sub_401819

ok e, @ i @ i

i~ sub_485284 | tmalnDHIStartupI

__unlock file

_ unlock file2

#] sub_4018F5

7] sub_40197D

#] sub_4019DC

unknown Ilbname 3 v

”]DDDDEIEIENEIEIEHEIEHEIEIEIEHEIEHD
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Functions window o8& x IDA View-4 [0 Strings window B [E Hex View-1 [ A  structures [ Enums (x] Inports (%] E3] Exports
Function name “ || Address Length Type String
sub_401000 .rdata:00411178 0000000A C September
security_check_cookie(x) .rdata:00411184 00000008 C October
ub_4010D1 .rdata:0041118C 00000009 C November
sub_4010EC .rdata:00411198 00000009 C December
sub_401171 .rdata:004111... 00000009 C MM/ddfyy
.rdata:004111B8 00000014 C dddd, MMMM dd, yyyy
.rdata:004111CC 00000009 C HH:mm:ss
.rdata:00411408 0000000B C SystemRoot
.rdata:0041143D 00000005 C (spw
.rdata:00411446 00000005 C 700PP
__raise_securityfailure .rdata:00411458 00000012 C ‘h'hhh\b\b\axppwppib\b
__report_gsfailure .rdata:0041148C 0000000C C MessageBoxW
call_reportfault .rdata:00411498 00000010 C GetActiveWindow
sub_40170C .rdata:004114A8 00000013 C GetlastActivePopup
invalid_parameter .rdata:004114BC 0000001A C GetUserObjectinformationw
invalid_parameter_noinfo .rdata:004114D8 00000018 C GetProcessWindowStation
invoke_watson .rdata:004114F6 00000005 C \a\b\t\n\v
i .rdata:0041150F 0000005F C N"#$%&'()*+,-./0123456789:; < =>?@ABCDEFGHUKLMNOPQRSTUVWXYZ[\\]*_‘abcdefghi
.rdata:00411AFF 00000005 C \a\b\t\niv
- .rdata:00411B18 0000005F C N\"#$%8&'()* +,-./0123456789:; < = > ?@abcdefghijkimnopqrstuvwxyz\\|»_"abcdefghijkimnop...
lock file .rdata:00411C7F 00000005 C \a\b\t\niw
lock file2 .rdata:00411C98 0000005F C N"#$968&'()*+,-./0123456789:; < = > ?@ABCDEFGHUKLMNOPQRSTUVWXYZ[\\]* _'ABCDEFGHI...
unlock_file .rdata:00413E0C 00000006 C e+000
unlock file2 .rdata:00413E14 00000007 C 1#SNAN
- .rdata:00413E1C 00000006 C 1#IND
sub_40197D .rdata:00413E24 00000006 C 1#INF
sub_4019DC .rdata:00413E2C 00000007 C 1#QNAN
v .rdata:00413E4C 00000012 C 000000DUTCTFOO\N
> .rdata:00413E80 0000000C C 0000flagon
000000C flag getOM\n
C 00000020 flagDO000wO0000000£0000000\n
% Graph overview o & x .rdata:00413EBC 00000006 C pause
.rdata:00414958 0000000D C KERNEL32.dIl
.data:004155F2 00000018 C
00000018 C abcdefghijkimnopqrstuvwxyz
00000018 C ABCDEFGHUKLMNOPQRSTUVWXYZ
5] data 00415812 0000001B C
Line 91 of 103
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T
PG
File Edit Jump Search View Debugger Options Windows Help

EEH e~ s & 3 o A aoet Fvg X @O No debugeer
I el R (] |

Data [l Regular function

MIESICFN=i ol o
|

Unexplored M Instruction

IDA Viev-4 [@

Library function External svymbol

Functions windew O &8 x

Strings window [ [E  Hex View-1 [ [A]  sStructures [ S Erms B

Function name

sub 401000

_ security_check_cookie(x)
sub_4010D1

sub 4010EC
sub_401171

sub 401266
sub_40127B
__tmainCRTStartup
_fast_error_exit

start
__raise_securityfailure
__report_gsfailure

_ call_reportfault
sub_40170C
__invalid_parameter
__invalid_parameter_noinfo
_ invoke_watson
__initstdio
__endstdio
sub_401819

_lock file

_ lock file2

_unlock file

_ unlock _file2
sub_4018F5
sub_40187D
sub_4019DC
unknown_libname_1
sub 401ATF

_ whiteout
__doserrno

_ dosmaperr

_ermo

_ get_ermo_from_oserr

[F] _SEH prolog4
(o}

Cala L )

~

otr x RECH AT A G bk, s, I Ufli

REEE

-rdata:88413E7F
-rdata:00413E80
-rdata:80413E8C
-rdata:008413E8F
-rdata:@88413E98
-rdata:8e413E9C
-rdata:08413E9C
-rdata:80413EBC
-rdata:98413EC2
-rdata:88413EGCE
-rdata:88413ECC
-rdata:@8413EDB
-rdata:80413EDY
-rdata:08413EDS
-rdata:88413EDC
-rdata:88413EEQ
-rdata:@8413EE4
-rdata:80413EE8
-rdata:98413EEC
-rdata:@88413EF @
-rdata:88413EFY
-rdata:@8413EF8
-rdata:808413EFC
-rdata:98413EFE
-rdata:@88413FA8
-rdata:00413F 04
-rdata:@868413F 068
-rdata:8e413F6C

aFlIflag
as

aFlagGeth
aFlagLGnGm

aPause

-rdata:808413F10 asc_413F18
-rdata:ee413F10
-rdata:@8413F14
-rdata:ge413F14
-rdata:008413F14
-rdata:@8413F14
-rdata:ee413F24
-rdata:88413F28
-rdata:8e413F61

-rdata:@8413F64 unk_413F64
-rdata:08413F65
-rdata:88413F66
-rdata:ge413F67
-rdata:008413F68

db [
db ‘4§ A Flaglf:*,@

db *%s',8
align 10n
db 'Flag get /',

db Flang(RTﬂﬁ] ﬁﬁﬁ”)\ hod .

db

_ load_config_used

dd
duw
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dw
du
dd
dd
dd
dd

db

dd
dw

db
dd
db

‘pause’ , 8
align 8
dd 48h

a
2
:]
a
8
a
a
:]
a
8
a
a
a
a

a8

offset
offset

3

dup(8)

‘RSDS*

BDEDYEGGER
BA4Fh
dw 44D1h

9
3

'EzsvchConsoleApplication2\Release\ConsoleApplication?.pdb’ ,8

oh,

align 4

db
db
db
db

db BA4

[I
a
a
h

8, Lih,

.rdata:00413F64 ; Debug information (type 12)

security_cookie ;
safe_se_handler_table ; SEHandlerTable

DATA XREF: sub_461000+4710
DATA XREF: sub_4B1888+5570

DATA XREF: sub_461866+9170
BAh, 0

DATA XREF' sub_u61006:1oc_ko1698To0

DATA XREF: sub_4B1888+A5T0

Size

Time stamp

Uersion: 8.8
GlobalFlagsClear
GlobalFlagsSet
CriticalSectionDefaultTimeout
DeCommitFreeBlockThreshold
DeComnmitTotalFreeThreshold
LockPrefixTable
MaximumAllocationSize
VirtualHemoryThreshold
ProcessAffinityMask
ProcessHeapFlags
CsSDVersion

Reservedi

EditList

SecurityCookie

; SEHandlerCount

-rdata:86413F10 ; Debug information (IMAGE_DEBUG_TYPE_CODEVUIEW)

; DATA XREF: .rdata:B841817470
; CU signature
; Datal ; GUID
; Dataz
5 Data3
@A7h, 3%h, 8D1h, BESh, BCLh; Datal
; Age

; DATA XREF:

-rdata: 8641819870
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. ~ _rdata:00413E7F a0
Function name _rdata:00413E80 aF1flag db 45 A Flaglfiz® 0 ; DATA XREF: sub_4G1000+4770
[7] sub_401000 .rdata:00413E8C as db *%s",0 ; DATA XREF: sub_u61000+55T0
[F] _security_check_cookie(x) -rdata:80413E8F align 18h
] sub_4010D1 .rdata: 00413690 aFlagGeth db “flag get./*,0Ah,8 ; DATA XREF: sub_u61080+917o
7 sub_4010EC -rdata:B8413E9C aFlagLGmen db " Flag AR ), Bt nideg . een,e N
- _rdata:0ou13E9C ; DATA XREF: sub_up1000:loc 46109870
(7] sub_401171 _rdata:00413EBC aPause db ‘*pause’,8 ; DATA XREF: sub_4G1000+A5To
[7] sub_401266 _rdata:00413EC2 align &
7] sub_401278 .rdata:00413EC8 _ load_config_used dd 48h ; size
- — - 9.1
[ tmainCRTStartup .rdata:eeu13ECT dd o ; Time stamp
o : _rdata:00413ED0 du 2 dup(o) ; Uersion: 0.0
%{as%ermﬁex't _rdata:00413ED4 dd o ; GlobalFlagsClear
SEIRE o .rdata:@8413ED8 dd @ ; GlobalFlagsSet
[7] __ raise_securityfailure .rdata:00413EDC dd o ; CriticalSectienbefaultTineout
[7] __report_gsfailure -rdata:B8413EER dd 0 5 DeGommitFreeBlockThreshold
— (TR
[7] __call_reportfault :
[7] sub_40170C [ xrefs to aFlagLGmGm [m] X
Directio Ty| Address Text
sub 401000:loc 401098 ush offset aFlagLGmG:! i, AEENN"
7 __endstdio
[ sub_401819 Cancel Search Help
[F _lock file Line 1 of 1
(7 _lock file2 "T[-rdata:esu1aroc dd 3 ; SEHandlerCount
[F] __unlock_file -rdata:ee413F10 ; Debug information (IMAGE_DEBUG_TYPE_CODEUIEW)
7 ~_unlock file2 _rdata:00413F10 asc_413F10 db *RSDS' 3 DATA NREF: .rdata:eou1917uo
[ sub t013r5 Fiate: 03F I ad wmspocesan Y
7] sub_40197D .rdata:00413F14 dw 0AKFh ; Data?
53| sub_4019DC .rdata:oeu13F1s dw 44D1h 5 Data3s
[7] unknown_libname_1 _rdata:0os13F1a db 99h, B, 44h, OA7h, B9h, OD1h, OESh, BCHh; Datah
[F sub 401A1F _rdata:00413F2n dd 3 3 Age
7 whiteout _rdata:00413F28 db *E:\c\ConsoleApplication?\Release\ConsoleApplication?.pdb',8 ; PdbFileName
7~ dosermo .rdata:00413F61 align 4
— .rdata:00413F64 ; Debug information (type 12)
(7] _dosmaperr .rdata:eB413F6% unk_413F64 db [} 5 DATA XREF: .rdata:0eu181987o
7] _ermo _rdata:00413F65 a0
@A __get_errno_from_oserr -rdata:08413F66 db L]
[7 _SEH prolog4 _rdata:00413F67 db 0
“SEH epil w .rdata:00413F68 db 0Akh ;
L?‘ SEH_epiload R .rdata:08413F69 a8
0001325C 00413ESC: .rdata:aFlagLGmGm (Synchronized with Hex View-1)
Output window
FUNCTION GPQUNENT INFOPMATION Nas DEEN PrOpagated
‘Tna initial autoanalysis has beem finished.
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[F] Functions vindow o8 x 4 viev-A @[5 Strings window O Hex view-1 [  Structures E Enums Inports #  Exports
. ~ _text:0040108D
Function name _text:0040108D Loc_%a108D: ; CODE XREF: sub_hp1886+867]
[7] sub_401000 _text:0840108D test  eax, eax
[F] _security_check_cookie(x) .text:0040108F jnz short loc_481098
[ sub_4010D1 - -text:00401091 push offset aFlagGetb ; “flag get ./\n™
- _text: 00401096 jmp short loc_48109D
7] sub_4010€C .text:084016098 ;
[7] sub_401171 -text:00401098
[7] sub_401266 .text:00401098 Loc_401098: ; CODE XREF: sub_401008+8F7Tj
[7] sub_401278 -text: 00401098 push offset aFlagLGmem ; “Flag Lm0, Fitadil, fnid i
ISl E TR 'i"izzgﬂglzzg Lloc_%0109D CODE XREF: sub_k81006+067]
: .text: oc_| : H = sub_! +967]
% gzsriﬁ"mjx't _text: 00401090 call  sub_40127E
: . .text:004010A2 add esp, 4
[7] __raise_securityfailure _text:08401005 push  offset aPause ; “pause”
[F] __report_gsfailure -text:084810AA call sub_#81171
[7 ~call reportfault .text:004010AF nov ecx, [ebpruar_h]
[ sub_40170C _text: 00401082 add esp, 4
73] orple] e .text: 00401085 xor ecx, ebp
(el [ X _text:00401087 xor eax, eax
[7] _invalid_parameter_noinfo _text: 00401089 call @ security check cookie@s ; _ security_check_cookie(x)
[F] _invoke_watson -text:084010BE nov esp, ebp
[ __initstdio _text:084010C0 pop ebp
@ endstdio .text:004010C1 retn
— .text:004010C1 Sub_401000 endp
] sub 401819 .text:084010C1
[T _lock file ; [0008BBOBF BYTES: COLLAPSED FUNCTION _security_check_cookie(x). PRESS CTRL-NUMPAD+ TO EXPAND]
A _lock file2 _text:00401001
[A] _unlock file .text:00401001 ; SUBROUTINE
[F] _unlock file2 -text:084010D1 .
[7] sub_4018F5 .text:004010D1 ; Attributes: bp-based frame
- .text: 00401001
%Sugiglgég _text:004010D1 Sub_4010D1 proc near 3 CODE XREF: sub_401008+5atp
sub - .text: 00401001
[F] unknown_libname_1 _text:064018D1 arg 0 = duord ptr 8
[7] sub_401A1F .text:00401001 arg_4 = byte ptr OCh
[7] _whiteout .text:084010D1
i _text: 00401001 push  ebp
R .text: 08401002 nov ebp, esp
[ __dosmaperr _text:064010D4 lea eax, [ebp+arg 4]
[F] _ermo .text: 00401607 push  eax
[£] _get_ermo_from_oserr .text: 00401008 push 0
[ sttt prologs ext -aouD1000 bueh  brfeet ubkotaiE
; v .text: pus offset sub_
I(?‘ SELRcoloa N _text:004010E2 call  sub_4010EC
00000491 00201091: sub_401000+91 (Synchronized with Hex View-1)

Output window
FUNCTION aFJUMEnt INFOFMACION ias DEen Propagated
The initial autoanalysis has been Finished.
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FFunctions window o & x IDA View—h [EPseudocode—4 B [E] Strings window & Hex View-1 A Structures E  Enuns In
Function name = ;i"t sub_t81888()
[7] sub_ 401000 3| char ve; // ST10 @1
[F] _security check cookie(x) 4| char wi; /7 STOC_1@i
(] sub_4010D1 i " ‘tl‘zl;snuujl?[ 8h] [bp-u4uh]@1
_in [ sp+ p-

%5”2—401%‘: 7| Tintén uS; 47 [sp+10n] [bp-3uhiEd
s] sub_401171 8| int wé; /7 [sp+i8h] [bp-2ch]@t
[7] sub_ 401266 9| __int16 v7; /7 [sp+iCh] [bp-28h]@1
[7] sub 401278 18| char uB; // [sp+2Bh] [bp-2ah]@i
[F] __tmainCRTStartup i . . . .
El_fast_error_exit :g ;zn:st[::reu_snzs((_mzsl #y&ul, _mm_loadu_si128((const _ mi128i =)&xmmuword_413E34));
@ start. L 14| _mm_storel_epiéh((_ m128i <)&u5, _nm_loadl_epi64((const _ n128i x)aquord_813E44));
[F] _ raise securityfailure 15| U7 = e
7] report gsfailure 16| sub_46127B("FTIHEZ|DUTCTFIA N, vi);
[7] _call_reportfault 17| sub_48127B(8unk_Uu13E68, ub);
7 sub _40170C 18 5uh_!|[112?B("ﬁ£\FlagﬂP_].,: > v1)3
EI in:'alid TETIEIET 19| sub_4618D1("%s", (unsigned int)&us);
Elf. I'dip 5 inf 20| v2 = stremp((const char =)&ui, &ui);

__Invalia_parameter_nointo 21 if [ v2 )
M= Sy —— ~ e A e -



__INVORE_wdlson 22
__initstdio 23| if (
__endstdio
sub 401819
lock file 27
lock file2 28
unlock_file 29[
unlock_file2
7] sub 4018F5
7] sub 40197D
7] sub_4019DC
7| unknown_libname_1
71 sub_401A1TF
_ whiteout
__doserrno
__dosmaperr
_ermo
_get_errno_from_oserr
__SEH_prolog4

SEH epiloa4 v

DR TivA Sfagh

25 else

return 8;

| [ [ [ e R [

[ SRR

o [ [ R R [ [

EExmword_413E34
REE #1633 1) %
AEHEHI

$1SEZH
W13E2C 5 char alQnan[]
WM3E2C at1Qnan

Y13E33

Y13E34 aDutctFWe1cﬂmdt
W13E4C aNDutctf

W3ESE

W13E68 unk_413E68
W13E61

h4ADC AT

vz = —(uz < ¥) | 13
uz )
24 sub_ue127B (" Flag f50 M), BRI, nihee, va);

26 sub_48127B(*"flag get,./\n", uh);
sub_401171("pause™);

CSDN @starmultiple

aiign 4
db " 1HQHAN', 8 ; DATA XREF: sub_A4BFB2C:loc_!
align 4
db "DUTCTF{WelcBmetBDUTCTF}",8 ; DATA XREF: sub_u4B18t

db ERISEF|DUTCTFIY -, 8A0,8 ;
align 18h
db 8D5h ; ;
db BE2h ;

Adh REAR

DATA XREF: sub_4B1888+1

DATA XREF: Suh_kﬂ1ﬂﬂﬂ+30?u
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