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#include <stdio.h>
#include <string.h=

int main(int argc, char *argv[]) {
if (argc '= 4) {
printf("what?\n"});
exit(1);
} .
A
unsigned int first = atoi(argv([1]);
if (first !'= @xcafe) {
printf("you are wrong, sorry.\n");
exit(2);
}
*f
unsigned int second = atoi(argv[2]);
if (second % 5 == 3 || second % 17 != 8) {
printf("ha, you won't get it!\n"};
exit(3);
}

if (strcmp("hd4ckyou", argv[3])) {
printf("so close, dude!\n"};
exit(4);
}

printf("Brr wrrr grrin")

unsigned int hash = chafe|* 31337 + (second % 17) * 11 + s5-
printf("Get your key: ");
printf({"%=x\n", hash);

return0;

}
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M L ®) Search lUp
L) Begular expression loc_hBeAss
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ffset aTrpAgain ; “Try againt

B Find all occurences

Cangel ; CODE XREF: main+hCij
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Logmein

HE B #tidaR 5 18 E mainZF5

sEMAPBARTFRE, STHRKE, mRKEHE/N
S W7 4n SR A\ B 2 A B R 20 32 51 R B S AR R R S U R T
VLA 747 8B gt R flag



‘E IDk View—h | |E| Freudocode—i ﬂ @ Hext Wiew=l [ ] E Structures

1wpoid _ fastcall _ noreturn main{__inté4 a1, char ##32, char ==a3)
2y

3| size t w3; /f rsi@d

k| dint i; /f [sp+*3Ch] [bp-S4h]@3

5| char s[34]; ff [sp+48h] [bp-50h]@1

6| int vwb; ff [sp+64h] [bp-2Ch]@1

7| __dntés w7; £/ [sp+68h] [bp-28h]@1

8| char v8[8]; // [sp+7Bh] [bp-28h]@E1

9| dint v9; 7/ [sp+8Ch] [bp—4h]E

11| wd® = B8;
12| strepy{ud, ":\"AL_RT L=_7+6/46");
19 w7 = 2B537194573619560LL ;
1% ub = 73
15| printf(“welcome to the RC3 secure password guesser.\n', a?, a3);
16| printf(“To continue, you must enter the correct password.\n");
17| printf(“Enter your guess: ");
18 __isoc99_scanf("R32s5", s5);
19| wd = strlen{s);
28 if ( v3d € strlen{ud) )
V'

21 sub_4807ced);

220 fFor {1 = 8; 1 € strlen(s); ++i )

23| ¢

24 if { 1 »= strlen{vd) )}

25 sub_LBBTCH();

26 if ( s5[i] *= (char){=(( DYTE =)B&u7 + i % u6) * wB[i]) )
27 sub_4B87CH();

28 3

29 sub_4807F0C();

a0

L

void _ noreturn sub_48B7CH()
{

printf{"Incorrect password?\n™);
exit(a);

L

H

void _ noreturn sub_4887F8()

{
printf("You entered the correct password?\nGreat job?\n");
exit(a):

int{const char *=format, ...)
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keyl = ":\"AL_RT~L*.?+6/46"
key2 = "harambe"

key3 = 7

flag = "'

for i in range(9,len(keyl)):

flag += chr(ord(keyl[i]) ~ ord(key2[i%key3]))

print flag
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keyl
key2
key3
Llag

r i in

Insanity

range (0; len{keyl) )2
flag += chri{ozd(keyl[i]}) * ozd{keyd[itkey3])}
Llag
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Fython 2.7.& (defaulc, Nov 10 2013,
32

Type "copyright®™, "credits® or "lic
e

RC3-20LE-XORISGEUD
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H#iutidagk 5 18 Rflaghp a]
9447{This_is_a flag}

18750
18750
18786
18788
1879D
1879D
1879D
18789
18789
18706
18706
18706
18706

db "UDP.",8Ah
db ‘UDP who?',8Ah,08
align &4

a?447This_is_a_ db '2447{This_is_a_ flag}',8 ; DATA XRE
atongratsYouHac db ‘Congrafls, you hacked me?',BAh

; DATA XREF:
dh '% '_n@

aRi O Text search (slowl) X

ab

[l

ir - 08 6438
ir - 08 6438
ir - 08 6438
ir - 08 6438
ir - 08 6438
ir - 08 6438
ir - 08 6438
ir - 08 6438
ir - 08 6438
ir - 08 6438
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String | E

Farameters Direction
[Jcazse sensitive (0 Search Down ===
[JResular expresszion @ Search Ip

[] rdentifier
UsE

Find all oscourences

Ir D8 B4B7F8 db 18h
Ir D8 B4BTF? db 153
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®=m g e ih e S o = B
def (measzags
g =
”&33&3—:'
X = i} 2
X=X ]
3 = rix
n basetd.b
correct = 1 mtUI1MgKWBZXCFaKY+RaXNt

R 5 B At g Ag 7 S AR 7 K

ra

L

cotrect = kWt UL 1M
primt (decode (correct))

| & Pythan 3.7.7 Shell

Jit nat File Edit She|l Debug Options Window Help

baszefid Python 3. 7.7 (tags/vZ 7.7.d7c067b08E, Mar 10 2020, 10
decode (neszage) (AMDE4) ] on wind2
Tes = Type “help”. “copyright”, “creditz” or "license(})” for
& = bazefid, biddecods (meszage) >

i = RESTART: C WUzersy 19184 \Dezktopy
x=(i-16) "32

res += chrix)
res

Game

IR F8AN8, 7, 6, 5, 4, 3, 2, 1807

Ch\Users\ 10154\ Desktop\alf2af0857614c450dd 3094023221 0df . exe

Hello, CTF
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11 __int16 w115 /7 [sp+48h] [bp-28h]E2

12| char v12; /7 [sp+4anh] [bp-26h]@E2

13| char v13; /7 [sp+4Ch] [bp-2Z4h]@E@1

14
@ 15| qmemcpy(&e13, ak37261636bad6S, Bx23u);
@16 while ( 1)

170 4
® 18 memset(&ui1d, @, @x20u);
@ 19 vil = B;
@2 iz = B;
e 21 sub_u48134B(aPleaselnput¥ou, vai);
- :uata;uuuuuuuz align &4 ! ! ' -
©|.dataz0os080ss 3 char asc_4OBO4H[ ]

Ldata: ARG BB 6eLS asc_4OBOLY db "%x",0 ; DATA XREF: _main+6Fio
® |_data: 0oL peau7 align &
® [.data:BeuBsBsE ; char as[3]

.data:pouBsoNg as db “%s5°,0 ; DATA XREF: _main+39To
® |_data: o0y peaue align &
® |.data:0040804c aPleaselnput¥ou db ‘please input your serial:',® ; DATA XREF: _maine2°
® | data: 00y P8RS align 4

~data:DpuUBEBGEE ak37261636bhd6S
data: By BeBeE
~data:z oy Be e
-data:oByBeBaya
-data:BLa8A9 e stru_LBBO9O
-data:nL A8 9@ H
-data:BeuBsa90 H
¢ |.data:poyBsBBO
datazBususBn e stru_LBEoEe
-data: oL 08080

align 10h
» FILE stru_4a8890

;3 FILE stru_4BBBED

NENHEFTHRRETA LS 1em

FILE <@, 9, 8, 2, 1, 2, 8,

db " n:nzﬁ1nsnnm‘sssa?s?a?unnﬁzu?sne ]
;: DATA XREF:

main+CTo

FILE <offset unk_4BAERD, @, offset unk_LOAERA, 1@ih, |
DATA HREF: _main+12BTw

mainzloc_ 48113570 ...

B 5 DATA XREF: suh_hftind
Flshuf+%8To ...

437261636b4d654a75737446617246756e

163  FREE16iE
CrackMelJustForFun
no-strings-attached

FoE £, X drauthenticate, B MHN%5 iR %k

[E 104 view-n [

3
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Pseudocode-i £ @ Hex Viewd [

[A] Structeres [

setlocale{6, &locale};
banner{);
prompt_authentication();
authenticate();

return B;

1int _ cdecl main(int argc, const char #%argu, const char ssenup)
24



0x00001437,

0x0000143B,

s2 = [0x00001401, 0x00001402, 0x00001403, 0x00001404, 0x00001405]

fjuoid authenticate()
2
3 wchar_t ws[8192]; F/ [sp+1Ch] [bp-888ACH]E1
4 wchar_t =525 JF [sp+EB1Ch] [bp-Ch]E1
5 52 = {wchar_t —)denryﬂt(&s, Bdword_S848Aa00a);
7l if { Fgetws{us, ﬂuzﬂﬂﬂwﬂn) ]
3 A
? ws[weslenf{us) - 1] = @; -
1] if { tucscmp{us, s2) )
1 wprintf{&unk_B8048B44) ;
2 else
3 wprintf{&unk_B8048BAL) ;
U
| Free(s2);
N
RIEH RS exp
sl = [0x0000143A, 0x00001436,
dest = s1
v4d = 0
flag = "'
v6 = len(sl)
v7 = len(s2)
while v4 < vé6:
i=290
while i < v7 and v4 < v6:
dest[v4] -= s2[i]
flag += chr(dest[v4])
v4 += 1
i+=1
print(flag)

22 = [0%00001401, Ox00001
dest = al

vt = 0

flag =

s="'c61b68366edeb7bdce3c6820314b7498"
v5=0
flag=""
while v5<len(s):
if v5&1:
v3=1
else:
v3=-1
flag+=chr(ord(s[v5])+v3)
v5+=1
print(flag)

¥ Type "copyright®,

sy
32
"oredits® or

#9447 {you_are_an_international_mystery)

0x00001480, 0x0000147A, 0x00001471, 0Ox0O

"license (}" foz
RESTART =
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File Edt Format Run Options Windows Help | 74 Python 2.7.6 Shell
g="celbo83ccedebThdoce3cEt 31l4bT458"
vE=0 File Edit Shell Debug Options Windows H
flag="" Python 2.7.¢ (default, Nowv 10 2013, 1

v5<len (=) : 32
v5&El: Type "copvright™, "credita™ oz "licen:
w3=1 i EEETEss—s—sssssSs=sssssossssT======= I
v3=—1 b70c59275fcfalaebf2d5911223cE6585
flag+=chr (ord (s[v5] ) +v3)
v5+=1
(flag)
re1

HEHukidatT

i — A7 $0x12345678

R g 12,34,56,78, S8 )5 152 A B 6 12 AR J5 i
NG FE T NR . 78,56,34,12, AR5 BN B % A& MG 1 BT 1SR EL
Fibl, BJEHflaghii%2: DUTCTF{We1cOmetODUTCTF}

C alQnan db °1#QNAN',8
align 4 f—_‘_
E34 xmmword_413E34 mmword '@tem@cleW{FTCTUD'

]
1
ta
rdata:@8413E34

data:@88413E44 qword 413E44 dq °}FTCTUD®
rdata:@8413E4C ; r al (]
ta 13540 aDutctf db "FrEIEFlpuTCTEIY ", 8Ah, 0
ta:00413ESE align 16h

B Ch\Users\19154\Desktop\b5c583c7d2664ad4dad2ef2d790732f09.exe

csaw2013reversing2

JBidatZFS, RIS R

int _ _cdecl _ noreturn main{int argc, const char ==argv, const
{
int v3; /7 ecxz@1
LPUOLD lpHem; // [sp+8h] [bp-Ch]@1
HANDLE hHeap; // [sp+18h] [bp-%h]@1

hHeap = HeapCreate{8x400080u, 8, 8);

G0 = O W L0 M =k

IpHem = HeapAlloc{hHeap, 8u, HMaxCount + 1});
9 memcpy_s{lpllem, HMaxCount, &unk_489818, MaxCount);
18| if { sub_u@182Aa() || IsDebuggerPresent{) )
1 {
12 __debugbreak(};
13 sub_4816888{v3 + 4);
14 ExitProcess{B%FFFFFFFF);
150 3

16| HMessageBoxA{@®, (LPCSTR)1pHem + 1, "Flag"™, 2u);
17| HeapFree{hHeap, 8, 1pHem};

18| HeapDestroy{hHeap};

10l FwitPrarcpssiAY:




il e =

loc_4@l@96:
inc BCK
inc ecx
inc BCK
inc ecx
int 3 5 Trap to Debugger

mov edx, [ebpt+lptem]
call sub_4aleee
jmp short loc_4@1@EF

EEBRUMREDNSHABPIRHIANAWIZT, WRAEAFEERET, ErilBKH

Ollydbg
PAT Tmovig 4, EETREMcall, F8EEIAT, AT, edxfFiHtZflaghHiik
apuei023|| . a3Bcs cnp ecx, eax
apse1e25|| .~ 72 F8 jb short B848101F
on@1827|) > SF pop edi
ap4m1828|| . SE pop esi
L. €3 retn
dosB162A| S 64:A1 180000 mov eax, dword ptr Fs:[18]
oy 03n ) . 8SB4D 30 miou eax, dword ptr [eaxqac]
0BaE1833|| .  OFBGLHO B2 movzx  eax, byte ptr [eax+2]
apap1037|| . 33ce Xor eax, eax
=[Ol eese10a3 (ret11.00401003)
02230593 00 00 00 0D 00 00 0D 00 0D 00 00 DO 00 00 00 PO .. .....cciieaaan
223053 00 OO 00 0D 00 00 0D 00 OO 00 00 BD 00 AB AB AB .............5H7
2230503 AB AB AB AB AB 0@ DD 00 0P 00 00 00 @0 72 BA 90 GHEFT....... r

022305C3 86 BD 9D 00 1B 00 66 6C 61 67 7B 72 65 76 65 72 mif.m.Flag{rever
weraosnn 73 69 6E 67 SF 69 73 5F 6E 6F 74 SF 74 68 61 74 sing_is_not_that
02230563 SF 68 61 72 64 21 7D 00 08 A0 AB AB AB AB AB AB _hard?}...3ESEGH
022305F3 AB AB 00 00 00 0D 00 00 OO UG O3 BB BE 46 BE 93 Sf........... Fil

Maze
HiEdidtida, RImainik 3 & — Lty

if { strlen{&s1) - 1 > 5 )
{
while ( 1)
{
vE = ={&s1 + ul);
v = B;
if ( v > 78 )
{
u5 = {unsigned _ int8)u5;
if { {unsigned  int8)uS == 79 )
{
u7 = sub_488658{{char =)&ui0 + 4, vi);
goto LABEL_14;
H
if ( v == 111 )
{
u7 = sub_ 488668{{char =)&ui0 + 4, vi);
goto LABEL_14;
H
H
else
{
vt = {unsigned __ int8)us;
if ( (unsigned _ intB)us == 46 )
{
u7 = sub_488678(&v1H, u3);
goto LABEL_14;
¥
ifF ( v5 == 48 )
{
u7 = sub_488688(&vI1H, u3);
ABEL_14:
uh = uv;
goto LABEL_15;
H
H



AU IR ERH B Zlable 15K B, K5, Xtlable155#r, KIVRHK K 747 &

Ldata: INeRNNN0NGE 50 ;org SHESm
= | data: 000BERO00NGE 050 aligm 2en
. NOUEBNNNNEG TGN asc &0 06 db * sswssEs 3 Eees % eEEs @ EER 98 Ees ees EEs I
LA LITUEET ALY - i DATA XAEF: main+=112To

3 DOSEERNNNGGE 050 : mains 2871
3 D0SBEONNOSGETBE0 _data ends
@080 ; Segment type: Unindtialized
Fmissions: Bead/Mrite
segmeal para public “EEE' usesh
[ -

FEWAT BE R —AN8* BHIR E
RIE % = & 518 3 fflag: nctf{o0000000000000..00}
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