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% Intruder attack 1 O
Attack Save Columns
J Results W Target I Positions [ Payloads [ Options }
‘Filter: Showing all items ‘@
Request ‘ Payload | Status Error ‘Timeout ‘ Length v| Comment
127 / 200 O O 642 A
13 a' ' 200 O d 641
63 “Sas 200 o o
64 or 0 O 641
0 200 O O 640
1 200 O O 640
25 ' 200 o e 640
116 ( 200 O O 640
118 ) 200 0] 0] 640
122 ! 200 O O 640
61 select 200 O O 639
102 %20%(sleep%2050) 200 O O 586
103 %20'sleep%2050 200 O O 586 9
Request | Response
jRaw I Headers | Hex | HTML [ Render ]
HTTP/1.1 200 OK B
Date: Thu, 13 Aug 2020 07:25:40 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9- lubuntu4.26
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Refresh: 1; index.php
Vary: Accept-Encoding
Content-Length: 269
CAannactinn: ~rlaca hd
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% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

{Dashboard ]Target [ Proxy Ilntruder 1 Repeater lSequencer [Decoder [ Comparer [ Extender [Project options [User options

[1- T2 -

{Target I Positions T Payloads ] Options l

@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

Attack type: {Sniper / ‘-J

POST /upload php HTTP/1.1 E]

Host: 220.249.55.133:50200 5 [ ass |
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0 Clear §
Accept: text/htmlapplication/xhtml+xmlapplication/xml,q=0.9,*/*:q=0/ —
Accept-Language: zh-CN.zh;q=0.8,en-US;q=0.5,en;q=0.3 Auto §
Accept-Encoding: gzip, deflate T —
Content-Type: multipart/form-data; boundary=-----------------eeeoeo- 38549913338 Reiresh
Content-Length: 893657

Referer: http://220.249.52.133:50290/memberpage.php

Cookie: PHPSESSID=i6t6k9h9ec79nl 1ubegvOojg82

Connection: close

Upgrade-Insecure-Requests: 1

12438549913338
Content-Disposition: form-data; name="file"; filename="8§ 4 § ,jpg"
Content-Type: image/jpeg

MNP a JFIF Ma MExif MM * b il 1 r? G o . Adobe
Photoshop CS Windows 2019:12: 20
16:22:4 2 & ( . KM H H KXKa JFF H
H K1 Adobe CM X[ Adobe dl XK X
KK z + KK L
M 2 v
® EJ EJ B Type a search term 0 matches Clear
1 payload position Length: 888742
% Intruder attack 1 — O
Attack Save Columns
J Results I Target I Positions [ Payloads [ Options }
‘Filter: Showing all items ‘@
Request ‘Payload |Status Error Timeout | Length v| Comment
127 / 200 O O 642 -
13 a' 200 O O 641
63 as 200 O O 641
64 or 200 O O 641
0 200 O O 640
1 ! 200 O O 640
25 ! 200 O O 640
116 ( 200 O O 640
118 ) 200 O O 640
122 ! 200 O O 640
61 select /200 0 [ 639
102 %20%(sleep%2050) 200 O O 586
103 %?20'sleep%2050' / 200 O O 586 9

Request | Response /

m Headers W HTML I Mder ]

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="
<title>ROIS</tit}f>
<link href="styfe/bootstrap.min.css" rel="stylesheet">
<link rel="stflesheet" href="style/main.css">
</head>
<body>File jpg has been uploaded from adminand uid is:1660
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