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Welcome to cyber malware control software.

Currently tracking 873382453 bots worldwide

554e0986d6db4c19b56cfdb22f13cB34: malloc.c:2389: sysmalloc: Assertion “(old_top =
= initial_top (av) & old_size = @) || ((unsigned long) (old_size) = MINSIZE &
prev_inuse (old_top) & ((unsigned long) old_end & (pagesize - 1)) = @)' failed

Aborted

# 1

HWAIDAH, shift F1I2R KBLA MBS S, F5

lint _ cdecl main(int argc, const char **argv, const char **envp)
2{
3 setlocale(6, &locale);
banner();
prompt_authentication();
authenticate();

return 8;

0O =) 0% W L

%t &FE, authenticate(VVEERE, Bid TEARM ST, S8 AEAIF EMflag


https://blog.csdn.net/prettyX
https://blog.csdn.net/prettyx/category_10531356.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/prettyX/article/details/110045721
https://blog.csdn.net/prettyx/category_10531356.html

1wvoid authenticate()

29
3| int ws[8192]; // [esp+1Ch] [ebp-8@88Ch]

4 wchar_t *s2; // [esp+881Ch] [ebp-Ch]

5

6 52 = decrypt(&s, &dword B5848298);

7 if ( fgetws(ws, ex2ee8, stdin) )

8 1

9 ws[weslen(ws) - 1] = @;

18 if ( 'wcscmp(ws, s2) )

11 wprintf((int)&unk_8e4spa4); success!
12 else

13 wprintf((int)&unk_8845B8A4);

14| } Access denied!
15 free(s2);

16}

s272 Hdecrypt() R E =4I, RE— TFdecrypt()e&i %t

lwchar_t *_ cdecl decrypt(wchar_t *s, wchar_t *a2)

3 size t w2; // eax
signed int w4; // [esp+iCh] [ebp-1ch]

4
5 signed int i; // [esp+28h] [ebp-18h]
B

5 signed int v&; // [esp+24h] [ebp-14h]
signed int v7; // [esp+28h] [ebp-16h]
wchar_t *dest; // [esp+2Ch] [ebp-Ch]

12 ve = wcslen(s);

11 w7 = wcslen(a2);

12 w2 = wcslen(s);

13| dest = (wchar_t *)malloc(v2 + 1};
14 wescpy(dest, s);

15 while ( w4 < vE )

16 {

17 for ( 1 =@; i < v7 &8& v4 < vE; ++1 )
18 dest[v4++] -= a2[i];

19

28  return dest;

21}

BEICHA, decrypthik [E{E fEeaxt
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; Attributes: bp-based frame

public authenticate
authenticate proc near

ws= dword ptr -888Ch
s2= dword ptr -@8Ch

3 _unwind {

push ebp

mov ebp, esp

sub esp, 8828h

mov dword ptr [esp+4], offset dword 8048298 ; wchar t *
mov dword ptr [esp], offset s ; =
call decrypt

mov [ebp+s2], eax

mov eax, ds:stdin@@eLIBC_2 @

mov [esp+8], eax 5 stream

mov dword ptr [esp+4], 2888h ; n
lea eax, [ebp+ws]

maov [esp], eax HLUS

call _fgetws

test eax, eax

jz short loc_884879C

gdbzh R, FEdecrypt()EREL A T A, BEJE i eaxhiI(E, FRH(S2

BE text B R




objdump -t -j .text 554e0986d6db4c19b56cfdb22f13c834

B S objdump -t -j .text 554e0986dodb4c19b56cfdb22f13cB834

554e0986d6db4c19b56cfdb22f13c834: file format elf32-i386

SYMBOL TABLE:

00000000 text

0eeA0EEAe __do_global dtors_aux
0eeA0EEAe frame_dummy

0eeA0EEAe __do_global ctors_aux
oeeaBee2 __1libc csu fini
oeeaoebe decrypt

000000a1 authenticate

0eeA0EEAe .hidden _ i686.get pc_thunk.bx
0000003f banner

00000061 __1libc csu_init
00000000 _start

00000033 main

060000015 prompt_authenticationrnF
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edx,DWORD PTR [edx]
ebx,ecx

ebx,edx

edx,ebx

DWORD PTR [eax],edx
DWORD PTR [ebp-6x1c],ox1
DWORD PTR [ebp-8x18],0x1
eax,DWORD PTR [ebp-0x18]
eax,DWORD PTR [ebp-0x160]
Ox80486f7 <decrypt+159=
eax,DWORD PTR [ebp-0xic]
eax,DWORD PTR [ebp-0x14]
Ox80486b8 <decrypt+96=
eax,DWORD PTR [ebp-0xic]
eax,DWORD PTR [ebp-0x14]
Ox80486af <decrypt+87=
eax,DWORD PTR [ebp-0xc]
esp,Bx34

ebx

decrypt()
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M aump
b *0x08048707

Breakpoint 1 at
ib
Num Type Disp Enb Address What
1 breakpoint keep y <decrypt+175>
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Ox0
0x1480
Ox7d

<+ 0Ox0
< cmp
‘_

axffffc oxffffdeoes

Oxffffse

S
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mov

0x8048707
\

<decrypt+175> ret
mov
mov
mov
mov
lea
mov
call

0xB8048728
0x804872d
0x8048731
0xB048739
0x804873F
0xB8048742

<authenticate+32>
<authenticate+37>
<authenticate+41s
<authenticate+49>
<authenticate+55>
<authenticate+58>

S

te
je

<authenticate+63> t

<authenticate+65>

0x8048747
Ox8048749
Ox804874b <authenticate+67=>
0000
0004

:0008
i

esp

»=f @ 8048725 authenticate+29

ir

f 1 80487d5 main+44
f 2 f7decfb9 __libc_start_main+249

, BEFFHNE

Ox804d036
Ox1480
Ox7d

Ox0
Oxffff50a0
Oxffffdocs
exf7fb7008
exf7fb7008
Ox8048725
Ox282

Ox23

0x2b

0x2b

0x2b

Ox0

Ox63

BEeaxHfE:

X/6sw $eax

6: ER61THHE

S:

TR

| RODATA

4+ BOxleB8d6c
4+ OxleBdéc

1, byte ptr [eax + eax]
dword ptr [ebp - @xc], eax

dword ptr [ebp - 0xc], eax

eax, dword ptr [stdin@@GLIBC_2.0] <
dword ptr [esp + 8], eax

dword ptr [esp + 4], 0x2000

eax, [ebp - ox8@6c]

dword ptr [esp], eax

fgetws@plt <

eax, eax
authenticate+148 <

eax, [ebp - @x866c]

cmp
add

dl, byte ptr [eax + eax]
dword ptr [eax + eax], edx
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134533168
5248

125

6]
xffff50a0
axffffdocs
-134516736
-134516736
0x8048725 <authenticate+29>
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w: word (4FF) R

eax
U"9447{you_are_an_international_mystery}"
LI "
LI "
LI "
LI "
LI "

Xx/6sw $

flag get
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