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web1 adminlogin


https://blog.csdn.net/wangxueying5172
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=database&t=blog&o=vip&s=&l=&f=&viparticle=
file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/www.awaedu.com
http://www.bdsoba.com
https://www.jcdi.cn/shujukuqita/244126.html#web1_adminlogin_2
https://www.jcdi.cn/shujukuqita/244126.html#web2_ezphp_10
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https://www.jcdi.cn/shujukuqita/244126.html#crypto2__154
https://www.jcdi.cn/shujukuqita/244126.html#reverse_ezgo_173
https://www.jcdi.cn/shujukuqita/244126.html#pwn_ez_rop_176

At FRAR: i #and:
http://183. 129. 189.60: 10045 HEAD CBRIE) | |20 | 6 v Fia

FERSH
200 [F3xx []403 E{pksE: il [ BehidEiEdR &8

ID  FELEER 1TE
1 asp 1854
2 AsPX 822
3 DIk 1153
4 7sB 631
s moE 419
6 FHP 1066

ID UL Code
1 http: /183, 129, 189, 60 10045/ admin. php 200
2 http: //183, 129, 189, 6010045/ index. php 200
3 http: //163. 129189, 60: 10045/ confiz. php 200
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Where is flag?

EMER

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Welcome</title>
</head>
<body >
</div>
<hl style="text-align: center">Where is flag?</h1l>
<!--
foreach ($_POST as $item => $value){
$$item=$$value;
$secret = $$item;
}
foreach ($_GET as $key => $value){
if ($key=="flag'){
$str=$value;
$$str=$secret;

h
if (isset($hehe)){

echo

".Shehe."

"; } //flag+flaag=DASCTF{XXXXXXX} --> </body> <center> </html>
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foreach PHP Manual

for A
For Each

Form Flags
forward_static_call foreach
forward_static_call_ar
fpassthru

fprintf

gpuécsv (PHP 4, PHP 5, PHP 7)
puts ceremy 2 . rrreeTy = Sy .
fread foreach BRI T IR AEBAIEE S, foreach (NEEBNAETEANNSG, MBESHNATEMSIERAENES, REFTALNESERHERE
FrenchTo]D B, BEMExL:
FriBiDi
fribidi_loglvis
FrontBase
fscanf

fseek statement
fsockopen
fstat
;Egil statement
FTP

FTP context options
ftp://

ftp_alloc

foreach (array_expression as $value)

foreach (array expression as $key => $value)

S—FEBINEETEN array_expression #H, BRIEAS, LeIATIERELS Svalue HEHERNIIIEHPEE—F (AL T XERREEET—

ftp_append ANagT)
Itp_cdup
ftp_chdir
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ftp_commect
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Note:
24 foreach FHAWATES, FARSPHISHEEINERE— N EiT, IXEKETELE foreach &4 81VEF reset().

T foreach RIEREERISET, TEEIPESEBERTRSEEINGTA.
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https://www.cnblogs.com/zzjdbk/p/12985530.html

Where is flag?

DASCTF{27b62da69
[ @] | Elements Console Sources Network Performance Memory  Application  Security  Lighthouse  HackBar  Cookie Editor o1 & : x
LOAD URL SPLIT URL EXECUTE URL sqLl - XSS~ LFl ~ ENCODING ~ HASHING ~ THEME
URL
http://183.129.189.60:10044/?flag=hehe
enctype
Enable POST application/x-www-form-urlencoded - ADD HEADER
Body
hehe=flag
CSDN @SEFZRIZEIGEN SR
o
Where is flag?
e01bflad3e4e737c2b8f4a1}
[® (@] | Elements Console Sources Network Performance  Memory  Application  Security  Lighthouse  HackBar  Cookie Editor ol & : x
LOAD URL SPLIT URL EXECUTE URL sqLl - XSS - LFl - ENCODING - HASHING -~ THEME ~

URL
http://183.129.189.60:10044/?flag=hehe

enctype

Enable POST application/x-www-form-urlencoded - ADD HEADER

Body

hehe=flaag

¥R P — T sl ae1s 2lflag.
http://www.zuowenge.cn

WpR B 53 8 —hr KA
FE—ANZRZpEENA, FHERBZpXXHEACIFRA MR, XREIRELECHZEILRT T,


http://www.zuowenge.cn

import zipfile
import os

name = '[REFTQ'

s =[]
while True:
s.append(name)
with zipfile.ZipFile(name +
ziip.extractall(pwd=name.encode())

.zip', 'r') as ziip:

delname = name
name = ziip.filelist[@].filename[0:6]

print(s)
os.remove(delname + '.zip"')
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ARAE, AE-TRERKRR, BREEHLS], BEEXHLNER, SHTHABEA.

s = ['[REFTQ', '1RGedV', '4dHIhY', 'eht8on', '3RhbGx', '8smjtq', 'zmckit', 'fSXNfU', 'O9rskp5', 'a93su6', 'a

print(len(s))
fbnachi = list(map(int, '1. 2. 3. 5. 8, 13, 21'.split('. ")))
res = "'

for i in fbnachi:
res += s[i-1]
print(res)

base64# % — T Bl f5flag

DASCTF{Extractall_Is_So_Fun}
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10.xls

B2 — A Excel3tff, ERITIFRRMFELEIR, HElkaliEE— T,

~/Documents

linux_serveré4

~/Documents
ft Excel 2007+

~/Documents

data, at & xtra 19, uncompr size: 17, name: xl/char flag. txt
archive data, at
archive data, at 3 1 z 404, uncompre r name: docPrc
archive data, at /2.0 ze: 2, uncompre ze: 6 name: docPro
archive data, at
archive data, at a .0 a 1441, uncompress 5, name:
archive data, at
archive data, at a c a 1064, uncompre , name
archive data, at 4 xtra g , uncompressed 1 300 name:
archive data, at c ) name:
archive data, at 2.0 to ex 1 compress ze: , uncompressed s 3 name:
archive data, at c ) compre i size: name:
@x15D5 archive data, at a a o extra name :
0x1605 archive data, at 5 xtra compre uncompressed size: 2 name
0x16F9 archive data, at .0 to extra compress 3 uncompressed 3 & name :
0x17ED Zip archive data, at 3 1 3 6 name
0x192F archive data, at st v2.0 to 5 : 59 S 3 7, name:
0x1BBO archive data, at
@x1BD7 archive data, at ast v2.0 to : 1467, uncompress S : 7079, name: X themel.xml
archive data, at a : uncompres si name < xml
archive data, at
archive data, at a 4 a 0 : uncompre p6, name:
archive data, at c 0 s g UNCOMPTESS : 12007, name:
archive data, at 4 1 g , uncompre 9, name
archive data, at /2. ) 5 5 : 152@, uncompress 10201, name

binwalkfr &%& 2|l — KR, KXHERS NZp, RAB—T XS Bflag.txt.
LEFREE > AR (C) > coff > HEF > 0929MEE > AERHETAMENE > 10 > 10 > xI > charts

Lt

B fERTEES £l A

_| chart1.xml 1980/1/1 16:00 XML 378 4KB
" chart2.xml 1980/1/1 16:00 XML STHS 3 KB
—| flag.txt 2016/8/11 19:14 TSRS 1 KB
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http://www.awaedu.com

from Crypto.Util.number import *
import binascii
import gmpy2

flag = " 3kok ok 3k ok ok ok 3k sk ok 3k sk sk >k 3k sk >k 3k 3k sk >k 3k 3k 3k 3k 3k 3k >k 3k sk 3k >k 3k ok >k 3k sk ok k kok !

hex_flag=int(flag.encode("hex"),16)

p=getPrime(256)
g=getPrime(256)
n=p*q

e=0x3
cl=pow(hex_flag,e,n)
c2=pow(hex_flag+l,e,n)

print("n=",hex(n))
print("e=",hex(e))
print("c1=",hex(cl))
print("c2=",hex(c2))

n=", 'Oxb28ae8f29f8b90e8b8c5667b2b71e49929446b41f7f7a3e9e45bc52ale8c45d59c1788be48a9c365d51feee@b2cd32950
|e=|, '0x3')

cl="', '@x7ba5502ecbc3bl5ad8c2db8f30a593eb@62dde4d7dfacadfea28291d1a576389a18dfbak607c0243f8431637449089dd
C

(
(
('c1
('c2=", 'Ox89lac4f663df4lclf6433ee3513d749c3bav2fePaacd7f51d791b9bac4f7e5194bd484d78d972c344faf600f7d3aa580
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#!/usr/bin/python
# -*- coding: utf-8 -*-
import gmpy2

n = 9351035609579912430580224362406913775216485260866801060250235841497131649675821473038044490729550589638
e =3

cl =6475853636479050645596496086080582816789963066323389815672770714308619633711541909793891052802547415987
c2 =7180748878269451580223627474056868509561249251375351465737365567454518806786657134253453800373864987758

def get_mi(a, b, cl1, c2, n):
a3 = pow(a, 3, n)
b3 = pow(b, 3, n)
tmpl = ((c2 + 2*a3*cl - b3) * b) % n
tmp2 = ((c2 - a3*cl + 2*b3) * a) % n
tmp3 = gmpy2.invert(tmp2, n)
tmp4 = (tmpl * tmp3) % n
return tmp4

ml = get_mi(1, 1, cl, c2, n)
print(ml)
#m1=0b218774971804085528558358969417603446702511773250904882108354386662296629999644383681650889865769009
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crypto2 # 4 L

%3 ch\atX[hUeQZcNU_QLA

cHasciifd+3=fijasciifd &

hi¥jasciifid+4=Ifjasciifd &

\[jasciifd+5=aftjasciifd (&

affjasciity+6=gf¥asciify i

tiasciifd+7={f)asciifd &

B T PRt 2 flag{

BT AR — AN T B SISO RS, 85 SCRNBA ST 22 (B I\ 3FF i i3 3

¢ = r"ch\at;X[hUeQZcNU QLAF" / #XEBE—EEiNr, RR\SHUERE U
move = 3
flag = ""
for i in c:
flag += chr(ord(i) + move)
move += 1
print(flag)

P r.:::._] ect -

C: thon37\python3.exe C:/ctf/crypto/RSARIE /H

flag{Caesar_is_great}
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ezGoHIfi#t zip
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easy rop

| think this is the only way for pwner. Let's take a challenge. #WihE 183.129.
189.60:10046

easy_ropRYBE

IR PR, P ENEET, SXHREFET, USRI .

B Tweb1#fedown T3k, BE =8 B4 https://pan.baidu.conVs/19bd0z9z5i3CHQLAC3P7P4g
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