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#!/usr/bin/env python
# coding=utf-8

import binascii

import struct

from optparse import OptionParser
import hashlib

class Punk(object):

_END_CHUNK_TYPE = 'IEND'
_PUNK_CHUNK_TYPE = 'tEXt'
_PUNK_PASS_TYPE = 'pAss'
_MAX_BYTES = 2147483647
_TEMP_CHUNK = "'
_TEMP_BYTES = bytearray()
_chunks = dict()

def __init_ (self):

self. mode = None

self. file = None

self. output = None

self. bytes_to_hide = None

self. bytes read = 0

def decode(self, input_file, output_file):
self. mode = 'decode'
self. file = open(input_file, 'rb+')
self. output = open(output_file, 'wb+")

# First move cursor past the signature
self._read_bytes(8)

# Start reading chunks
self._read_next_chunk()

def encode(self, input_file, bytes_to_hide):
self. mode = 'encode'

self. _file = open(input_file, 'rb+')
self. bytes_to_hide = bytes_to_hide

# First move cursor past the signature
self._read_bytes(8)

# Start reading chunks
self._read_next_chunk()

def _read_bytes_as_hex(self, position):

return self._read_bytes(position).encode('hex")

def _read_bytes as_ascii(self, position):

return self._read_bytes(position).encode('ascii')

def _read_bytes_as_int(self, position):



return int(self._read_bytes_as_hex(position), 16)

def _read_bytes(self, byte_ count):

self. bytes_read += byte_ count
return self. file.read(byte_count)

def _rewind_bytes(self, byte count):

self. bytes read -= byte count
self. file.seek(self. bytes_read)

def _inject_punk_chunk(self):

# Move back 8 bytes.
self. rewind_bytes(8)

chunk_size = len(self._bytes _to_hide)
#print 'Hiding', (chunk_size / 1024), 'kB (', chunk_size, 'bytes)'

# Create a temporary byte array for the CRC check.
tmp_bytes = bytearray()

# First write the chunk type
tmp_bytes.extend(bytearray(self. PUNK_CHUNK_TYPE))

# Now write the bytes of whatever we're trying to hide
tmp_bytes.extend(self. bytes_to_hide)

#print 'Injecting punk chunk’

# Write the chunk size
self. file.write(bytearray(struct.pack('!i', chunk_size)))

# And the type
self._file.write(bytearray(self._PUNK_CHUNK_TYPE))

self. file.write(self._bytes_to_hide)

crc = binascii.crc32(str(tmp_bytes))#python2.6 crc32() argument 1 must be string or read-only buffe
self. file.write(bytearray(struct.pack('!i', crc)))

# Write the end chunk. Start with the size.

self. file.write(bytearray(struct.pack('!i', 0)))
# Then the chunk type.

self. file.write(bytearray(self._ END_CHUNK_TYPE))

tmp_bytes = bytearray()
tmp_bytes.extend(bytearray(self. END_CHUNK_TYPE))
#tmp_bytes.extend(self. bytes_to_hide)

crc = binascii.crc32(str(tmp_bytes))

self. file.write(bytearray(struct.pack('!i', crc)))

#print 'Punk chunk injected’

def _read_next_chunk(self):

chunk_size = self._read_bytes_as_int(4)
if self. mode == 'read':



print 'Chunk size:', chunk_size

chunk_type = self. read_bytes_as_ascii(4)
if self. mode == 'read':
print 'Chunk type:', chunk_type

if self. mode == 'encode' and chunk_type == self. PUNK_CHUNK_TYPE:
print 'already has something, use \'-m c\' first'
return

if self. mode == 'encode' and chunk_type == self. END_CHUNK_TYPE:

self. _inject_punk_chunk()
self. file.close()

return
if self. mode == 'read' and chunk_type == self. END_CHUNK_TYPE:

crc = self. read_bytes_as_hex(4)
print 'CRC:', crc

return

if self._mode == 'del' and chunk_type == self._ END_CHUNK_TYPE:

self. TEMP_BYTES.extend(bytearray(struct.pack('!i', 0)))
self. TEMP_BYTES.extend(bytearray(self. END_CHUNK_TYPE))
self. TEMP_BYTES.extend(bytearray(binascii.a2b_hex('AE426082"')))

return
if chunk_type == self._END_CHUNK_TYPE:
return

content = self._read_bytes(chunk_size)

crc = self._read_bytes_as_hex(4)
if self._mode == 'read':
print 'CRC:', crc

print

if self. _mode == 'del' and chunk_type != self. TEMP_CHUNK:
self. TEMP_BYTES.extend(bytearray(struct.pack('!i', chunk_size)))
self. TEMP_BYTES.extend(bytearray(chunk_type))
self. TEMP_BYTES.extend(bytearray(content))
self. TEMP_BYTES.extend(bytearray(binascii.a2b_hex(crc)))

if self._mode == 'decode' and chunk_type == self._ PUNK_CHUNK_TYPE:
self. output.write(bytearray(content))
self._output.close()

self._file.close()

return
if self. _mode == 'get' and chunk_type == self. PUNK_CHUNK_TYPE:

self._file.close()
self. TEMP_BYTES.extend(bytearray(content))

return
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def read_png(self, png_filename):

self. mode = 'read’

self. file = open(png_filename, 'rb+')

#the very first 8 bytes
self. read_bytes(8)
self. read_next_chunk()
def get_chunk(self, png_filename):

self. mode
self. file

get'

open(png_filename, 'rb+')

#the very first 8 bytes
self. read_bytes(8)
self. read_next_chunk()

return self. TEMP_BYTES

def del_chunk(self, png_filename, chunk):
self. mode 'del’
self. file = open(png_filename, 'rb+")

self. TEMP_CHUNK = chunk
self. TEMP_BYTES.extend(bytearray(binascii.a2b_hex('89504E470DOA1AGA")))

#the very first 8 bytes
self._read_bytes(8)
self._read_next_chunk()

outfile = open('C'+png_filename, ‘wb+')
print 'New png: '+'C'+png_filename
outfile.write(bytearray(self. TEMP_BYTES))
outfile.close()

self. file.close()

def encrypt_pass(passs, salt):
hashlib.shal(salt+passs).hexdigest()
def compare_pass(o, i):
return o == hashlib.shal(i).hexdigest()

def get_pass(p):

import hashlib
return hashlib.sha256(p).digest()[:16]

def encrypt(data, p):

x = xtea.new(get_pass(p+_DEFAULT_SALT), IV=_DEFAULT_IV)
if len(data) % 16 != 0:
data += ' ' * (16 - len(data) % 16)
z = Xx.encrypt(data)
return z



def decrypt(data, p):

X = xtea.new(get_pass(p+_DEFAULT_SALT), IV=_DEFAULT_IV)
#data = data.decode('hex")
return x.decrypt(data)

_DEFAULT_PASS = '1231#3aQ"
_DEFAULT_SALT = 'I@#A'
_DEFAULT_IV = 'ABCDEFGa'#must be 8 bytes

usage = "usage: %prog -m a/e/c -s test.png -d datafiletohide [-p password]"#%&H + S SEONEERML-dFIE, 1

parser = OptionParser(usage, version="%prog 1.0")

parser.add_option("-m", "--mode", dest="mode",
help="add/extract/clean data to/from png")
parser.add_option("-s", "--png",type="string",dest="png",
metavar="FILE", help="png filepath to hide data in")
parser.add_option("-d", "--data",type="string",dest="data",
metavar="FILE", help="data filepath")
parser.add_option("-p", "--password",type="string",dest="psw",
help="password to encrypt hideData")
parser.add_option("-r", "--read", action="store_ true",dest="read",
default=False,help="show png structure")

try:
import xtea
except Exception,e:
print e
import sys
sys.exit()
#HET S
(options, args) = parser.parse_args()#ERiAfFEHsys.argv[ 115354

if options.read:
if options.png:
punk = Punk()
punk.read_png(options.png)
import sys
sys.exit()

if not (options.mode and options.png):
import sys
parser.print_help()
sys.exit()

punk = Punk()
#must set

if options.mode == 'a':
print '...'
if options.data:
if options.psw:
dataencrypt = encrypt(open(options.data, 'rb').read(), options.psw)
else:
dataencrypt = encrypt(open(options.data, 'rb').read(), _DEFAULT_PASS)
punk.encode(options.png, dataencrypt)

print 'Done.’

Alen.
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parser.error("use -d datafilepath to add to png")

elif options.mode == 'e':

print
if options.psw:

dataplain = decrypt(punk.get_chunk(options.png), options.psw).rstrip()

else:

dataplain = decrypt(punk.get_chunk(options.png), DEFAULT_PASS).rstrip()

if options.data:

output = open(options.data, 'wb+')

else:

output = open('output', 'wb+')
output.write(dataplain)
output.close()
print ‘Done.’

elif options.mode == 'c':
print "..."'
punk.del_chunk(options.png, punk._PUNK_CHUNK_TYPE)

print 'Done.’
else:
parser.print_help()
sys.exit()
# aa = encrypt('abc', '123")
# print aa
# print len(decrypt(aa, '123').rstrip())
punk = Punk()
#punk.decode('1.png', '3.png')

#punk.read_png('Cl.png"')
punk.del_chunk('Cl.png"', 'puNk"')

H OH OH OB OH

#tpunk.encode('1.png', open('BIW-IPAD-DEV.ipa', 'rb"').read())
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