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GIF (gif), CHsk: 47 49 46 38 39
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tips:

1. ATEME R WinHex& & X B+t il gatd, RGBSR R, T LAA binwalkay @ B E S 2 5 A K
A, bb 73 FI 3L

fi i binwalk 73 B BT A jpg 3£ -

binwalk -D=jpeg a.jpg

2. Stegsolve ] A& F pngB A K S BEFBIE, W A AE3hE#E fEanalyseH & & BRI FRF -
3.1% A braintools B - H B3 iR i bf RS AR H 5K «

bftools.exe decode braincopter doge.png --output dogeout.png

bftools.exe run dogeout.png

4.steghide™] DA7E B 5 B & 4 Hh B A= B

steghide embed -cf a.jpg -ef key.txt / /I
steghide extract -sf a.jpg -xf out.file -p password //#H
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from subprocess import *

def foo():
stegoFile="rose.jpg'
extractFile="hide.txt"'
passFile='english.dic'

errors=['could not extract','steghide --help', 'Syntax error']
cmdFormat="'steghide extract -sf "%s" -xf "%s" -p "%s"'
f=open(passFile, 'r")

for line in f.readlines():

cmd=cmdFormat %(stegoFile,extractFile,line.strip())
p=Popen(cmd, shell=True, stdout=PIPE, stderr=STDOUT)
content=unicode(p.stdout.read(), 'gbk")
for err in errors:

if err in content:

break

else:

print content,

print 'the passphrase is %s' %(line.strip())

f.close()
return
if _name__ == '__main__"':
foo()
print 'ok'
pass

5.TweakPNGH] LA & 2 png SC 14

6. 24} Rbitmap(BMP), T 4bHE fi R EHHE & L BRI R (LSB, SMSBHRRS, RBIKH RAL, BI =3I
BB A %) wbStegor] 3z Frbmpla 5

7.9if3f#, Gifsplitter
8. % a5 mp3Stego, i LATEIEwav [k 45 5 B mp3HIad 2, X B At ST A I 25 R 48 5 A mp3;

O.zipthin%, ¥ E4595 XM B FX 4R A ALFR1200 00%CA09 005 &1/~ A %15, {#FZipCenOpf# % Bl v]
(2% http://blog.csdn.net/ETF6996/article/details/51946250) ;

RE a2

Decode.exe -x -P password xx.mp3
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