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22:2C50h: 0C 00 OB 00 6D 69 73 63 34 2E 70 63 61 70 6E 67 ....misc4.pcap 23jpg CAU...top\
22:2C60h: 01 99 07 00 01 00 41 45 03 08 00 B6 A1 88 63 05 .™....AE...9;" U S
22:2C70h: 61 FD 77 74 1B CF 43 FC 35 5E 5D 90 CF 98 4D 44 aywt.IcCus5+].I7 THER - mE=EE
22:2C80h: 00 EC 2D DE 32 E8 C1 38 0OC A9 61 4B 88 3F B9 06 .i-bP28A8.©aK"?
22:2C90h: 87 EF 48 51 1F 71 6A (3 20 1C C5 02 6A 83 B3 9A #iHQ.qjA .A.jf . HER v
";"‘ B nre o4 a4 ars Sa Ta £ S MAs W™ Aam a4 ar- sam A e 5 ﬂ E .
4SS - BMP.bt < ] 01010000
iR LIz s xih B HE  FREFT 80
struct BITMAPFILEHEAD... Oh Eh Fg: Bg: FAeFE 80 v
rtria+ DITRAADIKMCAAUC A Ch 0k L D - h
< > wEE w2 | >
ﬁﬁv%% * X
fizhk =] .
EE 41 4 'PK.
222€36h  PK
2277CEh Pk
22DC38h Pk
41 53pF25h pK v
Bl - ERER O ZxahER 0 b L BEAE DR & e =
(1/41) #7e: 2 A5 (B 2239542 [22 FH: 2239542 [222C36h] 55 2 [2h]  Av)v: 2,839,381  +<isi(H) ANSI Hus || W =’

RIS AR R T — A 46

[+ 2-3.zip - Bandizip (Standard)
SOEF) HREE(E) ERR() EmO) MEWV)

i
17 fEE e

TH(T) #HENH)

PR

=N illiz3

£ 2-37ip BiR
© misc4.pcapng*

I ST LA o



= SiEA T I

BERAL B NZpEITIFESGR, KAAWAM, HEBETEEN, HhaRriENER .
ERE TERMBTZANE S, BIEW LA zsteg KRG 2 L4 0 FY

- root @kali: ~
N ohifE twIE TE
000000d0: 68 ea c7 84 48 ee a8 29 3e ed cd d3 2c 22 01 27 |h...H..)>...,"."|
000000e0: fa bd el 66 61 8b 26 e2 c8 69 be 13 80 51 60 42 |...fa.&..1...Q B|
000000f0: 1a 92 c7 bl 06 fd el 3e 6a e2 ad bb b0 49 48 a5 e EH
SRR cng oo ol
file: Big-endian UTF-16 Unicode text, with very long lines, wi
th no line terminators
file: RDI Acoustic Doppler Current Profiler (ADCP)

file: RDI Acoustic Doppler Current Profiler (ADCP)
file: MPEG ADTS, layer III, v1, 160 kbps, 32 kHz, 2x Monaural
file: very old 16-bit-int big-endian archive
file: MPEG ADTS, layer II, v1, 384 kbps, JIntStereo
fillesnddis/dd itk

"OC7CC937516CAE7CF2C672#C32FA20919@:drowssap"

"w W_}  uWuwu"
file: AIX core file fulldump

A
Am 7@ RRE Qe=sZEFI = Qqaqi
[A]tcp. stream eq 0 B
Ho. Tine Source Destination Protocol  Length Info
12 7.952730 .168.74.135 106.75.209.165 TCP 112 49491 + 8007 [PSH, ACK] Seq=1 Ack=1 Win=6408@ Len=58
13 7.952952 .75.209.165 TCP 54 8007 -» 49491 [ACK] Seq=1 Ack=59 Win=64240 Len=0
TCP 112 8007 + 49491 [PSH, AC

6. 5 1in=64240 Le
17 8.181783 192.168.74.135 106.75.209.165 TCP 54 49491 - 8007 [ACK] Seq=59 Ack=59 Win=64022 Len=@

18 8.193925 192.168.74.135 106.75.209.165 TCP 147 49491 - 80@7 [PSH, ACK] Seq=59 Ack=59 Win=64@22 Len=93

19 8.194117 106.75.209.165 192.168.74.135 TCP 54 8007 + 49491 [ACK] Seq=59 Ack=152 Win=6424@ Len=0

37 16.002856 192.168.74.135 106.75.209.165 TCP 54 49491 > 8067 [ACK] Seq=285 Ack=221 Win=63860 Len=0

A 147965 106.75.209.165 192.168.74.135 TCP 463 8607 > 49491 [PSH. ACK] Sea=221 Ack=285 Win=64240 |en=469
Frame 16: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface \Device\NPF_{C36F02AA-8DD7-4F48-8197-FO7DBF54A806}, id @
Ethernet II, Src: VMware e2:8c:38 (00:50:56:02:8c:38), Dst: VMware 68:db:25 (00:0c:29:68:db:25)
Internet Protocol Version 4, Src: 106.75.209.165, Dst: 192.168.74.135
Transmission Control Protocol, src Port: 8ee7, Dst Port: 49491, Seq: 1, Ack: 59, Len: 58

.233818 106.75.209.165 192.168.74.135 TCP 115 8607 > 49491 [PSH, ACK] Seq=59 Ack=152 Win=64240 Len=61
| | 09 6.75.209.165 92.168.74.135 (=152 Win=64240 Len=61
22 8.335588 192.168.74.135 106.75.209.165 TCP 54 49491 » 8007 [ACK] Seq=152 Ack=120 Win=63961 Len=e =
27 15.585167 192.168.74.135 106.75.209.165 Tcp 103 49491 » 8007 [PSH, ACK] Seq=152 Ack=12@ Win=63961 Len=49 =
28 15.585347 106.75.209.165 192.168.74.135 Tcp 54 8007 > 49491 [ACK] Seq=120 Ack=201 Win=64246@ Len=e =
30 15.727682 106.75.209.165 192.168.74.135 Tcp 103 80607 > 49491 [PSH, ACK] Seq=120 Ack=201 Win=64240 Len=49 —
| | 75. 92.168.74.135 103 [TCP Retransmission] 8007 > 1 [PSH, ACK] Seq=120 Ack=201 Win=64240 Len=49 =
32 15.827212 192.168.74.135 106.75.209.165 Tcp 54 49491 > 8007 [ACK] Seq=201 Ack=169 Win=63912 Len=e =
33 15.860455 192.168.74.135 106.75.209.165 TCP 138 49491 » 8007 [PSH, ACK] Seq=201 Ack=169 Win=63912 Len=84 =
34 15.860584 106.75.209.165 192.168.74.135 TCP 54 8007 > 49491 [ACK] Seq=169 Ack=285 Win=6424@ Len=0 =
.902756 106.75.209.165 192.168.74.135 TCP 106 8007 > 49491 [PSH, ACK] Seq=169 Ack=285 Win=64240 Len=52 =
.002724 75.209.165 8.74.135 106 [TCP Retransmission] 8007 - 49491 [PSH, ACK] Seq=169 Ack=285 Win=64240 Len=52 =
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0030 fa f@ 79 7e 00 00 00 60 00 36 01 6a 33 01 07 72 Ynoee 2Bes3eer

o040 65 73 @9 5T 62 6d 64 @b 61 66 74 65 72 @4 @1 @6 es-_cmd- after---
0056 @d 31 35 36 35 2d 36 06 2f 6c 61 6f 5f 62 61 6e  -1565-6- /lao_ban
0060 Sf 49 S5 66 69 60 64 5f 70 61 73 73 77 6f 72 64 _I_find_ password
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M Wireshark - I8 TCP 7% (tcp.stream eq 0) - misc4.pcapng - X
oco@ccoco "ooccocosc 56=.6 "
...tp../d.o_j.n_A.fif. pi.swg.d....6.
3..res _cmd.after...
1565-6./lao_ban_I_find_password...Y...G.".G..}G...7ri.&te.4g
.F.t.A.c.l..j.......Q..1.%l.G.m. .5.8&0_.&n_..fi.# p.4sw.5d|.c....9.

#. _cmd.realMsg. .privateMsg.51ao_ban_I_find_password||$...-..... ‘scooPoccos 56..6

S [y ol o005 o =-

3..res _cmd.after...

1565-6..password_start...P..... "oocofloonoo ri..te..g

P 1 AN - P P | PR 1..el...m...#..ss..rd..ta..[[..... 9.

#. _cmd.realMsg. .privateMsg.#password_start|[$..... MPocsocsocsocaocas 480...... OneDaylLovers..-1..UserFamilyNames. ..

newAvatars."100358,120341,120340,120343,120342. .0ccupationHenshinTypes..-1..memberlevels..0..IsAnnualMemberb..0..avatars..42. modelTypes..2.

publicTalkpPaon..-1..AvatarcardTypes..2.

MemberSpeedUpb. .@. .mtypes..0.

ZooUsertgghb..e..IsFirstBecomeMemberb, .@. .Securitystatusn..-1..SecurityNewHandb. .@..Securitywarningn..-1.

coupleNames. ...mshowb..®...3.NG............ HenshinStartTimes..-1... ...G.".G...A...v56.76

B o e e 1 B HenshinTypes..-1...6.NG...cvvuvannn xn..432..yn..375..iptb..1..moveTypen..0... .

3..res _cmd.after...

1565-6..T..... [@cccccoccoses Xx70620150118X. . ... Cozoos o0cosnoo ri..te..g

ocote0ooocooyooBooc®ocllso@loosd oo ) [ P

#. _cmd.realMsg. .privateMsg. 1ill[63e 550 iMDsccsc0s Fosoosoos 490. ..... OneDayLovers..-1..UserFamilyNames. . .

newAvatars."100358,120341,120340,120343,120342. .0ccupationHenshinTypes..-1..memberlevels..0..IsAnnualMemberb..0..avatars..42. modelTypes..2.

PublicTalkPaon..-1..AvatarCardTypes..2.

Memberspeedupb. .@..mtypes..0.

ZooUserEggb..0..IsFirstBecomeMemberb. .@. .SecurityStatusn..-1..SecurityNewHandb..8..SecurityWarningn..-1.

couplenNames....mshowb..@...$.NG....... 3....HenshinstartTimes..-1..... NG.vuuuun 3....HenshinTypes..-1...6.NG....... 3....Xn,.432..yn..375..ipth..1..moveTypen..@..... [E5500000

3....X70620150118X..... ..... ¥ 5005003005 56..6

I O .

3..res _cmd.after...

1565-6..1...C..=.."........7.riKk.tep.g

6..tR..cT....T... ...3.1\.el9. .mN. . Q. |$<. .. #.

#. _cmd.realmsg. .privateMsg. I [[$30 = 0 -

c.

sender _cmd

skinid type word
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3..res _cmd.after...
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import base64

line in (

rs line.replace(
if
tmp=rs.split(
flag+=tmp[0@][-1]
print(flag)

dtflag{a4eBa4l8-fced-4b2d-9d76-fdc9053d69al
dtflag{asefa4l8-fced-4b2d-9d76-fdc9053d69al
dtflag{asefa4l8-fced-4b2d-9d76-fdc9053d69al
dtflag{a4e0a4l8-fced-4b2d-9d76-fdc9053d69al}
dtflag{a4e0a4l8-fced-4b2d-9d76-fdc9053d69al}
dtflag{asefa4l8-fced-4b2d-9d76-fdc9053d69al}
dtflag{a4e0a4l8-fced-4b2d-9d76-fdc9053d69al}
dtflag{asefa4l8-fced-4b2d-9d76-fdc9053d69al}
dtflag{asefa4l8-fced-4b2d-9d76-fdc9053d69alts
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