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send 1505 szabo 457282 babbage 649604 wei
0x949a6ac29b9347b3eb9a420272a9dd7890b787a3

1. eth: 1505 szabo + 457282 babbage + 649604 Wei
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Wei: ethfJ/NANRL, WAL EIE, B-MoneyfiE &
Babbage: EH/R#-ENFE, BHTHENZ. 1Baggage =103 Wei = 1 KWei
Lovelace: ¥&Z3HT, THHENBEFAIA. 1 Lovelace = 106 Wei = 1 MWei
Shannon: #FR&, {581 2Z. 1 Shannon=10"9 Wei =1 GWei
Szabo: BT FEiE, AFEMERREE. 1 Szabo = 10M2 Wei = 1 Microether
Finney: PE/R-35J8, HGMEBEXIEE, LB PAREE -LHKMIANKE. 1 Finney = 1075 Wei = 1 Milliether

Ether: B RHIEANL, BRI ethBrfE KM K. 1 ether = 1078 Wei
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2 % 1043 + 649604

k3 + 649604) / 10%

0. 001505000457931604

2. contract address:

0x949a6ac29b9347b3eb9a420272a9dd7890b787a3

4T ETH 867, XA T Hhk, BABEWEBHTAEMER : send much money to this contract
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EE—RXEHTELXWRT, BANGAFHERELTRMHANE, XEERENIE-.

E4 T RILEINES, 25 Rfunc_00cc, Withdraw, Receive.
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HHTIREMR L. WREMABZAE, WTURBEER, RE%—TFUMEE.
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if (vare == 0x2a0f7696) {
// part-I
if (msg.value) {revert(memory[0x00:0x00]); }

var varl = 0x0081;

// part-II
var var2 = msg.data[@x04:0x24] & oxffff;

// part-III

varl = func_0eCC(var2);

var temp@ = memory[0x40:0x60];

memory[temp®:temp® + 0x20] = varl;

var templ = memory[0x40:0x60];

return memory[templ:templ + (temp® + Ox20) - templ];
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function func_@0CC(var argd) returns (var ro) {
var vare = 0x00;

// part-I
if (argo & oxffff != storage[Ox01] & Oxffff) { return 0x00; }

// part-II

memory[0x00:0x20] msg.sender;
memory[0x20:0x40] 0x02;

return storage[keccak256(memory[0x00:0x40])];
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function Withdraw(var arg@) {
if (msg.sender != storage[0x00] & Oxfffffffffffffffffffffffrrffrfffrffffffff) { revert(memory[0x00:
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address var_addr;
bytes32 var_bytes;
mapping var_map;
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Receivef® it

function Receive() {
var vare = 0x00;
var varl = vare;
var var2 = 0x02;
memory[memory[0x40:0x60] + 0x20:memory[0x40:0x60] + 0x20 + 0x20] = 0x00;
var temp@ = memory[0x40:0x60];
memory[temp®:temp® + Ox20] = msg.value;
var var3 = temp9 + 0x20;
var templ = memory[0x40:0x60];
var temp2;

//part-I
temp2, memory[templ:templ + Ox20] = address(var2).call.gas(msg.gas - Ox646e)(memory[templ:templ + v

// part-II
if (!temp2) { revert(memory[0x00:0x00]); }

// part-III

var temp3 = memory[memory[0x40:0x60]:memory[0x40:0x60] + 0x20] ~ storage[0x01];
memory[0@x00:0x20] = msg.sender;

memory[0x20:0x40] = 0x02;

storage[keccak256(memory[0x00:0x40])] = temp3;
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3. part-ll Hi@&Hflag ( L—B U REE %, REIMED B Avar_map[msg.sender]¥ .
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https://archive.aachen.ccc.de/34c3ctf.ccc.ac/challenges/index.html
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https://etherscan.io/address/0x949a6ac29b9347b3eb9a420272a9dd7890b787a3

SEES
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