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INT ¥| = @& SQL- UNION BASED~ ERROR/DOUBLE* TOOLS- WAF BYPASS~ ENCODE- HTML~ ENCRYPT~ MORE™ XSS+ LFI-

@ Load URL | http://cd04009d2bee4c28875fcBad73df17cbd1ae1709d8ff4fef.game.ichungiu.com/Challenges/m4nage.php
% split URL

» Execute

=& Post [ | Referrer ™ OxHEX » &% oURL ™ @MW pASEGY W e’nsex?e‘o;‘ Insert rep. Replace D

Post data key=1

key is not right,md5(key)==="1b4167610ba3f2ac426a63488dbd89be”, and the key is ichunqiu###, the * is in [a-z0-9]
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Intruder attack 1 - O X

Attack Save Columns

j Results T Target T Positions T Payloads T Options ]

‘ Filter: Showing all items ‘ ?

‘ Request | Payload1 | Payload2 Payload3 Status Error | Timeout | Length ‘
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J Raw T Params I Headers I Hex ]
POST /Challenges/mdnage. php HITP/1.1 |-i

Host: cd04009d2beedc28870fcB8ad73df17chdlasl709d8ff4fef. game. ichungiu. com

User—-Agent: Mozilla/5.0 (Windews NT 10.0; WOW&4; 1v:52.0) Gecke/20100101 Firefox/52.0

Accept: text/html, application/zhtml+xml, application/=zml;q=0. 9, */# ¢=0,8

Accept-Language: zh-CHN, zh;g=0. 8, en-U3;g=0.5, en; g=0. 2

Accept-Encoding: gzip., deflate

Cookie: UM_distinctid=164hd1904bchde—005e86c20125a38-1262604a-144000-164bd1904bedf2; pgv_pvi=1240226752;

browse=CFlcTxUYU0Baf1hAVQ T TRFEZSkdeQFFYWVRFR1=RWORTVIFPWEELTgEZXUNaRFEOG 11 ZTFRIWOVYWOVE V1= b RE 1 53Xk 9dSVINEWUF THFFHWE J £ UVMGEVEBQ T O0+RWERW
NFINRFFIVVEIUOEaWVEDTEoAT190WEEZ ShpPWFpSV1EWE1EM EYXENJRVEBIXUZUQF=XUh4 . Hum_lvt_9104989ceZ42a8e03049eacecaldbl328=1534010617;
Ho_lvt_1a32fTcB604018537db0960e9c314h022=1534515617; ci_session=a8l975f31edf008244052d4ad17Thd1093046956 ;
chlzphone=acW=lpxhQpDiAchhluSnE qriQubI0 0000

Comnection: close

Upgrade-Insecure-Requests: 1

Cache—Control: max-age=0

Content—Type: applicatien/z—www—form—urlencoded

Content-Length: 15

key=ichungiulds [»
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INT ¥ = @& SQL* UNION BASED~ ERROR/DOUBLE- TOOLS* WAF BYPASS~ ENCODE- HTML» EMNCRYPT- MORET XSS+ LFI-
@ Load URL | http://c1857a393ebedff886b2a4b51d31943247b6b87058b7446d.game.ichungiu.com/Challenges/m4nage.php

% split URL

» Execute
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[ Post [ ] Referrer @ OxHEX 3» % %URL 3 &% BASEG4 3B Replace 2 |
Post data key=ichunqiu105

the next step: xx00xxo0o0. php
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@l Load URL
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Execute

http://c1857a393ebe4ff886b2a4b51d31943247b6b87058b7446d.game.ichungiu.com/Challenges/xx00xx00.php

=9 Post [] Referrer 4 OxHEX ¥ &% %URL ™

Post data

@ BASEG4 3D

Insert rep|

Insert to I{

Replace B | ™=
key=ichungiu105

source code is in the x0.txt.Can vou guess the key the authcode(flag) is d647uXoFi+9RvHSOFSAryIOfbhBjfctpJ4ozBvXBbN2zoVAZoL jh7o0TZCnZGHICIJfaDli0FmxaM2x7kfQ0dne Jnagehol

R

d647uXoFi+9RvVHBOF 5ArylOfbhBjfctpJ40zBvXBbN2zoVAZoLjb700TZCnZGHfCIJfaD 1iOF mxaM2x7kfQOdncJnaqc5ol (A~ A
HIAR—H)

FTFFX0.txt, 15 BIARAG :






WL FZ XN AT 2B AREE T, ESFEELIERFHE—F, IRBAEEREY KEfag, Hin b2l TR
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echo authcode($string - 'd647uXoFi+9RvH8RF5AryIOfbhBjfctplaozBvXBbN2zovAZoL jb700TZCnZGHFCIITaD1i0FmxaM2x7kfQodncInagc50l

', $operation - 'DECODE’, $key - "ichunqiules');
2>

run (ctri+r) | EIA | copy = SEUENES  HIIEEE, EEAXIRGXE

@ XFHAER O htmiGXER

flag{b89d327e-729a-484d-bb7e-420270460c20}
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